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Chapter 1. Introduction

1.1. Welcome to eXo Platform

eXo Platform 3.0, the user experience platform for Java, is comprised of Core and Extended Services.

» Core Services
» Gateln Portal: a powerful framework for devel oping portlets and other web-based user interfaces
» eXo Content: extends portal-based applications with Enterprise Content Management (ECM) capabilities
» eXo WCM: web content management services

» XCMIS: an implementation of the full stack of Java-based CMIS (Content Management Interoperability
Specification) services on top of eXo WCM

» eXo Workflow: integrated BPM (business process management) capabilities

« eXo IDE: an intuitive web-based development environment that allows developers to build, test and
deploy client applications (such as gadgets and mashups) and REST-ful services online

* CRaSH: enables easy browsing of JCR trees, and serves as a shell for executing JCR operations
» Extended Services

» eXo Social: a framework for building gadgets that can display and mash-up activity information for
contacts, social networks, applications and services

e eXo Collaboration: easily add Mail, Chat, Calendar and Address Book services to portal-based web
applications

» eXo Knowledge: adds Forum, Answers and FAQ functionality to portal-based apps, for collecting,
organizing and sharing user knowledge

eXo Platform is a fully supported and commercialy licensed product based on eXo open source projects.
Designed for enterprise use, it has been packaged and tested to optimize production readiness and
administration. eXo Platform runs on JBoss, Spring, Tomcat, WebSphere, and other Java applications servers,
and can be used with most relational database systems, including MySQL and Oracle.

1.2. Who should read this guide?

This guide describes how to get started with eXo Platform, specificaly for:

o SYystem Administrators who want to use, deploy and manage eXo Platform system in their enterprise.
» Developers who want to know how to leverage eXo Platform in their customer projects.

This document will guide you through the most important tasks for eXo Platform administration and
management. At the end, you will be able to install, configure, migrate, and manage your eXo Platform system.




Chapter 2. Installation

exXo Platform is packaged as a deployable enterprise archive defined by the Java EE specification, and as a
configuration directory.

2.1. Install the Tomcat bundle

The easiest way to install eXo Platform is to take the default bundle. This is a ready-made package on top of
Tomcat 6 application server, so you simply need to copy the bi n/ t oncat 6- bundl e/ directory to your server.

2.1.1. Startup

eXo Platform leverages the application server on which it is deployed. This means, to start and stop eXo
Platform, you only need to start and stop your application with the default commands.

¢ OnLinux and OS X:

$TOMCAT_HOME/ st art _eXo. sh

* On Windows;

9% OMCAT_HOVEYst ar t _eXo. bat

The server has started when you see the following message in your log/console:

INFO Server startup in 353590 ns

2.1.2. Shutdown

¢ OnLinux and OS X:

$TOMCAT_HOME/ st op_eXo. sh

* On Windows;

% OMCAT_HOVEYst op_eXo. bat

If you have a similar message when you try to stop Tomcat:

Tontat did not stop in time. PIDfile was not renoved.

then you must stop the tomcat process by a Ctrl+C or kill S-eemmand—Fe-perferm-akill-adtermaticalhy—yrou-ean
type:

st op_eXo. sh -force
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instead. It isavailable only on Linux and OS X systems.

The server has stopped when you see the following message in your log/console:

I NFO St opping Coyote HTTP/ 1.1 on http-8080

2.1.3. Startup scripts

eX o comes with several builtin startup scripts:

e start_eXo. sh: start €Xo on Linux and OS X

e start_eXo. bat : start eXo on Windows

bin/gatein-dev.sh: start e€Xo on Linux and OS X in developer mode

« hin/gatein-dev.bat: start eXo on Windows in developer mode

2.1.3.1. Normal Mode

start _eXo scripts launch eXo with the following JVM options:

- Xme256m
- Xmx1024m
- XX: MaxPer nSi ze=256m

-D ava. security. auth. | ogin.config=../conf/jaas. conf

- Dexo. conf . di r. nane=gat ei n/ conf
- Dexo. profil es=def aul t

- Xns
- Xnx

-Djava. security.auth.login.config

- Dexo. conf. dir.nane

Minimal heap size (defaults to 256 MB)
Maximal Heap Size of (defaultsto 1 GB)

path to the JAAS security file where the security
domains are and JAAS authentication modules are
declared

pah where eXo will sart looking at
configuration.properties and configuration.xml

- Dexo. profiles

the list of comma-separated exo profilesto activate

Thisis enough to start and run a demo, but you will need to adjust these values for a production setup.

2.1.3.2. Developer mode

gat ei n- dev scripts launch eXo in developer mode with afew more VM options.

- Xdebug - Xrunj dwp: t ransport =dt _socket, addr ess=8000, ser ver =y, suspend=n

- Dcom sun. managenent . j nxr enot e
- Dor g. exopl at f orm cont ai ner. confi gurati on. debug
- Dexo. product . devel opi ng=t rue
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-Dcom sun. managenent . j nxr enot e activates the IM X remoting

enables remote debugging

- Dor g. exopl at f or m cont ai ner. confi gur ati on. debugthe container will log to the console what xml files it
loads

- Dexo. pr oduct . devel opi ng=t r ue deactivates javascript and css merging for easier
debugging

2.2. Install the JBoss EARS

We provide EARs packages to deploy in your existing JBoss application server. They are located in the folder
bi n/j boss5- eap-ears/.

Toinstall eXo Platform on JBoss, follow these steps:

1. Copy filesinj boss-root/server/ def aul t/ depl oy

o gatein-ds.xml

* gatein.ear (it must remain afolder named gatein.ear)
 dtarter-gatein.ear

e acme-website.ear

* office-portal .ear

 platform-extension.ear

* exo-collaboration.ear

* exo-social-extension.ear

e gatein-exo-ks.ear

« gatein-wcm-extension-plf.ear

« gatein-workflow-extension-plf.ear

2. Create afolder j boss-r oot / server/ def aul t/ conf/ gatein

Copy thesefiles:

* configuration.properties
« configuration.xml

3. Copy thesefilesinj boss-root/bin

» exokey.pem
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e oauthkey.pem

4. Configure WM parameters

On Linux, add these lines at the end of j boss-r oot/ bi n/ run. conf :

# Pl atform environnent vari abl es

EXO_PROFI LES="- Dexo. profil es=def aul t"

EXO_OPTS="- Dexo. pr oduct . devel opi ng=f al se - Dexo. conf.dir.nane=gatei n -Dgatein.data.dir=../gatein"

REMOTE_DEBUG=" - Xdebug - Xrunj dwp: t r ansport =dt _socket , addr ess=8000, ser ver =y, suspend=n - Dcom sun. managenent . j nxr ent
EXO _XM.="- Dj avax. xm . st r eam XM.CQut put Fact ory=com sun. xm . stream Zephyr Wi ter Factory -Dj avax.xm . stream XM.I nput F
JAVA_COPTS="$JAVA OPTS $EXO OPTS $EXO PROFI LES $EXO XM."

On Windows, add these lines at the end of j boss-r oot / bi n/ run. conf . bat :

rem# Platform environnent variabl es

set
set
set
set
set

"EXO_PROF| LES=- Dexo. profil es=defaul t"

"EXO_OPTS=- Dexo. product . devel opi ng=f al se - Dexo. conf. dir.nanme=gatein -Dgatein.data.dir=../gatein"

" REMOTE_DEBUG=- Xdebug - Xrunj dwp: t ransport =dt _socket, addr ess=8000, ser ver =y, suspend=n - Dcom sun. managenent . j m
"EXO_XM.=- Dj avax. xm . st r eam XM_Qut put Fact ory=com sun. xm . stream ZephyrWiterFactory -D avax.xm .stream XM.Ir
"JAVA_OPTS=% AVA_OPTS% %EXO OPTS% %EXO_PROFI LES% YEXO XM_%

Adapt to your needs:

* You can use another implementation of SAX by changing the class names in the EXO_XML variable, for
example: com sun. xn . i nternal . stream XM.Qut put Fact or y! npl

» To debug the application, simply add $SREMOTE_DEBUG in the JAVA_OPTS variable

5. Add eXo logging categoriesin j boss-r oot / server/ def aul t/ conf/ j boss-1 og4j . xn

<l-- Limt the JSRL70 categories -->
<cat egory name="exo.jcr">

<priority value="INFO'/>

</ cat egory>
<l-- Limt the JSR-168 and JSR-286 categories -->
<cat egory name="org. exopl atf orm servi ces">

<priority value="INFQO'/>

</ cat egory>

6. Start up

¢ OnLinux and OS X:

$JBOSS_HOVE/ bi n/ run. sh

*« On Windows;

% BOSS_HOVEY®i nr un. bat

The server has started when you see the following message in your log/console:

I NFO [org. ] boss. boot strap. m crocont ai ner. Serverlnpl] (main) JBoss (Mcrocontainer) [5.0.1 (build: ...)] Started
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7. Shut down

¢ OnLinux and OS X:

$JBOSS_HOVE/ bi n/ shut down. sh

* On Windows:

% BOSS_HOVEY®i nshut down. bat

The server has stopped when you see the following message in your log/console:

INFO [org.]jboss. bootstrap. m crocontainer. Serverlnpl] (JBoss Shutdown Hook) Shutdown conpl ete

2.3. eXo Profiles

exX o comes with different runtime profile, that you can use if you want to customize what modules you want to
enable/disable in you eXo instance.

start_eXo commands accept a comma-separated list of profiles. The following profiles are supported :

Profile Description

col | aborati on enables eXo Collaboration module

know edge enables eXo Knowledge module

soci al enables eXo Social module

wor kf | ow enables the Workflow add-on within the eXo Content
module

Additionally, you can use these composite profiles:

Profile Description
mi ni mal contains Gateln + WCM
def aul t contains al except workflow

(gatein,ide,wem,collaboration,social ,knowledge)

al | all available modules

For example:

.Istart_eXo.sh default,workflow # start all nodul es including workfl ow
./start_eXo.sh col | aboration, knowl edge # start exo with gatein,wem collaboration and know edge enabl ed
./start_eXo.sh mninal,social # start with social, gatein and wecm




Chapter 3. Configuration

3.1. eXo Platform Configuration

In eXo Platform, the configuration is performed in a folder whose location is controlled by a system property
named exo.conf.dir. By default, the gatein.sh startup script sets this property as follows:

- Dexo. conf. di r. name=gat ei n/ conf

So the main entry point for the eéXo Platform configuration is / gat ei n/ conf/. This directory contains the
following files:

e configuration. properties : the main system configuration
e configuration.xm :containsthe default portal container configuration

* portal/portal/configuration.xn : the main external customization entry point for the default portal
container.

3.1.1. Portal Containers, Customization and Configurations

This section will explain some parts of the eXo internals in so that you will understand the roles of these
configuration files.

eXo Platform kernel groups runtime components in portal containers. A portal container holds all components
to run aportal instance. It serves portal pages under the servlet context for its name.

The default portal container in eXo Platform is simply called "portal”. This explains why the default url for the
samplesis http://localhost:800/* portal *.

The default portal container can be configured directly inside exo. conf . dir.

But eXo Platform is capable of running several portal instances simultaneously on the same server. Each
instance can be configured and customized independently via files located at
/ gat ei n/ conf / port al / $PORTAL_NAME, where SPORTAL_NAME is the name of the portal container.

Note

The exact name of the configuration file can be atered. Please refer to the section dedicated to
Portal Container Definition in the Kernel reference for more details on portal containers and other
options to modify the location of the properties.

Services that run inside a portal container are declared via xml configuration files like configuration.xml. Such
filesexistsin jars, wars and below exo. conf . dir.

XML configuration files also serve as the main way to customize the portal via the multiple plugins offered by
eX o components.

Additionally, xml files may contain variables that are populated via properties defined in



http://localhost:800/*portal*.
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configuration.properties. Hence, the configuration.properties serves as exposing some chosen variables that are
necessary to configure eXo Platform in a server environment.

3.1.2. configuration.properties

The system configuration is mostly donein confi gurati on. properti es. In most cases, this should be the only
file that a system administrator will need to configure.

In the Tomcat bundle, thisfileislocated at / gat ei n/ conf/ confi gurati on. properties

3.1.3. configuration.xml

Thisfile contains the built-in configuration for the "portal” portal container.
In most cases, you should not change thisfile.

In case your project does not want to use "portal” as the default portal, this file can be used to to import another
Portal Container Definition into the root container.

Note

Details on how to configure a new portal container are out of the scope of this guide but is
extensively covered in the kernel reference guide.

3.1.4. portal/portal/configuration.xml

This file is empty by default. This is where further customizations can be placed. Generally, custom
configurations are provided by extension wars. But this file is the last loaded by the kernel. It has a higher
priority over any other configuration file, including extensions. So it let's you override any internal component
configuration.

This may turn very handy for services or configurations that are not exposed in configuration.properties, but
you'd like to tune anyway.

For example, you could decide to change the default transaction timeout to 2 minutes with this piece of xmi:

<conponent >
<key>or g. exopl at f orm servi ces. transacti on. Transact i onServi ce</ key>
<t ype>or g. exopl at form servi ces. transacti on. j bosscache. JBossTransacti onsSer vi ce</ t ype>
<init-parans>
<val ue- par an»
<nanme>t i meout </ nane>
<val ue>120</ val ue>
</ val ue- par an
</init-parans>
</ conponent >

3.2. Database Configuration

exXo Platform relies on the application server for its database access, so the database must be configured as a
datasource at the AS level. That datasource is obtained by accessing the enterprise naming context (ENC)
through the Java Naming and Directory Interface (JNDI) service.
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3.2.1. Connect to a production database

If you intend to bring your eXo to production, the embedded hsgl database will not be appropriate and you will
need to configure your app server to use another one. You will learn how to configure eXo datasources and in
your appserver. If you need to change the datasources name, read Changing the datasour ces names below.

Note

The steps below will show you how to configure eXo to use a MySQL database. Y ou will need to
adapt them to your actual production environement.

3.2.1.1. Prepare your database server

Y ou heed to prepare two database schema and atechnical user to access them.

1. Connect to your database server using ssh :

ssh root @b. exanpl e. org

2. Verify that MySQL isrunning :

sudo /etc/init.d/ nmysqld status

3. Connect to MySQL :

nysql -u root -p

4. You are prompted for the password
5. Create 2 databases : one for idm ($dbname-idm) and the other for jcr $dbname-jcr)

6. Tocreateone:

a
create database _$dbnane_;

» Configure auser that has rightsit access it remotely (not only from the host server) :

grant all on _$dbnanme_.* to '_S$usernane_' @ _$IP_' identified by ' $password_';

* $IP = AShostname

« $IP=IPwith wildcard (eg 192.168.1.% = all IPs on 192.168.1.x network)

» $username = username that eXo Platform will connect with (i.e. ‘dbnameuser’)
b. Create the second DataBase

7. Verify that both DataBases were created :

(]
show dat abases;
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8. Quit the server with

exit

Note

eXo Platform does not require tables to be created before it starts because it is capable of doing it
automatically on the first startup. If you prefer to run a DDL script to create the database objects,
please contact eXo Support to abtain the script for your database.

3.2.1.2. Configure eXo Platform

Now that the database is ready, you need to configure eXo to be able to connect to it. The steps depend on the
application server. We provide instructions for Tomcat and JBoss

3.2.1.2.1. Tomcat bundle

Configuring a datasource for eXo under Tomcat involves two steps:

 Edit gatein-ds.xml

* Add the JDBC driver

3.2.1.2.1.1. Edit server.xml

Edit $TOM CATHOM E/conf/server .xml

To declare the binding of the datasources in the Global Naming context:

1. Changethedriver :

org. hsqgl db. j dbcDri ver

to

com nysql . j dbc. Dri ver

2. Change the username and password to the values set above

3. Change the url to access your DataBase :

"jdbc: hsql db: file:../gatein/datal/hsql/exo-jcr_portal"

to

"jdbc: nysql : //_$host _: 3306/ _$dbnane_"

The code now should look like:

<l-- eXo JCR Datasource for portal -->
<Resour ce auth="Container" driverC assName="com nysql .j dbc. Driver" | ogAbandoned="true" maxActive="20" maxldl e="1

10
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<I-- eXo | DM Datasource for portal -->
<Resour ce aut h="Contai ner" driverC assNanme="com nysql .j dbc. Driver" | ogAbandoned="true" nmaxActive="20" nmaxldl e="1

3.2.1.2.1.2. Add the JDBC driver

You need to add the MySQL connector library in Tomcat. Add mysgl-connector-java-5.1.x.jar to
$TOMCATHOME/lib/

Tip

Y ou can get the latest MySQL connector from : http://dev.mysql.com/downl oads/connector/j/

3.2.1.2.1.3. JBoss

Configuring adatasource for eXo under JBoss involves two steps:

 Edit server.xml

* Add the JDBC driver

3.2.1.2.1.4. Edit gatein-ds.xml

Open $IBOSSHOM E/ser ver /default/deploy/gatein-ds.xml

To declare the binding of the datasources in the Global Naming context:

1. Changethedriver:

or g. hsql db. j dbcDri ver

fo

com nysql . jdbc. Dri ver

2. Change the username and password to the values set earlier

3. Change the url to access your DataBase:

<connection-url >j dbc: hsql db: ${j boss. server. data. dir}${/} exo${/} hypersoni c${/} exo- xxx_portal -| ocal DB</ connecti on-

to

<connection-url >jdbc: nmysql://_$host_: 3306/ _$dbnanme_</ connecti on-url >

The configuration should now look like:

<dat asour ces>
<no-t x- dat asour ce>
<j ndi - nane>exo-i dm portal </j ndi - nane>
<connection-url >jdbc: nysql : //_$host _: 3306/ _$dbnane-i dm </ connecti on-url >
<driver-class>com nysql .jdbc. Driver</driver-class>
<user - nane>_$user nane_</ user - nane>
<passwor d>_$passwor d_</ passwor d>
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<m n- pool - si ze>16</ m n- pool - si ze>

<max- pool - si ze>128</ max- pool - si ze>

<idl e-ti meout - m nut es>0</idl e-ti meout - m nut es>

<pr epar ed- st at enent - cache- si ze>32</ pr epar ed- st at enent - cache- si ze>
</ no-t x- dat asour ce>

<no-t x- dat asour ce>
<j ndi - name>exo-j cr _portal </j ndi - nane>
<connection-url >jdbc: nmysql : //_$host _: 3306/ _$dbnane-j cr_</connection-url>
<driver-class>com nysql .jdbc. Driver</driver-class>
<user - nane>_$user name_</ user - nane>
<passwor d>_$passwor d_</ passwor d>

<m n- pool - si ze>16</ m n- pool - si ze>
<mex- pool - si ze>128</ max- pool - si ze>
<idl e-ti meout - m nut es>0</i dl e-ti neout - m nut es>
<pr epar ed- st at enent - cache- si ze>32</ pr epar ed- st at enent - cache- si ze>
</ no-t x- dat asour ce>
</ dat asour ces>

3.2.1.2.1.5. Add the JDBC driver

You need to add the MySQL connector library in JBoss. Add mysqgl-connector-java-5.1.x.jar to
$IBOSSHOM E/server/default/lib/

Tip

Y ou can get the latest MySQL connector from : http://dev.mysal.com/downl oads/connector/j/

3.2.2. Change the datasources names

By default, eXo Platform defines two datasources:

e exo-jcr_portal -forthe Java Content Repository (JCR).
e exo-idm portal -fortheorganizational model.

Y ou may want to give them a different name. To do this, do asfollows:

 Edit configuration.properties

» Change the datasource name in the application server

3.2.2.1. Edit configuration.properties

$TOMCAT_HOME/ gat ei n/ conf/ configuration. properties

Indicate to eXo the name of the datasources.

# JNDI nanme of the datasource that will be used by eXo JCR
gatei n. j cr. dat asour ce. nane=j ava: / conp/ env/ exoj cr

# JNDI Nane of the | DM datasource
gat ei n. i dm dat asour ce. nane=j ava: / conp/ env/ exo-i dm
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Caution

eXo will automatically append the portal container name ("portal" by default) to these values
before it performs a JNDI |ookup.

3.2.2.2. Change the datasource name in the application server

Now, you need to change the name under which the datasources are bound in the JNDI tree by the app server.
Thisis application sever dependent.

3.2.2.2.1. Tomcat bundle

In Tomcat, the datasources configuration requires to edit twofiles:

* server.xml

o starter.xml

Tip

Please refer to Tomcat's INDI _Resources How To for more details on JNDI resources binding in
Tomcat.

3.2.2.2.2. server.xml

$TOMCAT_HOMVE/ conf / server. xmi

Declare the binding of the datasources in the Global Naming context:

<l-- eXo JCR Datasource for portal -->
<Resour ce auth="Container" driverC assName="org. hsqgl db. j dbcDriver" | ogAbandoned="true" maxActive="128" maxldl e="

<l-- eXo | DM Datasource for portal -->
<Resource auth="Container" driverC assName="org. hsqgl db. j dbcDriver" | ogAbandoned="true" maxActive="128" maxldl e="

3.2.2.2.3. starter.xml
$TOMCAT_HOME/ conf/ Cat al i na/ | ocal host/starter.xnl

We declare resource links that make our datasources accessible to the starter webapp which is used when
starting eXo.

<Resour ceLi nk gl obal ="exo-jcr_portal " name="exo-jcr_portal" type="javax.sql.DataSource"/>

<Resour ceLi nk gl obal ="exo-idm portal " name="exo-idm portal" type="javax.sql.DataSource"/>

3.2.3. Database configuration FAQ
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3.2.3.1. How to remove idle MySQL connections

Some RDBMS, like MySQL, close idle connections after a while (8h by default on MySQL). Thus, a
connection from the pool will be invalid and of course any application SQL command will fail, resulting in
errorslike:

org. hi bernat e. Sessi onException: Session is closed!
at org. hi bernate.inpl.Abstract Sessionlnpl.errorlfC osed(Abstract Sessi onl npl . java: 72)
at org. hibernate.inpl.Sessionlnpl.getTransacti on(Sessionlnpl.java: 1342)

To avoid this, asolution isto use DBCP to monitor idle connections and drop them when they are invalid, with
the parameters testWhilel dle, timeBetweenEvictionRunsMillis and validationQuery.

The validation query is specific to your RDBMS, for example on MySQL you would use:

testWhil el dl e="true" tinmeBetweenEvicti onRunsM | 1|is="30000" validati onQuery="SELECT 1"

« testWhilel dle activates idle connections monitoring

» timeBetweenEvictionRunsMillis defines the time interval between two checksin milliseconds (5 minutesin
the example)

 validationQuery provides asimple SQL command to validate the connection to the RDBMS

You can add these parameters in the datasource configuration file of your application server (i.e.
conf/server.xml on Tomcat).

For more details about the configuration, or some examples on other RDBMS and applications servers, please
refer to:

 http://markmail.ora/message/a3bszoygbvi5Sgerd

* http://stackoverflow.com/questions/15949/javatomcat-dying-databse-connection

« http://confluence.atlassian.com/display/JIRA/Surviving+Connection+Closures

3.3. FileSystem paths

eX 0 needs read/write access to several pathsin the local filesystem.

gatein.data.dir=../gatein/data

# path for any JCR data
gatein.jcr.data.dir=${gatein.data.dir}/jcr

# path for file data inserted in JCR
gatein.jcr.storage.data.di r=${gatein.jcr.data.dir}/val ues

# path for the jcr index
gatein.jcr.index.data.dir=${gatein.jcr.data.dir}/index

The following table explains what goes in what path. The t enpor ary column indicates if the data is temporary
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Or persistent.

variable content temporary
gatei n.data.dir jtatransactional data yes
gatein.jcr.data.dir jer swap data yes
gatein.jcr.storage. data. dir binary value storage for jcr no
gatein.jcr.index.data.dir luceneindex for JCR no

Each variable can be defined as an absolute or relative path. The default configuration combines them to obtain
acompact tree:

/gatein # gatein.data.dir
/ dat a
/ hsql
ljcr # gatein.jcr.data.dir
/index # gatein.jcr.index.data.dir
/ swap

/values # gatein.jcr.storage.data.dir
/jta

3.4. Mail Server

eXo Platform requires an SMTP server in order to send emails such as notifications or password reminders.

gatein. emai | . snt p. user nane=

gatein. emai |l . snt p. passwor d=

gatein. emai | . snt p. host =snt p. gmai | . com

gatein. email . st p. port =465

gatein.email.sntp.starttls. enabl e=true

gatein.email.sntp. aut h=true

gatein. emai | . st p. socket Fact ory. port =465

gatein. emai |l . snt p. socket Fact ory. cl ass=j avax. net. ssl . SSLSocket Fact ory

More details can be found in the JavaMail APl documentation.

For KS, you have to add one of the following properties to the configuration file
(/ gat ei n/ conf/ configuration. properties) to make sure that this mail service works with authenticated
SMTP systems:

mail.from= gatein.email.smtp.from=

The value must be the exact email-address of the account configured above.

3.5. WebDAYV Cache Control

The embedded WebDAV server lets you control the cache-control http header that it transmits to clients by
mimetype. Thisis useful for fine-tuning your website.

The configuration property is: exo. webdav. cache- control
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exo. webdav. cache-control =t ext/ *: max- age=3600; i mage/ *: max- age=1800; */ *: no- cache

The property expects a list of key=pair values separated by a semicolon, where keys are a list of mimetypes
followed by the cache-control value to set.

3.6. Chat Server

3.6.1. XMPPMessenger

If you changed the hostname and port for the chat server, then you'll need to edit two properties:

# | P or hostnane for the eXo Chat XMPP server
exo. chat.server=127.0.0.1

# TCP port for where the eXo Chat server listens for XMPP calls
exo. chat. port =5222

3.6.2. Chat server configuration

The standalone Chat server is configured in the file $CHATSERVER/ conf / openfire. xni .

Configuration is based on properties expressed in an XML syntax. For example, to set property
prop. name. i s. bl ah=val ue, you would write this xml snippet :

<pr op><nane><i s><bl ah>val ue</ bl ah></i s></ name></ pr op>
Openfire has an extensive list of configuration properties. Please read the list of all properties in Openfire
documentation

The chat server is an openfire server bundled with plugins and configurations that allow connectivity to eXo
Platform. The following properties are used to configure it.

Property Description Default value
env
serverbaseURL base url for all URLs below http://local host:8080/
restContextName name of the rest context rest
provider
authorizedUser.name username to authenticate against | root
the HTTP REST service
authorizedUser.password password matching with password

provider.authorizeduser.name
eXoAuthProvider

authenticationURL URL to authenticate users /organi zation/authenti cate/
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Property

authenticationM ethod

eXoUser Provider
findUsersURL
findUsersM ethod

Description

HTTP method used to pass
parameters

URL tofind all users

HTTP method for user/find-all

Default value

POST

/organization/xml/user/find-all/

GET

getUsersURL URL to retrieve arange of users /organization/xml/user/view-range/
getUsersMethod HTTP method for user/view-range GET

usersCountURL URL to count users /organi zation/xml/user/count/
usersCountM ethod HTTP method for user/count GET

userinfoURL URL to get user info /organi zation/xml/user/info/

usernfoMethod
eXoGroupProvider
grouplnfoURL
grouplnfoMethod
getGroupsAllURL
getGroupsAllMethod

HTTP method for user/info

URL to get group info

HTTP method for info

URL to view al groups

HTTP method for group/view-all

GET

/organi zation/xml/group/info/
GET
/organi zation/xml/group/view-all/

GET

getGroupsRangeURL URL to view agroup range /organi zation/xml/group/view-from-to/
getGroupsRangeM ethod HTTP method for GET
group/view-from-to

getGroupsForUserURL URL to get groups for a user /organi zation/xml/group/groups-for-user/
getGroupsForUserMethod HTTP method for groups-for-user | GET
groupsCountURL URL to count groups organization/xml/group/count
groupsCountMethod HTTP method for group/count GET

3.6.2.1. Ports

In order to run properly the chat server needs severa ports to be opened in the firewall.

Port

5222 (1)

9090 & & 9091

Type

client to server (xmpp)

Admin Console (http)

Description

The standard port for clients is to
connect to the server. Connections
may or may not be encrypted. You
can update the security settings for
this port with exo.chat. port

property.

The port used for respectively the
unsecured and secured Openfire
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Port Type Description

Admin Console access.

3478 & 3479 STUN service The port used for the service that
ensures  connectivity  between
entities when behind a NAT.

3.7. Office server

eXo Platform allows users to view various types of documents directly in the Content Explorer through the
office server. To do so, the office application must be availablein your local devicefirst.

Then, JODConverter will use the default values below to start the office server.

Default values are customized by adding paremeters below in the configuration.propertiesfile:

# JODConverter 3.0

#wem j odconvert er. port nunber s=8100, 8101, 8102, 8103, 8104
#wem j odconverter. of fi cehone=/usr/1ib/libreoffice

#wem j odconverter. t askqueueti meout =30000

#wem j odconverter. taskexecuti onti neout =120000

#wem j odconvert er. maxt asksper pr ocess=200

#wem j odconverter.retryti neout =120000

Key Default values Description

wcem.jodconverter.portnumbers 2002 List of ports, separated by
commas, those used by each
JODConverter processing thread.
Number of office instancesis equal
to number of ports.

wcm.jodconverter.officehome See here Absolute path of office home on
the current local device. It means
that office needs to be installed in
the local device before using it.

wcem.jodconverter.taskqueuetimeout 30000 Maximum living time of tasks in
the conversation queue. Task will
be removed from this queue if
waiting time is longer than
taskQueueTimeout.

wcm.jodconverter.taskexecuti ontimediz0000 If atask has been executing within
an soffice process for longer than
this period, soffice process will be
terminated and restarted.

wcm.jodconverter. maxtasksperproces200 To ensure that potential memory
leaks do not accumulate and affect
performance, the JodConverter will
restart an soffice process after a
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Key Default values

wcem.jodconverter.retrytimeout 120000

The default office home
¢ Linux

"/ opt/ openoffice. org3"
"/opt/libreoffice"
“/usr/lib/openoffice"
“/fusr/lib/libreoffice"

* Windows

" <SYSTEM PROGRAMFI LES>/ OpenOFfice.org 3"
" <SYSTEM PROGRAMFI LES>/ Li breCf fi ce 3"

* Mac

"/ Appl i cations/ OpenOffi ce. org. app/ Cont ent s"
"/ Applications/LibreOfice. app/ Contents"

3.8. Log-in

Logging in eXo Platform is controlled by the Java L ogging API.

By default, logging is configured to:

* log errors and warnings on the console

» loginfolevel statementsin /gatein/logs/gatein-YYYY-MM-DD.log

Description

given number of tasks have been
performed.

Interval time to try to restart the
office services after an unexpected
crash.

In Tomcat, the logging is configured via the conf/logging.properties file. Please refer to Tomcat's Logging
Documentation for more information on how to adjust thisfile to your needs.

3.9.JCR

A set of properties control the behaviour of the JCR.

# Type of JCR configuration to use. Possible values are :
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# local : local JBC configuration
# cluster : cluster JBC configuration
gatein.jcr.config.type=loca

# This is the filter used to notify changes in the jcr index
# in cluster nbde, use org.exoplatformservices.jcr.inpl.core.query.jbosscache. JBossCachel ndexChangesFilter
gatein.jcr.index.changefilterclass=org. exopl atform services.jcr.inpl.core.query. Defaul tChangesFilter

# JCR cache configuration
gatein.jcr.cache. config=cl asspath:/conf/jcr/jbosscache/ ${gatein.jcr.config.type}/config.xmn

# JCR Locks configuration
gatein.jcr.|ock.cache. config=cl asspath:/conf/jcr/jbosscache/ ${gatein.jcr.config.type}/lock-config.xnl

# JCR I ndex configuration
gatein.jcr.index. cache. config=cl asspath:/conf/jcr/jbosscache/cl uster/indexer-config.xmn
gatein.jcr.jgroups.config=classpath:/conf/jcr/jbosscache/cl uster/udp-nmx.xm

gatein.jcr.config.type use cluster if you want to use eXo Platform in
cluster mode. Otherwise leave | ocal

gatein.jcr.index.changefilterclass in cluster mode change it to
org. exoplatform services.jcr.inpl.core. query.jbosscache.

gatein.jcr.cache.config JBoss Cache configuration for the JCR locks
gatein.jcr.index.cache.config JBoss Cache Configuraiton for the JCR index
gatein.jcr.jgroups.config JGroups configuration to use for cluster mode

Please refer to the JCR reference guide for the details of configuring these files.

3.10. Users configurations

3.10.1. Super User configuration

In eXo Platform 3, we have defined the user "root" as super admin by default. You could override this
configuration, by modifying the system property named exo. super . user defined in configuration.properties.

3.10.2. eXo Platform default users list definition

In eXo Platform, the default users list (omit Super Admin user) are defined in "Acme WebSite" & "Office
Intranet" extensions. So by deleting those extensions, the users "John", "demao”, "james" and "mary"” will not be
created.

3.11. How to call ClearOrphanSymlinksJob

Since ECMS 2.1.6/PLF 3.0.6, the Clear OrphanSymlinksJob service is used as a CRON job to periodicaly clear
WCM orphan symlinks that do not point to any target nodes at a specific time or date.

By defaut, the value of the ClearOrphanSymlinksCronJob parameter is "0 0/20 * * * ?"'. It means that orphan
symlinks are cleared every 20 minutes.

In which:
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e Agterisk (*): indicates that the CRON expression will match for all values of the field.
« Slash (/): is used to describe increments of ranges (e.g. 0/20 means that every 20 minutes).

* Question mark (?): is used to omit the specification of avalue for the day-of-month and day-of-week fields
(e.g. every day in aweek).

Y ou can schedule the job by adding wem.linkjob.cron.expression in the configuration.propertiesfile.

Example:

# Clear WCM or phan sym i nks every 25 m nutes
wem | i nkj ob. cron. expressi on=0 0/25 * * * ?

Or

# C ear WCM orphan syminks at 1.30 a.m every day
wem | i nkj ob. cron. expression=0 30 1 * * ?

Note

To understand more about CRON expression, refer to
http://en.wikipedia.org/wiki/CRON _expression#CRON _expression.
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Chapter 4. Management

4.1. Introduction to eXo Platform Management

Managing resources of eXo Platform is critical for IT operators and system administrators to monitor and
supervise the production system.

The eXo Platform product is exposed as a manageable set of resources that can be inspected at runtime to
monitor and manage servers.

When it comes to Java, the Java Management Extension (also known as JMX) is the de-facto standard to
expose managed resources externally.

This chapter explains various resources provided by the eXo Platform server, possible management actions, and
how to obtain relevant metrics.

4.1.1. IMX interface

The resources management is exposed viathe IMX layer. eXo Platform registers a set of MBean entities in an
MBeanServer.

At runtime, MBeans are registered by the eXo Kernel in the MBeanServer and directly viewable in the IMX
console. However, it is strongly recommended that you use a better IMX client, such as VisuaVM, available
since Java 6.

To enable JIMX monitoring in Tomcat, you need to pass the following system property to the VM:
- Dcom sun. managenent . j nxr enot e.

4.1.2. REST interface

The built-in REST Management Provider of eXo Platform makes some of the MBeans operations accessible as
REST endpoints. Administrators can handle the system simply with a browser without performing any complex
configurations.

Only members of the platform/administrators group are given permission to work on the REST management.
The authentication requires you to login by your own account.

The base URL to access the REST endpoints is http://localhost:8080/rest/management, with the last one
followed by the parameter parsed in the managed resource's @RESTEndpoint annotation, leading slash then
targeted operation. Consider the SkinService, which is annotated @REST Endpoint("skinservice"); the full URL
to access JMX ‘getSkinList' method through the REST request is
http://|ocal host:8080/rest/management/skinservice/getSkinL ist.

4.2. Management views of eXo Platform

4.2.1. PortalContainer management view

Portal Container manages all objects and configurations of a given portal.
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¢ The IMX name template of Portal Container MBeans:. exo: cont ai ner =port al , name="portal ".

Attribute Description

Conf i gur ati onXM Configuration information of the specified portal
container in the XML format.

Nare The name of the portal container.

Regi st er edConponent Names Thelist of the registered component names.

Started Indicate the portal container is started or not.
Operation Description

get Conf i gur ati onXM Return configuration information of the portal

container calculated by the loading mechanism. The
returned value is an XML document in the eXo

Kernel format.
get Nare Return the portal container name.
get Regi st er edConponent Nares Return thelist of al registered component names.
isStarted Check if the portal container is started or not. The

portal container is only dsarted once al its
components have been started.

4.2.2. Cache management view

eXo Platform uses caches at several levels. Monitoring them can provide the critical performance information,
especialy useful for tuning the server. Each cache is exposed with statistics and management operations.

e The IMX name template of Cache MBeans. exo: servi ce=cache, nane={ CacheNane} where CacheName is
the name of each cache instance.

Attribute Description

Nane The name of the cache.

Capaci ty The maximum capacity of the cache.

Hi t Count The total number of times the cache was successfully
queried.

M ssCount The total number of times the cache was queried

without success.

Si ze The number of entriesin the cache.

Ti meToli ve The valid period of the cache entry in seconds. If the
valueisset to -1, the entries are never expired.
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Operation

cl ear Cache()

get Nanme

get Li veTi me

Description

Evict all entries from the cache. This method can be
used to force a programmatic flush of the cache.

Return the cache name.

Return the valid lifetime of an entry in the cache in
seconds.

set Li veTi ne

get CacheHi t
get CacheM ss
get MaxSi ze
set MaxSi ze

get CacheSi ze

4.2.2.1. Cache instances

* Portal

Cache Name

MOPSessi onManager

Set the valid lifetime of an entry in the cache in
seconds.

Return the total number of successful hits.
Return the total number of unsuccessful hits.
Return the maximum capacity of the cache.
Set the maximum capacity of the cache.

Return the number of entriesin the cache.

Description

Cache all model objects of portal by storageld, such
as pages, navigations, and preferences.

Resour ceBundl eDat a

Cache al resource bundles by name and locale.

Tenpl at eSer vi ce

*+ ICR

Cache Name

Cache al Groovy templates of portal by its template
path and ResourceResolver.

Description

org. exopl atform services.jcr.inpl.core.lock. LockManager | npl

¢ eXo Content

Cache Name

Cache lockData by the lockToken.

Cache lockData by the internal identifier of node.

Description

or g. exopl at f orm ecm REST. vi ewer . PDFVi ewer RESTSeCache data of PDF files by the ObjectKey object.
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Cache Name Description

org. exopl at f orm servi ces. cns. dri ves. ManageDr i veGechiea| drives of Sites Explorer by the drive group
name (String constant).

org. exopl at f orm servi ces. cns. scripts. i npl. Scri pCaeheialk Groovy script files by the script name.

org. exopl at f orm servi ces. cns. t enpl at es. Tenpl at eSechiecall Groovy templates by the mechanism of
org.exoplatform.groovyscript.text. TemplateService.

or g. exopl at f orm servi ces. wem webcont ent . | ni ti al @eshent ealt Pl @giifact data by sourcePath  of
deploymentDescriptor. These data are reused when a
new portal is deployed.

wem conposer Cache published contents by the hash generated from
path, version, remoteUser, language, recursive,
orderBy, orderType, primaryType of cached nodesin
eXo Content.

* Socid

Cache Name Description
org. exopl at f orm soci al . cor e. manager . Acti vi t yMan@gehean actiyitydog itsid.

org. exopl at f orm soci al . cor e. manager . Act i vi t yMan@gehecthevlisy 0f saltsadiivities by identityld and their
segments.

org. exopl at f orm soci al . cor e. manager . Act i vi t yMan@geheateonoartie of an activity by itsid.
org. exopl at f orm soci al . cor e. manager . | dent i t yMan@gehedimidentdycby its globalld.
org. exopl atform soci al . core. manager. | dentityManageridentityCacheByld

Cache an identity by its uuid.

Cache an identity by providerld:remotel d.

org. exopl at f orm soci al . cor e. manager . | dent i t yMan@gehedbetli styafi kdentithes by identityProvider.
org. exopl at f orm soci al . cor e. manager . Rel at i onshi @eshedberrel ali onghifp by dtaitthe

org. exopl at f orm soci al . cor e. manager . Rel at i onshi @sehedberlistzofi rel stiopshipshyHeentity|d.

4.2.2.2. CacheManager

The CacheManager management view enables you to control different caches.

* The JMX name template of CacheManager Mbeans: exo: ser vi ce=cachemanager .

Operation Description
cl ear Caches() Force a programmatic flush of all the registered
caches.
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4.2.2.3. PicketLinkIDMCacheService

PicketLinkl DM CacheService is the default implementation for the organization model.

* The JMX

of PicketLinkl DM CacheService MBeans:

exo: portal ="portal ", servi ce=Pi cket Li nkl DMCacheSer vi ce, nane=pl i dntache.

Operation

Description

i nval i dat eAl |

i nval i dat e( nanespace)

4.2.3. eXo Content management view

Invalidate all caches.

Invalidate a specific cache namespace.

eXo Content provides a management view for three following services:

4.2.3.1. WCMComposer

WCM Composer is responsible for assembling pages, and is key for serving pages efficiently.

* The JMX
exo: portal ="portal

Attribute

of WCM Composer MBeans:

", servi ce=conposer, vi ew=portal,type=content.

Description

Cached

Indicate the cache is used or not.

CachedEntri es
UsedLanguages

UsedOr der By

UsedPri maryTypes

The number of nodesin the cache.
Thelist of al languages accessible in the composer.

The list of OrderBy properties accessible in the
COMpOSer.

Thelist of primary types accessible in the composer.

Operation
cl eanTenpl at es
set Cached(i scached)

useDef aul t Language

get UsedPri mar yTypes

get CachedEntri es
i sCached

get UsedLanguages

Description
Clean all templatesin the composer.
Enable/Disable caching in the composer.

Check if the default language is used in case the
trandation is not published.

Return the list of primary types accessible in the
COMPOSEY.

Return the number of nodes in the cache.
Check if the cacheis used in the composer.

Return the list of all languages accessible in the
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Operation

Description

composer.

get UsedOr der By

Return the list of OrderBy properties accessible in the

COMpOSer.
4.2.3.2. FriendlyService
FriendlyService is to make URIs more friendly.
e The JMX name template of FriendlyService MBeans:

exo: portal ="portal ", servi ce=friendly, view=portal,type=content.

Attribute
Enabl ed
Friendlies

Ser vl et Nane

Operation

addFriendly(friendl yUi, unfriendl yUri)

removeFriendl y(friendlyUri)

i sEnabl ed

Description
Indicate the service is enabled or not.
Thelist of registered Friendly URIs.

The name of the servlet referenced in the service.

Description

Add a new Frienly Uri to the list with two
parameters: friendlyUri and unfrienlyUri. The value
entered in the friendlyUri field replaces that of the
unfriendlyUri field.

Remove a friendly URI from the list by entering that
Uri into the friendlyUri field.

Check if the service is enabled or not. If the value is
returned as "True", the service is enabled. If "False",
the seriveis disabled.

set Enabl ed(i sEnabl ed)

get Ser vl et Nane

getFriendlies

Set the service as activated or deactivated by entering
"True" or "False" respectively into the isEnabled
field.

Return the name of servlet referenced in the service.

Return thelist of registered friendly URIs.

4.2.3.3. WCMService

* The JMX name

template of WCM Service MBeans:

exo: portal ="portal ", servi ce=wcm vi ew=portal ,type=content.

Attribute

Port| et Expi rati onCache

Description

The expiration period of portlet cache in seconds.
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Operation Description

get Port | et Expi rati onCache Return the expiration period of porlet cache in
seconds.

set Port | et Expi rat i onCache(expi rati onCache) Set the expiration period of portlet cache by entering

the value into the expirationCache field.

Note

WCM Composer, FriendlyService, and WCM Service can be controlled through the following paths
of relevant REST services:

« http://localhost:8080/rest/management/wecmcomposerservice/.

« http://local host:8080/rest/management/friendlyservice/.

» http://local host:8080/rest/management/wcmservice/.

4.2.4. JCR management view

Java Content Repository (JCR) provides a management view to monitor sessions, locks, repository
configurations, and workspace configurations.

4.2.4.1. SessionRegistry

e The JMX name template of SessionRegistry MBeans:
exo: portal ="portal ", servi ce=Sessi onRegi stry, repository="portal -repository".

Attribute Description

Ti meQut The expiration period of a JCR session.

Si ze The number of currently active sessions.
Operation Description

rund eanup Clean all JCR sessionstimed out.

get Ti meQut Return the timeout of a JCR session.

get Si ze Return the number of currently active sessions.

4.2.4.2. LockManager

LockManager stores lock objects and is reponsible for removing expired locks.

e The IMX name template of L ockManager MBeans:

28


http://localhost:8080/rest/management/wcmcomposerservice/.
http://localhost:8080/rest/management/friendlyservice/.
http://localhost:8080/rest/management/wcmservice/.

Management

exo: portal ="portal ", servi ce=l ocknanager, reposi t ory="reposi tory", wor kspace={ Wr kspaceNane}
where WorkspaceName is the name of each workspace.

Attribute

NumLocks

Operation

cl eanExpi redLocks

get Nuniocks

Description

The number of active locks.

Desription
Remove all expired JCR locks.

Return the number of active JCR locks.

Each LockManager instance controls all locks of each corresponding wor kspace, including:

Workspace Name

Description

backup

Data backed up.

col | aboration

dev-noni t

dms- syst em

know edge

pc-system

Data of collaboration, such as sites content,
documents, groups, records space, tags, and users.

Data of the IDE application.

Data of DMS, including node types, templates, views,
taxonomy trees.

Data of knowledge, including exo:applications, and
groups.

State information of producer portlets and remote
portlet registry.

portal - system

portal - work

soci al

system

Wsr p- system

4.2.4.3. Repository

e The

Data of the Portal model objects, such as navigations,
pages, portals, application registry.

Information of Gadget token and Remember me
token.

Data of Social, including activity, identity, profile,
relationship and space.

Data of system, including versions storage, node
types, namespaces.

Data of remote portlets.

template of Repository MBeans:

exo: portal ="portal ", cont ai ner=reposi tory, nane="repository".

Attribute

Description

Narre

The name of the repository container.
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Attribute Description

Regi st er edConponent Nanes The list of registered component names in the
repository.

Operation Description

get Nare Return the repository container name.

get Regi st er edConponent Nanes Return the list of registered component names in the
repository.

4.2.4.4. Workspace

e The IMX name template of Workspace MBeans:
exo: portal ="portal ", cont ai ner =wor kspace, r eposi t ory="r eposi t ory", name={ Wor kspaceNane} where
WorkspaceName is the name of each workspace.

Attribute Description

Nane The name of the workspace container.

Regi st er edConponent Nanes The list of registered component names in the
workspace.

Operation Description

get Nare Return the workspace container name.

get Regi st er edConponent Nanes Return the list of registered component names in the
workspace.

4.2.5. Portal management view

4.2.5.1. Template statistics

Template statistics exposes various templates used by the portal and its components to render markups. Various
statistics are available for individual templates, and aggregated statistics, such as the list of the slowest
templates. Most management operations are performed on a single template; those operations take the template
identifier as an argument.

e The IMX name template of Template statistics MBeans:
exo: portal ="portal ", servi ce=statistic,viewportal,type=tenplate.

Attribute Description
Tenpl at eLi st Thelist of templates |oaded.
Sl owest Tenpl at es Thelist of the 10 slowest templates.
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Attribute Description

Most Execut edTenpl at es The list of the 10 most used templ ates.

Fast est Tenpl at es The list of 10 fastest templates.

Operation Description

get Aver ageTi ne(t enpl at el d) Return the average rendering time of a specified

template in seconds.

get Execut i onCount (t enpl at el d) Return the number of times the specified template has
been executed.
get M nTi ne(t enpl at el d) Return the minimum rendering time of the specified

template in seconds.

get MaxTi me(t enpl at el d) Return the maximum rendering time of the specified
template in seconds.

get Sl owest Tenpl at es Return the list of the 10 slowest templates.
get Most Execut edTenpl at es Return the list of the 10 most used templ ates.
get Tenpl at eLi st Return the list of templates loaded.

get Fast est Tenpl at es Return the list of the 10 fastest templates.

4.2.5.2. Template management

Template management provides the capability to force the reload of a specified template.

e The JMX name template of Template management MBeans:
exo: portal ="portal ", servi ce=managenent, vi ew=portal , t ype=t enpl at e.

Operation Description

rel oadTenpl at es Clear the template cache.

l'i st CachedTenpl at es List identifiers of the cached templates.

rel oadTenpl at e(t enpl at el d) Clear the template cache for a specified template
identifier.

4.2.5.3. Skin management

The JMX name template of Skin management MBeans:
exo: portal ="portal ", servi ce=managenent, vi en=portal , t ype=ski n.

Attribute Description
Ski nLi st Thelist of loaded skins by the skin service.

31



Management

Operation

r el oadSki n( ski nl d)

Description

Force areload of the specified skin and the operation.

r el oadSki ns

get Ski nLi st

4.25.4. TokenStore

Force areload of the loaded skins.

Return the list of loaded skins by the skin service.

¢ The IMX name template of TokenStore MBeans. exo: servi ce=TokenSt ore, nanme={ Nane} where Name is

the name of each specific token.

Attribute
Nane

Val i dityTine

Peri odTi ne

Operation
cl eanExpi redTokens

si ze

get Nane

Description
The name of one specific token.

The expiration period of one specific token in
seconds.

The expiration daemon period of one specific token
in seconds. The token is deleted after the specified
period.

Description
Remove all expired tokens.

Return the number of tokens, including valid tokens
and expired tokens undel eted yet.

Return the token name.

getValidityTine

get Peri odTi ne

Return the expiration time of one specific token in
seconds.

Return the expiration daemon period of one specific
token in seconds.

eXo Platform provides the following TokenStore instances:

Token Name

gadget -t oken

jcr-token

nmenory-token

Description

Store tokens of the Oauth gadget into the JCR node,
such as
or g.exoplatform.portal .gadget.cor e.Gadget T okenl nfoService.

Store common tokens into the JCR node, such as

or g.exoplatform.web.security.security.CookieT okenService,
and

or g.exoplatform.web.security.security.RemindPasswor d T oken

Store temporary tokens into the transient memory,
such as
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Token Name Description

or g.exoplatfor m.web.security.security. TransientT okenService.

get Port al Li st Return the list of identifiers of all loaded portals.

4.2.5.5. Portal statistics

e The JMX name template of Portal statistics MBeans:
exo: portal ="portal ", servi ce=statistic,view=portal,type=portal.

Attribute Description

Port al Li st Thelist of identifiers of loaded portals.

Operation Description

get Thr oughput (portal I d) Return the number of requests for the specified porta
per second.

get Aver ageTi ne(portal I d) Return the average execution time of the specified

portal in seconds.

get Execut i onCount (portal | d) Return the number of times the specified portal has
been executed.

get M nTi me(portal I d) Return the minimum time of the specified portal in
seconds.

get MaxTi me(portal | d) Return the maximum time of the specified portal in
seconds.

get Port al Li st Return the list of identifiers of loaded portals.

4.2.5.6. Application statistics

Various applications are exposed to provide relevant statistics.

* The IMX name template of Application statistics MBeans:
exo: portal ="portal ", service=statistic,view=portal,type=application.

Attribute Description

Appl i cati onlLi st Thelist of loaded applications.

Sl owest Appl i cat i ons Thelist of the 10 slowest applications.

Mbst Execut edAppl i cat i ons Thelist of the 10 most executed applications.
Fast est Appl i cati ons Thelist of the 10 fastest applications.
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Operation Description

get Aver ageTi me(appl i cati onl d) Return the average time spent of the specified
application.

get Execut i onCount (appl i cati onl d) Return the number of times the specified application

has been executed.

get M nTi me(appl i cati onl d) Return the minimum time spent of the specified
application.

get MaxTi me(appl i cati onl d) Return the maximum time spent of the specified
application.

get Sl owest Appl i cati ons Return the list of the 10 slowest applications.

get Most Execut edAppl i cati ons Return the list of the 10 most executed applications.

get Fast est Appl i cati ons Return the list of the 10 fastest applications.

get Appl i cati onLi st Return the list of application identifiers classified in
the alphabetic order.

4.2.6. eXo Knowledge management view

exXo Knowledge provides a management view, enabling you to control rules, statistics, information of data
storage in Forum and Answers.

4.2.6.1. Forum

With the Forum Service management view, you can view ADMIN rules, statistics, such as the number of online
users, and information of Mail Service configuration.

¢ The IMX name template of Forum MBeans. exo: portal ="portal *, servi ce=f orum

Attribute Description

Admi nRul es Thelist of rules defining administrators.

Cont act Provi der The string containing the specific ContactProvider
implementation name which provides user profile to
the forum, including

org.exoplatform.ks.common.user.BusinessProfileContactProvider,
org.exoplatform.ks.common.user.DefaultContactProvider,

and

org.exoplatform.ks.common.user.Personal ProfileContactProvider.

Mai | Servi ceConfig The string containing the configuration of the Mail
service used for the notifications in eXo Knowledge.

nl i neUsers Thelist of currently online users.
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Operation

count Onl i neUsers

Description

Return the number of currently online users.

hasFor umAdm nRol e(String usernane)
get Adm nRul es
get Onl i neUsers

get Cont act Provi der

set Cont act Provi der (String
cont act Provi der Cl assNane

get Mai | Servi ceConfig

Check if the user is the forum administrator or not.
Return the list of rules defining administrators.
Return the list of online users.

Return the name of a specific ContactProvider
implementation.

Set a specific ContactProvider implementation. The
user profile on portal is obtained to populate into that
of Forum.

Return the Mail service configuration used to send
notificationsin eXo Knowledge.

4.2.6.2. Job

The Job management view enables you to view state information of Jobs used in eXo Knowledge.

e The IMX name template of Job MBeans: exo: portal ="portal ", servi ce=f orum vi ew=j obs, name={ Nare}

where Name is the name of each specific Job instance.

Attribute Description

Dat aMap The map containing the state information for Job
instances.

Nane The name of the Job.

Operation Description

get Name Return the names of Job instances.

get Dat aMap Return the state information of Job instances.

eXo Knowledge provides the following Job instances:

Job Description

Deact i veJob Deactivate topics which meet TWO predefined
deactivation properties: i nact i veDays and f or unNare
in Forum.

Logi nJob Update information of users logged in, serving for
statistics.

Not i f yJob Send email notificationsin Answers.

Recount Act i veUser Job

I ndicate the number of active usersin Forum.
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Job

SendMai | Job

Description

Send email notifications in Forum.

Updat eDat aJob

4.2.6.3. Plugin

4.2.6.3.1. RoleRulesPlugin

e The JMX name

Update Forum gtatistics, such as posts or topics of
users.

of RoleRulesPlugin MBeans:

exo: portal ="portal ", servi ce=f orum vi ew=pl ugi ns, nane="add. rol e. rul es. pl ugi n".

Attribute Description

Al | Rul es Thelist of al rules of RoleRulesPlugin. For example,
the rule defining 'root' user as an administrator
follows the form of ADMIN=raot.

Description The brief description of RoleRulesPlugin functions.

Nane The name of RoleRulesPlugin.

Rul eNares The list of possible rule names; for example, the rule
defining administrators is named ADMIN.

Operation Description

addRul e Add arule. For example, to add the ADMIN rule for
the 'demo’ user, you need to input two parameters:
ADMIN inthe p1 and demo in the p2.

get Rul es Return the list of rules defining the user with the role
inputed in pl.

get Nare Return the name of the plugin.

get Rul eNanes

Return the list of possible rule names. For example, if
'‘demo’ and 'mary' are defined as ADMIN
(ADMIN=demo, mary), the list of returned rule
names will be ADMIN.

get Descri ption

Return the brief description of the plugin.

get Al | Rul es

Return al rules added to the plugin.

4.2.6.3.2. BBCodePlugin

* The IMX name

of BBCodePlugin MBeans:

exo: portal ="portal ", servi ce=ks, vi ew=pl ugi ns, nane="f orum def aul t . bbcodes" .
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Attribute Description

BBCodes The list of BBCodes defined in the plugin.

Operation Description

get BBCodes Return the list of BBCodes. The Forum application

currently provides the following BBCodes: URL,
JUSTIFY, B, HIGHLIGHT, I, U, RIGHT, EMAIL,
LIST, EMAIL, COLOR, URL, CODE, CENTER,
CODE, QUQOTE, LIST, CSS, LEFT, FONT, GOTO,
QUOTE, SIZE, SLIDESHARE, IMG.

4.2.6.3.3. ForuminitialDataPlugin

e The JMX name template of Forumlnitial DataPlugin MBeans:
exo: portal ="portal ", servi ce=f orum vi ew=pl ugi ns, name={ Nane} .

Attribute Description

Locat i on The location where the Forum export file is stored.

Operation Description

get Locat i on Return the location where the Forum export file is
stored, for example

war :/data/forum/data-full-forum.zip*.

4.2.6.3.4. InitialDataPlugin

e The JMX name template of InitialDataPlugin MBeans:
exo: portal ="portal ", servi ce=faq, vi ew=pl ugi ns, nane={ Nane} .

Attribute Description

Locat i on The location where the FAQ export file is stored.
Operation Description

get Locati on Return the location where the FAQ export file is

stored, for example war :/data/T echnical-FAQ.zip*.

i sFor ceXML Indicate if the data loaded from the FAQ export file
should override any data found in the existing
database.

4.2.6.4. Storage
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The Storage management view enables you to get storage information in eXo Knowledge, such as data path,

repository and workspace.

e The IMX name template of Forum Storage MBeans: exo: port al ="portal ", servi ce=f orum vi ew=st or age.

Attribute Description

Pat h The JCR data path of the Forum Storage.

Reposi tory The name of repository containing the workspace
where Forum data are stored.

Vor kspace The name of workspace containing Forum data.

Operation Description

get Repository
get Wor kspace

get Pat h

Return the name of repository of the Forum Storage.
Return the name of workspace of the Forum Storage.

Return the JCR data path of the Forum Storage.

4.2.7. eXo Collaboration management view

eXo Collaboration provides a management view, enabling you to view some state information of Jobs used in

Cs.
Attribute Description
Dat aMap The map containing the state information for Job
instances.
Nane The name of the Job.
Operation Description
get Name Return the name of Job instances.
get Dat aMap Return the state information of Job instances.

eXo Collaboration provides the following Job instances.

Job Name
PopupReni nder Job
Rem nder Job

nmessageToHi st ori cal MessageJob

Description
Show pop-up reminders in the Calendar application.
Send email reminders in the Calendar application.

Save messages in the Chat application in the data
storage of eXo Collaboration.
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Chapter 5. Security

5.1.1. Change the JAAS realm

eXo Platform relies on JAAS for propagating the user identity and roles to the different applications deployed
on the server.

The JAAS realm will be used by al eXo apps and even propagated to the JCR for Access Control

By default, Platform uses a JAAS realm named "gatein-domain". If your IT operations rules require you to use
another JAAS realm, you will need to modify several files so that eXo can work on your JAAS ream.

Since the security configuration is highly dependent of the app server well cover each application sever
separately.

5.1.1.1. Tomcat

In the Tomcat bundle, the jaas configuration is controled by this STOM CATHOME/conf/jaas.conf :

gat ei n-domai n {

or g. exopl at form web. security. Portal Logi nModul e required

org. exopl at form servi ces. security.jaas. SharedSt at eLogi nMbdul e required
org. exopl at form servi ces. security.j2ee. Tontat Logi nMbdul e required

b

Replace gatein-domain by your own domain name.
Tip

Learn more about the syntax in the JAAS tutorial. Read more about realms in tomcat in the Tomcat
Realm Howto

5.1.1.2. JBoss

For JBoss, you need to edit the default jaas security domain in 02por t al . war ! WEB- | NF/ j boss- web. xm

<j boss- web>
<security-domai n>j ava: / j aas/ gat ei n- domai n</ securi ty- domai n>
</ j boss- web>

Additionnaly, you need to edit the application-policy to match the security-domain in
gat ei n. ear! META- | NF/ gat ei n-j boss- beans. xnm .

<depl oyment xm ns="urn:j boss: bean- depl oyer: 2. 0" >

<application-policy xmns="urn:jboss:security-beans:1.0" name="gatei n-domain">
<aut henti cati on>

<l ogi n- nodul e code="org. exopl at f orm web. security. Portal Logi nModul e" flag="required">
<nmodul e- opti on nanme="port al Cont ai ner Name" >port al </ nodul e- opti on>
<nmodul e- opti on nane="r eal mNane" >gat ei n- donai n</ nodul e- opti on>

</ | ogi n- nodul e>

<l ogi n- nodul e code="org. exopl at form servi ces. security.jaas. SharedSt at eLogi nMbdul e" fl ag="required">
<nmodul e- opti on nane="port al Cont ai ner Nane" >port al </ nodul e- opti on>
<nmodul e- opti on nane="r eal mNane" >gat ei n- donai n</ nodul e- opti on>

</ | ogi n- nodul e>
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<l ogi n- nodul e code="org. exopl atform servi ces. security.j2ee. JbossLogi nModul e" flag="required">
<nmodul e- opti on name="portal Cont ai ner Name" >port al </ nodul e- opti on>
<nmodul e- opti on nanme="r eal mnNane" >gat ei n- donai n</ nodul e- opti on>
</ | ogi n- nodul e>
</ aut henti cati on>
</ appl i cation-policy>

</ depl oynent >

Tip

Read More about JBoss security configuration in JBoss Web Docs

5.1.1.3. Common Changes

Finally, there are some common changes to do on both app servers.

5.1.1.3.1. configuration.properties

First, change the JAAS realm to match your own security constraints, inside the configuration.properties file,
identify the entry named "exo.security.domain

# Real m nane
exo. security. domai n=gat ei n- domai n

Note

Internally, eXo will use this setting to set a new variable named "portal.container.realm” that is
then used in kernel configuration files such as
platfor m-extensi on/WEB-1 NF/conf/platfor m/repository-configuration.xml.

5.1.1.3.2. portal.war

Inside port al . war , you should declare in the web.xml file the realm name:

<l ogi n- confi g>
<aut h- met hod>FORMK/ aut h- net hod>
<r eal m nane>gat ei n- domai n</ r eal m nanme>
<f orm | ogi n- confi g>

</ form| ogi n- confi g>
</l ogi n-confi g>

5.1.1.3.3. rest.war

rest.war also needsto be modified to provide properly secured REST services.

<l ogi n- confi g>

<aut h- met hod>BASI C</ aut h- met hod>

<r eal m nane>gat ei n- domai n</ r eal m nane>
</l ogi n-confi g>

Note
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This change is very important asit allows to secure the downlaod of filesviaWEBDAV.
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Chapter 6. Backup

6.1. How to back up eXo Platform

eXo Platform instance backup involves backing up the databases and the filesystems for JCR index and value
storage. JCR backup should be done off-line. Allmost al data under gat ei n. dat a. di r should be backuped
(find details below in "Plan backup" paragraph).

Note

Variable gat ei n. dat a. di r defined in eXo configuration configuration.properties and by default
points to $APPSEVERHOVE/ gat ei n/ dat a folder.

Y ou can use thistar command for file backup from your application server home dir:

tar cvjf gatein-backup.tar.bz gatein/data

Note

SQL database backup should use backup tools your RDMBS provides. Example: mysgldump on
MySQL

6.1.1. Plan backup

Start you backup strategy with a concept of a data repository. The backup data needs to be stored somehow and
probably should be organized to a degree. eXo Platform instance backup will produces set of files. What can be
located on various storage medias (hard disk, tape, optical or solid storages, or even a special remote backup
services can be used).

Organization of the files in catalogs (folders) or use of different media is up to a concrete Plaform
implementation.

But it is highly recommended to apply a Backup rotation scheme to make the backup implementation effective
and reliable. Also aways use your Operating System and Database software available backup solutions. It will
simplify backup organization and help to avoid mistakes and data | ost.

Plan Platform backup operations taking in account full stop of the Platform server(s).

Warning

In case of Platform cluster, every node should be stopped before a backup will be performed.

Platform backup consists of following parts:

» JCR data backup

» JCRindex files, pointed by configuration property gat ei n. j cr. i ndex. data. di r
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» JCR value storage files, pointed by configuration property gat ei n. j cr. st or age. dat a. di r

* JCR database backup, database specified in JDNI configuration of Application server with "exo-jcrportal”
name

» Organization service database backup, database specified in JDNI configuration of Application server with
"exo-idmportal" name

e Transaction service files backup, pointed by configuration property
com arjuna. ats. arj una. obj ect store. objectStorebDi r

Be ready for Restore: It's recommended to prepare tools (scripts etc) for restore at the backup planning stage. It
will make particular restore operation quick and safe.

Note

Platform means one Portal application in this context , what is by default. But if your Platform
instance runs several portals, each portal has own JCR, Organization and Transaction services. So,
each portal should be backed up separately. In this document a single-portal Platform backup
described. It just can be repeated for each portal of your system.

Note

Notes about JCR: Only two kind of JCR files are important in backup sense: index and value
storages. The gatein.jcr.data.dir folder (by default it's $gatein. data.dir/jcr aso contain
swap sub-folder. The swap folder used for temporary files in case when BLOBs stored in database
(see JCR configuration guide) and has no meaning for backup.

Below given an example of Platform backup process organization. This example introduces basic principles
and will help to create your backup implementation.

6.1.1.1. Example backup planning

Environment

* Platform server runs on RedHat Linux server
» We have remote database server MySQL 5.1
* JCR database - jerdb

 Organization service database - idmdb

Platform files are on network mounted storage /mnt/netfs/platform
* JCR value storage files in /mnt/netfs/platfor myjcr/values
» JCR index files in /mnt/netfs/platfor myjcr/index

» Transaction service store in /mnt/netfs/platfornvjta

Backup storage located on dedicated network mounted storage /mnt/backupfs/myplfbackup
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Naming and Rotation

It's a genera case when backup organized in two cycles rotation: everyday backup files stored for a last week

days, older data stored on weekly basis and we'll plan to keep three years history at all.

To implement this approach well run daily backups (at night time when our site isn't in use) and will store

result files (database and JCR files) on network storage in following structure:

/my_plf_backup/2010/... - previous year archive

/my_plf _backup/current/ - present year folder

/my_plf _backup/current/weeks - weeks archive for current year folder

/my_plf_backup/current/weeks/01 - first week in current year folder

/my_plf_backup/current/weeks/02 - second week in current year folder

/my_plf_backup/current/weeks/N - N week in current year folder

Fileswill have following format (using SO 8601 date format):

yyyy-MM-dd_mysgl_jcrdb.tar.gz - for JCR database backup

yyyy-MM-dd_mysqgl_idmdb.tar.gz - for Organization service database backup

e yyyy-MM-dd jcr_vauestar.gz - for JCR value storage files backup

yyyy-MM-dd_jcr_index.tar.gz - for JCR index files backup

yyyy-MM-dd jtatar.gz - for Transaction service files backup

For files backup we have a shell script running on the Platform server. This script does next steps:

« Stopsthe Platform server (ensure full stop by log sniffering)

e Runs database backup tool against jcrdb and store  result  file
/mnt/backupfs/my_plf backup/current/yyyy-MM-dd_mysgl_jcrdb.tar.gz

e Runs database backup tool against idmdb and store result  file
/mnt/backupfs/my_plf backup/current/yyyy-MM-dd_mysql_idmdb.tar.gz

archive

archive

» Copies JCR value files to archive /mnt/backupfs/my_plf_backup/current/yyyy-MM-dd_jcr_values.tar.gz

» Copies JCR index filesto archive /mnt/backupfs/my_plf backup/current/yyyy-MM-dd_jcr_index.tar.gz

» Copies Transaction service filesto archive /mnt/backupfs/my_plf _backup/current/yyyy-MM-dd_jta.tar.gz

« On each Sunday copies al 7 days old archive files to a week folder, e.g. /my_plf backup/current/weeks/02

for backup at January 9, 2011.

» Otherwise deletes files older of 7 days from /my_plf backup/current/

o If it's first week of a new year, the script creates a previosu year folder in /my plf backup/, eg.

/my_plf_backup/2010, and moves content of /my_plf_backup/current/weeks there.
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» Startsthe Platform server

» Sendsmail to Admin in case of error on any step.

Restore procedure planned as a manual operation.
Note

Example script implementation is outside of the scope of this guide.

6.1.2. Perform backup

Main steps should be performed to backup eXo Platform:

« Stop Platform instance and ensure it is stopped fully, use shell command stopexo (find details in Installation
chapter)

* Run backup procudure that performes backup of:

* JCR database

Organization service database

JCR value storage files

JCR index files
» Transaction servicefiles
« Archive backup files to your backup store

¢ Start Platform

Note

In case of Platform cluster, start it in an order according the Clustering documentation.

6.1.3. Perform restore

Restore from backup can be used in several cases. failure, duplicating a site (e.g. for testing). Same as for
backup it'simportant to stop the platform fully before the restore.

Main steps should be perfoamed to restore eXo Platform:

» Unarchive backup files from backup store to temporary location

e Stop Platform instance and ensure it is stopped fully, use shell command stop_eXo (find details in
Installation chapter)

* Run restore procudure that performes restore from backup local filesfor:

* JCR database
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Organization service database

JCR value storage files

JCR index files

Transaction service files
o Start Platform
Note

In case of Platform cluster, start it an order according the Clustering chapter steps.

6.1.4. Third party tools

Steps described above based on full backup of data. But there is an incremental backup approach: an
incremental backup preserves data by creating multiple copies that are based on the differences in those data, a
successive copy of the data contains only that portion which has changed since the preceding copy has been
created.

Having in account steps described aboveit's also possible to implement an incremental backup against Platform
data.

Users of Unix platforms can use rsync tool for files synchronization and implement incremental backup for
JCR value and indexe files. Microsoft Windows users can use Backup utility (Nt backup. exe).

These tools can be used in conjunction with a database incremental backup feature of your RDBMS to
implement the Platform incremental backup solution. But all backup targets described above should be counted.

In case of the example it's possible to organize full backup weekly (every Sunday) and incrementals each day of
aweek. Incremental backup will be faster, it will decrease time of your site everyday maintenance.

Note

It's also possible to use ready solutions as backula.org Follow a product documentation for the
implementation.
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Chapter 7. Clustering

7.1. About Platform clustering

7.1.1. When should you consider clustering?

Installing eXo platform in cluster mode should be considered in the following cases:

« Load Balancing: when asingle single server node is not enough to handle the load
« High Availability: when you want to avoid a single point of failure by having redundant nodes

These characteristics should be handled by the overall architecture of your system. Load Balancing is typically
achieved by a front server or device that distributes the request to the cluster nodes. Also, high availability on
the datalayer can be typically achieved using the native replication implemented by RDBMS.

In this chapter, we will cover only the changes needed by eXo to work in acluster.

7.1.2. Shared file system

In eXo Platform, the persistence mostly relies on JCR, which is a middleware between the eXo applications
(including the portal) and the database. Hence this component must be configured to work in cluster.

The embedded JCR server requires a portion of its state to be shared on a file system shared among cluster
nodes :

* thevalues storage

* theindex

All nodes must have a read/write access on the shared file system.
Note

We strongly advise the use of amount point on a SAN.

7.2. Cluster setup

The switch to a cluster configuration isdonein confi gurati on. properties. ThiSconfiguration. properties
file must be set in the same way on al the cluster nodes.

First, switch the JCR to cluster mode.

gatein.jcr.config.type=cluster
gatein.jcr.index.changefilterclass=org. exoplatformservices.jcr.inpl.core.query.jbosscache. JBossCachel ndexChange

Thiswill tell the JCR to enable automatic network replication and discovery between other cluster nodes.
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Next, configure the path for the shared filesystem :

gatein.jcr.storage. data. di r =/ PATH TQ SHARED/ FS/ val ues
gatein.jcr.index.data.dir=/PATH TQ SHARED FS/ i ndex

The path is shared, so al nodes will need read/write access to this path.

7.2.1. Advanced configuration

The cluster mode is preconfigured to work out of the box. It relies on the JBoss Cache configuration.

# JCR cache configuration
gatein.jcr.cache. config=cl asspath:/conf/jcr/jbosscache/ ${gatein.jcr.config.type}/config.xmn

# JCR Locks configuration
gatein.jcr.|ock.cache. config=classpath:/conf/jcr/jbosscache/ ${gatein.jcr.config.type}/lock-config.xnl

# JCR I ndex configuration
gatein.jcr.index.cache. config=cl asspath:/conf/jcr/jbosscache/cl uster/indexer-config.xm
gatein.jcr.jgroups.config=cl asspath:/conf/jcr/jbosscache/cl uster/udp-nmx.xm

7.3. Cluster management

7.3.1. Cluster profile

You need to indicate the cluster kernel profile to eXo Platform. This can be done by editing gat ei n. sh like
this:

EXO_PROFI LES="- Dexo. profil es=defaul t, cluster"

or using starteXo script :

./start_eXo.sh default,cluster

7.3.2. Initial Startup
For the very first startup of your JCR cluster, you should only start a single node. This node will initialise the
internal JCR database and create the system workspace. Once this first node is definitely started, you can start

the other nodes.

Note

This contraint is only for the very first start. Once the initialization has been done, you can start
nodesin any order

7.3.3. Startup and shutdown
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Nodes of the cluster will automatically try to join others at startup. Once they discover each other, they will
synchronize their state. During the synchronization the node is not ready to serve requests.

7.4. Clustering FAQ

7.4.1. How to migrate from local to cluster mode?

If you intend to migrate your production system from local (non cluster) mode to cluster, follow these steps:

Update the configuration to cluster mode as explained above on your main server

» Usethe same configuration on other cluster nodes

Move the index and value storage to the shared file system

Start the cluster

7.4.2. Why is startup failed with a Port value out of range error?

On Linux Platforms, if you encounter an error at startup like this:

[INFQ Caused by: java.lang.!|l|egal Argunent Exception: Port value out of range: 65536

This problem arise under specific circumstances when JGroups, the networking library behind the clustering,
attempts to detect the I P to use for communication with other nodes. Verify that:

» thehostnameisavalid IP address, served by one of the network device of your machine (ie: ethO, ethl...).

* the hostnameis NOT defined as localhost or 127.0.0.1

7.4.3. How to solve the "failed sending message to null" error?

When starting up in the cluster mode under Linux and you encourter the following error:

Dec 15, 2010 6:11:31 PMorg.jgroups. protocols. TP down
SEVERE: failed sending nmessage to null (44 bytes)
java. |l ang. Excepti on: dest=/228.10. 10. 10: 45588 (47 bytes)

Y ou must remember that clustering on Linux only works with 1Pv4.

- D ava. net . preferl Pv4St ack=t rue

is mandatory for running in the cluster mode under Linux.
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Chapter 8. Deployment

8.1. How to remove the sample applications

eXo Platform comes with two sample portals that showcase the capabilities of the product. Before deploying
your system in production, you will want to remove these sample apps.

Caution

The instructions below assume that you are using the hsgldb embedded database configuration.

8.1.1. Remove Acme Website

The Acme site is a sample extension that demonstrates an example of intranet you could implement with eXo
platform. Once you have implemented your own extension, you will not likely need the acme website anymore.
To remove the Acme site, do as follows:

1. Stop the server shut down. sh

2. Delete acme-portal .war

3. Delete exo.ecms.ext.acme.config.jar
4, Deletegat ei n/ dat a

5. Restart

8.1.2. Remove Acme Social Intranet

The Acme Saocial Intranet is a sample extension that demonstrates an example of intranet you could implement
with eXo platform. Once you have implemented your own extension, you will not likely need the Social
Intranet anymore. To remove the Acme Socia Instranet, do as follows:

1. Stop the server shut down. sh

2. Delete office-portal.war

3. Delete exo.platfor m.office.config.jar
4, Deletegat ei n/ dat a

5. Restart

8.1.3. Remove the docs webapp

The docs are bundled as a convenience to be easily browsable while your portal is started. For production
deployments, you will likely not need them. The docs webapp consists in a file docs.war located in
t ontat / webapps and in j boss/ server/ def aul t / depl oy. In jboss, it is actually afolder named docs.war .
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To remove docs, webapp do as follows:

1. Stop the server shut down. sh
2. Deletefile of folder docs.war

3. Restart

8.1.4. Remove crash

Crash is a complementary tool for development and maintenance. As it opens telnet and ssh sockets, we
strongly advise to remove crash for your production deployments Crash consists in a file crash.war in
t ontat / webapps.

To remove crash, do asfollows:

1. Stop the server shut down. sh
2. Deletefile crash.war

3. Restart

8.2. How to deploy a custom extension

Extensions are packaged as java EE web applications and come packaged as normal .war files. Hence, to
deploy a custom extension, you will likely do as for any other webapp. In Tomcat this ends up by copying the
war archive to the webapps folder

However, note that the Gatein extension mechanism imposes that the starter.war webapp starts after al
extension wars. This is the case for the sample applications bundled by defaut, but you must ensure that for
your custom applications. There are several ways to control le loading order of webapps in Tomcat. Please refer
to Tomcat's Deployer How To

8.3. How to setup an Apache Frontend

It may be necessary to use an HTTP server as afrontend for tomcat. For example, you may want to keep more
then one application server on the same host, and/or you want to access these app servers with separate DNS
names, without having to add a port to the URL. There are two methods that alow you to "glue" Apache HTTP
Daemon and tomcat application server:

* viaHTTP protocol, using proxy module

 viaApache JServ Protocol, using tomcat connector or HTTPD AJP proxy module

8.3.1. Base configuration for apache

First, you need to configure a new virtual host in Apache HTTPD for the application server. Thisisthe simplest
example of avirtual host:
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<Virtual Host *:80>
Ser ver Name Enter your server DNS nane here
Redi rect Mat ch permanent "~/ ?$" "/portal/"

</ Vi rt ual Host >

Y ou can find more information about Apache HTTP daemon host here

8.3.2. Connection via HTTP protocol (Apache mod_proxy)

With the glue method, it is necessary to configure Apache HT TP daemon to work as rever se proxy, which will
redirect the client's requests to the app server's HTTP connector. For this type of connection, you will need to
include the mod_proxy module in the HTTP demon configuratinon file. This can be found in the httpd.conf
file, which is usually located here: /etc/httpd/conf/. However, depending on your OS, this path may vary. You
will then need to add some directives to your virtual host configuration.

Pr oxyRequest s O f
ProxyPass "/" http://YOUR _AS_HOST: AS_HTTP_PORT/
ProxyPassReverse "/" http://YOUR_AS HOST: AS_HTTP_PORT/

Note

In the example above: YOURASHOST - host (IP or DNS name) is the location of your application
server. If you run HTTP demon on the same host as your app server, you can change this to
localhost. ASHTTPPORT - port, is the location where your app server will listen for incoming
requests. For tomcat this value, by default, is 8080. You can find the value at
tomcat/conf/server xml

In this example, HTTP daemon will work in reverse proxy mode (ProxyRequests Off) and will redirect all
regqueststo tcp port 8080 on localhost. So, the configuration of avirtual host will look like the following:

<Vi rtual Host *: 80>
Ser ver Nane Ent er your server DNS nane here
Redi rect Mat ch per manent "~/?$" "/portal /"
Pr oxyRequest s Of
ProxyPass "/" http://] ocal host: 8080/
ProxyPassReverse "/" http://| ocal host: 8080/

</ Vi rtual Host >

For more detail about mod_proxy, review this documentation

8.3.3. Connection via AJP protocol

As described above, the 'glue’ method can be implemented in two ways:

 using the native Apache HTTP demon’'s AJP proxy module

 using the native Apache Tomcat's AJP conector

With the first method, you only need the HT TP demon and application server, but settings are limited. With the
second method, you can obtain much richer settings, but you will need to download and install additional
modules for HTTP Daemon that are not included in the default package.
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8.3.3.1. AJP proxy module

Make sure that mod_proxy_ajp.so is included in the list of loadable modules. Add the following to your
virtual host configuration setting:

ProxyPass / ajp://|ocal host: 8009/

In this example, the app server islocated on the same host as the Apache HT TP daemon, and accepts incoming
connections on port 8009 (the default setting for tomcat application server). \ A full list of virtual host
configurations can be found here:

<Virtual Host *:80>
Ser ver Name Enter your server DNS nane here
Redi rect Mat ch per manent "~/ ?$" "/portal /"
Pr oxyRequest s O f
ProxyPass / ajp://Ilocal host: 8009/
</ Vi rtual Host >

8.3.3.2. Apache Tomcat's AJP connector

1. Download AJP connector module from here

2. Move the downloaded mod_jk.so file into HTTPD's module directory. For example: /etc/httpd/modules
(this may be different, depending on the OS)

3. Create the configuration file for module mod_jk.conf

LoadModul e j k_nmodul e nodul es/ nod_j k. so
<I f Modul e j k_nodul e>
# ---- Were to find workers. properties
JkWor kersFil e conf. d/ workers. properties
# ---- \Were to put jk |ogs
JkLogFil e | ogs/ nod_j k. | og
# ---- Set the jk log | evel [debug/error/info]
JkLogLevel info
# ---- Select the timestanp | og format

JkLogSt anpFornmat "[% % % %t 9%Vt %6 %] "
JkRequest LogFor mat " %w %R %"

# ---- Send everything for context /exanples to worker nanmed workerl (ajpl3)
JkMount Fi | eRel oad "o
</'| f Modul e>

Y ou can find more details in the Tomcat docs

1. Place the mod_jk.conf file into the directory where other configuration files for Apache HTTP Demon are
located. For example, /etc/httpd/conf.d/

2. Create aworkers.properties file, which defines AJP workers for HTTP demon.

wor ker . i st =status, WORKER NAME
# Main status worker

wor ker . stat . t ype=st at us

wor ker . st at. read_onl y=true

wor ker . st at . user =adm n

# Your AJP worker configuration
wor ker . WORKER_NAME. t ype=aj p13

wor ker . WORKER_NAME. host =I ocal host
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wor ker . WORKER_NAME. port =8109
wor ker . WORKER_NAME. socket _t i neout =120
wor ker . WORKER_NAME. socket _keepal i ve=true

Note

In example above you can change WORKERNAME to any value.

1. Placethisfile in the same directory asthe mod_jk.conf file.

2. Update the virtual host configuration:

<Virtual Host *:80>
Ser ver Name Enter your server DNS nane here
Redi rect Mat ch per manent "~/ ?$" "/portal /"
ProxyRequest s O f
JkMount /* VWORKER_NAME

</ Vi rt ual Host >

8.4. How to configure the session-timeout for the web server

The session-timeout is a concept that the web server uses to define a time period in which a session is
valid/accessible. In a portal environment such as eXo Platform, it is highly recommended that all web
applications have the same session timeout value:

e Tomcat
* Jboss

The session timeout is configurable individually for each web application in web.xml file:

<l-- Def aul t Sessi on Configuration ->
<I-- You can set the default session timeout (in mnutes) for all newy -->
<l-- created sessions by nodifying the val ue bel ow -->

<sessi on-confi g>
<sessi on-ti meout >30</ sessi on-ti meout >
</ sessi on- confi g>

8.4.1. Server Tomcat

In the Tomcat bundle, this file is located a8 $TOMCAT_HOME/conf/web.xml. To configure the
session-timeout of Server Tomcat, do as follows:

1. Stop the server shutdown.sh
2. Open the file web.xml
3. Change the value of the session-timeout

4. Save
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5. Restart (gatein.sh)

8.4.2. Sever Jboss

In the Jboss, this file is located at $Iboss_home/ser ver /default/deployer g/jbossweb.deployer /web.xml. To
configure the session-timeout of Server Jooss, do as follows:

1. Stop the server shutdown.sh

2. Open the file web.xml

3. Change the value of the session-timeout
4. Save

5. Restart (run.sh)
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Chapter 9. How to upgrade Platform

9.1. Purpose

Updating your Platform server is fairly easy but remains critical. This document present the detailed steps to
upgrade Platform server.

9.2. Modifications details between versions

9.2.1. Modifications between Platform v.3.0.1 and 3.0.2

ECMS Application templates

It is about some Groovy template files (.gtmpl) stored in the JCR. These templates are used by the Content
List Portlet and Category Navigation Portlet to diplay content lists in a pagination mode. There are four
template types available, including:

Content List templates.

» Parameterized Content List templates.

Category Navigation templates.
e Paginator templates.

In Platform 3.0.1, those templates are stored in the same location in the JCR. But in Platform 3.0.3, their
locations are separated to be clearer for the end user.

See the Tenplates Structure Upgr ade Noti ce in the document located in

DeliveryFolder/upgrade-notes/PLF302CL V Templ atesStructureUpgradeNotice.pdf.

9.2.2. Modifications between Platform v.3.0.2 to 3.0.3

Gadgets

Gadgets predefined in Platform are stored in the JCR, so if you have already used Platform in the production
mode, delete those gadgets to get the new ones defined in the new Platform package. However, in case of the
development mode, meaning that JCR database could be removed, those gadgets are auto-refreshed when
upgrading server.
1. Modified gadgets:

¢ Upcoming Events.

* To-doisrenamed to Todo.

* |IDE.

* Poll.
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» Status Update isrenamed to Activity Stream.
* Viewer Friends Gadgetsisrenamed to My Connections.
« Upcoming tasksisrenamed to My Tasks.
» RSSFetch isrenamed to SocialRssReader .
2. Deleted gadgets:
* Published Documents.
» Last Edited Documents.
* My documents.
* ApplicationRegistryGadget.
» Social Hello World.
e Code Sharing.
¢ RssFetcher Gadget.
» Clock.
¢ CodeRunner - OpenSocial Deve....
e Spacelist.
3. Added gadgets:
* None.

See the instructions below to refresh those gadgets in production mode.
9.2.3. Modifications between Platform v.3.0.3 and 3.0.4

* Itisnot required to make any modifications.

9.3. Steps to upgrade

9.3.1. Development mode

In this mode, you are supposed to use Platform with a clean database, which mean you can del ete the database
tables without impacting your development. Also, try following stepsin the section Production mode below.

1. Stop the Platform server.
2. Clean up your JCR database tables (Drop JCR Datasource tables).

3. Backup your files before proceeding to the upgrade.
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4. Replace the old eXo Platform binaries with the new ones:
a. Tomcat: make sure that the new Tomcat content is used.
b. JBoss:. replace the old EAR package with the new ones, including the gatein.ear folder.

5. Apply modifications defined in
DeliveryFolder/upgrade-notes/PLF302CL V TemplatesStructureUpgradeNotice.pdf  in your  custom
configuration files.

6. Plug your custom configuration files and your custom datasources configuration into the new server.

7. Start the Platform Server to complete the upgrade.

9.3.2. Production mode

In this mode, you are supposed to keep your existing JCR data. Follow these steps:

[EEN

. Stop the Platform server.

2. Backup your Database and files before proceeding to the upgrade.

3. Replace the old eXo Platform binaries with the new ones.

4. Plug your custom configuration files and your custom datasources configuration into the new server.
5. Deploy crash web application is not deployed.

6. Start the new Platform Server.

7. Connect to Platform CRaSH console by using the Telnet or SSH console to update gadgets predefined in
Platform:

tel net | ocal host 5000

connect -c portal -u root -p gtn portal -system

rm / production/ app: gadget s/ app: event sl i st

rm / production/ mop: wor kspace/ mop: cust om zat i ons/ mop: Todo

rm / production/ app: gadget s/ app: Todo

sel ect * from nop: wor kspacecl one where nop: contenti d=' Todo' | set nop:contentid "To-do"
rm / production/ nop: wor kspace/ nop: cust om zat i ons/ nop: RSSFet ch

rm / production/ app: gadget s/ app: RSSFet ch

sel ect * from nop: wor kspacecl one where nop: contenti d=' RSSFetch' | set nop:contentid "Soci al RssReader"
rm / production/app: gadget s/ app: | DE

rm / product i on/ app: gadget s/ app: pol | sl i st

rm /production/app: gadget s/ app: Activities

rm / product i on/ app: gadget s/ app: Vi ewer Fri ends

rm /production/app: gadget s/ app: t asksl i st

conmi t

8. Restart the Platform Server to complete the upgrade.

9. The modifications defined in
DeliveryFolder/upgrade-notes/PLF302CLV TemplatesStructureUpgradeNotice.pdf  are  automatically
applied (See the section Can you safely upgrade?):

Assuming you use a Platform 3.0.1 version, you can safely upgrade with no impact on your existing website.
All impacted datawill be migrated automatically at startup.
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