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Preface

The Common Reusable SHell (CRaSH) deploys in a Java runtime and provides interactions with the JVM.
Commands are written in Groovy and can be developped at runtime making the extension of the shell very easy

with fast development cycle.




Chapter 1. Interacting with the shell

1.1. Running CRaSH

CRaSH provides has various ways to be started, it can even be easilty embedded.

1.1.1. Web archive deployment

CRaSH can use a standard web archive to be deployed in aweb container. The war fileis used for its packaging
capabilities and triggering the CRaSH life cycle start/stop. In this mode CRaSH has two packaging available:
» A corewar file found under deploy/core/crash.war provides the base CRaSH functionnalities.

« A Gateln war file found under deploy/gatein/crash.war provides the additional JCR features but deploys
only in a Gateln server (Tomcat or JBoss)

Y ou have to copy the crash.war in the appropriate server, regardless of the packaging you use.

1.1.2. Standalone mode

The standalone mode allows you to run CRaSH from the command line. For this matter a few specia jars are
made available to you. Each jar adds a functionnality when it is added on the classpath, also each jar embedsiits
dependenciesin order to save you the burden of having along classpath

to continue

1.2. Shell usage

1.2.1. Connection

Y ou need to connect using telnet, SSH to use the shell, there is a third special mode using the VM input and
output.

1.2.1.1. Telnet access

Telnet connection is done on port 5000:

(! 520)-> telnet |ocal host 5000
Trying ::1...

Connected to | ocal host.

Escape character is '~]'.

L 20 . ® . coool" [ | 1.0.0-beta2l

Fol | ow and support the project on http://crsh. googl ecode. com
Wel conme to julien.local + !
It is Fri Dec 03 16:20:40 CET 2010 now
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The bye command disconnect from the shell.

1.2.1.2. SSH access

SSH connection is done on port 2000 with the password crash :

juliens-nmacbook-pro:~ julien$ ssh -p 2000 -1 root | ocal host
root @ocal host' s password:

CRaSH 1. 0. 0-beta21 (http://crsh. googl ecode. com

Vel come to juliens-nmacbook-pro. | ocal

It is Fri Jan 08 21:12:53 CET 2010 now.

%

The bye command disconnect from the shell.

1.2.1.3. Native access

A third mode is available for standalone CRaSH usage because it uses the VM native input and output. When
you are using it, CRaSh will be available just after the VM is launched.

1.2.2. Features

 Line edition: the current line can be edited vialeft and right arrow keys
« History: the key up and key down enable history browsing

¢ Quoting: simple quotes or double quotes allow to insert blanks in command options and arguments, for
instance "old boy" or 'old boy'. One quote style can quote another, like "ol' boy".

e Completion: an advanced completion system is available

1.3. Command usage

1.3.1. Getting basic help

The hel p command will display the list of known commands by the shell.

[/]1% hel p
% hel p
Try one of these commands with the -h or --help swtch
cd changes the current node
comi t saves changes
consume collects a set of nodes
cp copy a node to anot her
env di splay the termenv
exportwor kspace Export a workspace on the file system (experinental)
fail Fails
hel p provi des basic hel p
i nport wor kspace |Inport a workspace fromthe file system (experinental)
i nvoke I nvoke a static nethod
| og | oggi ng conmands
I's list the content of a node
man format and di splay the on-line manual pages
m Xin m Xi n conmands
1% nove a node
node node commands
pr oduce produce a set of nodes
pwd print the current node path
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rm renove one or several node or a property

rol | back rol | back changes

sel ect execute a JCR sqgl query

set perm nodi fy the security perm ssions of a JCR node
sl eep sl eep for sone tinme

t hread vm t hread commands

ver si on ver si oni ng conmands

wai t I nvoke a static nethod

ws wor kspace commrands

xpat h execute a JCR xpath query

1.3.2. Command line usage

The basic CRaSH usage is like any shell, you just type a command with its options and arguments. However it
is possible to compose commands and create powerful combinations.

1.3.2.1. Basic command usage

Typing the command followed by options and arguments will do the job

%ls /

1.3.2.2. Command help display

Any command help can be displayed by using the -h argument:

%Ils -h
usage: Is [-h | --help] [-h | --help] [-d | --depth] path
[-h | --help] command usage
[-h | --help] comand usage
[-d | --depth] Print depth
path the path of the node content to |ist

In addition of that, commands can have a complete manual that can be displayed thanks to the man command:

% man | s
NAME
Is - list the content of a node
SYNOPSI S
Is [-h ]| --help] [-h | --help] [-d | --depth] [-d | --depth] path
DESCRI PTI ON

The |'s command di spl ays the content of a node. By default it lists the content of the current node, howey
accepts a path argunment that can be absolute or relative

[/1%]s

/

+- properties
| +-jecr:primaryType: nt:unstructured

| +-jcr:mxinTypes: [exo:owneabl e, exo: privil egeabl e]

| +-exo:owner: '__system

| +-exo:perm ssions: [any read,*:/platfornfadm nistrators read, *:/pl atfornfadm ni strators add_node, *:/pl &
+-children

| +-/workspace

| +-/contents

| +-/Users

| +-/gadgets

| +-/folder

PARAMETERS
[-h | --help]
Provi des command usage
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[-h | --help]
Provi des conmand usage

[-d | --depth]
Print depth

path
the path of the node content to |ist

1.3.2.3. Advanced command usage

A CRaSH command is able to consume and produce a stream of object, allowing complex interactions between
commands where they can exchange stream of compatible objets. Most of the time, JCR nodes are the objects
exchanged by the commands but any command is free to produce or consume any type.

By default a command that does not support this feature does not consumer or produce anything. Such
commands usually inherits from the or g. cr sh. command. O assCommand class that does not care about it. If you
look at this class you will seeit extendsthethe or g. cr sh. conmand. BaseCommand.

More advanced commands inherits from org. cr sh. conmand. BaseConmand class that specifies two generic
types <C> and <p>:

¢ <C> isthetype of the object that the command consumes
* <P>isthetype of the object that the command produces

The command composition provides two operators:

* The pipe operator | allows to stream a command output stream to a command input stream

» The distribution operator + allows to distribute an input stream to several commands and to combine the
output stream of several commands into a single stream.

1.3.2.4. Connecting a <Voi d, Node> command to a <Node, Voi d> command through a pipe

Example 1.1. Remove all nt:unstructed nodes

% select * fromnt:unstructed | rm

1.3.2.5. Connecting a <Voi d, Node> command to two <Node, Voi d> commands through a pipe

Example 1.2. Update the security of all nt:unstructed nodes

% sel ect * fromnt:unstructured | setperm-i any -a read + setperm-i any -a wite

1.3.2.6. Connecting two <Voi d, Node> command to a <Node, Voi d> commands through a pipe
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Example 1.3. Add the mixin mix:referenceable to any node of type nt:file or nt:folder

% select * fromnt:file + select * fromnt:folder | addm xi n m x: referenceabl e

1.3.2.7. Mixed cases

When a command does not consume a stream but is involved in a distribution it will not receive any stream but
will be nevertheless invoked.

Likewise when a command does not produce a stream but is involved in a distribution, it will not produce
anything but will be nevertheless invoked.

1.4. Base commands

1.4.1. sl eep command

NAME

sleep - sleep for sone tine
SYNOPSI S

sleep [-h | --help] time
PARAMETERS

[-h | --help]

Provi des conmand usage

time
Sleep tinme in seconds

1.4.2. man cOmmand

NAME

man - format and display the on-1ine manual pages
SYNCPSI S

man [-h | --hel p] command
PARAMVETERS

[-h | --help]

Provi des command usage

comand
t he command

1.4.3. 1 og command

NAVE
log add - create one or several |oggers

SYNCPSI S
log [-h | --help] add ... nane
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PARAMETERS

[-h | --help]
Provi des conmand usage

name
The name of the | ogger

NAME
log set - configures the | evel of one of several |oggers
SYNOPS| S
log [-h | --help] set [-I | --level] [-p | --plugin] ... nanme
DESCRI PTI ON
The set command sets the level of a |logger. One or several |ogger nanes can be specified as argunents
and the -1 option specify the | evel anbng the trace, debug, info, warn and error |evels. Wen no |evel is
specified, the level is cleared and the level will be inherited fromits ancestors
% | ogset -1 trace foo
% | ogset foo
The | ogger nane can be omtted and instead stream of | ogger can be consuned as it is a <Logger, Voi d> conr
The follow ng set the level warn on all the avail able | oggers
%log Is | log set -1 warn
PARAVETERS
[-h | --help]
Provi des conmand usage
[-1 | --level]
The | ogger level to assign anobng {trace, debug, info, warn, error}
[-p | --plugin]
Force the plugin inplenentation to use
name
The narme of the | ogger
NAME
log send - send a nessage to a | ogger
SYNOPS| S
log [-h | --help] send [-m| --nessage] [-] | --level] nane
DESCRI PTI ON
The send conmand | og one or several |oggers with a specified nessage. For instance the follow ng inpersor
t he j avax. managenent . nbeanserver class and send a nmessage on its own | ogger.
#% 1 0g send -m hel | o j avax. managenent . nbeanser ver
Send is a <Logger, Void> command, it can |og nessages to consuned | og objects:
%log Is | log send -mhello -1 warn
PARAMVETERS
[-h | --help]
Provi des conmand usage
[-m]| --message]
The nmessage to | og
[-1 | --level]
The | ogger level to assign anobng {trace, debug, info, warn, error}
name
The name of the | ogger
NAMVE
log info - display info about a | ogger
SYNOPSI S
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log [-h | --help] info ... nane

DESCRI PTI ON
The | ogi nfo command di spl ays i nformati on about one or several |oggers.

% | ogi nf o j avax. managenent . nodel nbean
j avax. managenent . nodel nbean<| NFO>

The | ogi nfo command is a <Logger, Voi d> command and it can consunmed | ogger produced by the |ogls comrand

% logls -f javax.* | |oginfo
j avax. managenent . nbeanser ver <| NFO>
j avax. managenent . nodel nbean<| NFO>

PARAMVETERS
[-h | --help]
Provi des conmand usage

name
The name of the | ogger

NAME
log Is - list the available |oggers
SYNCPSI S
log [-h | --help] Is [-f | --filter]
DESCRI PTI ON
The logls command list all the available | oggers., for instance
% | ogl s
or g. apache. cat al i na. core. Cont ai nerBase. [Catalina].[local host].[/].[default]
org. apache. catal i na. core. Cont ai nerBase. [ Catal i na] . [| ocal host].[/eXoGadget Server].[concat]
or g. apache. cat al i na. core. Cont ai nerBase. [ Catalina]. [l ocal host].[/dashboard].[]sp]
The -f switch provides filtering with a Java regul ar expression
% logls -f javax.*
j avax. managenent . nheanser ver
j avax. managenent . nodel nmbean
The | ogls command is a <Void, Logger> command, therefore any | ogger produced can be consuned
PARAMVETERS

[-h | --help]
Provi des conmand usage

[-f | --filter]
A regul ar expressions used to filter the |oggers

1.4.4. thread command

NAME

thread stop - stop vmthreads
SYNOPSI S

thread [-h | --help] stop
DESCRI PTI ON

Stop a VMthread, this nethod cannot be called as is and should be used with a pipe to consune a |list of
PARAMVETERS

[-h | --help]

Provi des conmand usage

NAMVE
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thread Is - list the vmthreads
SYNOPSI S

thread [-h | --help] Is [-n| --nane] [-f | --filter] [-s | --state]
PARAMETERS

[-h | --help]

Provi des conmand usage

[-n | --nane]
Retain the thread with the specified nane

[-f | --filter]
Filter the threads with a regul ar expression on their nane

[-s | --state]
Filter the threads by their status (new, runnabl e, bl ocked, wai ting,timed_waiting,term nated)

1.4.5. systemcommand

NAMVE
system get - get the vm system properties
SYNOPS| S
system [-h | --help] get nane
PARAMVETERS
[-h | --help]
Provi des conmand usage
name
The name of the property
NAME
system renove - renpve the vm system properties
SYNOPS| S
system[-h | --help] renpbve nane
PARAMETERS
[-h | --help]
Provi des command usage
name
The name of the property
NAME
system set - set the vm system properties
SYNCPSI S
system[-h | --help] set nane val ue
PARAVETERS
[-h | --help]
Provi des command usage
name
The name of the property
val ue
The val ue of the property
NAME

systeml|s - list the vm system properties
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SYNOPSI S

system[-h | --help] Is
PARAMETERS

[-h | --help]

Provi des conmand usage

1.4.6. menory command

NAMVE
nmenory gc - call garbage collector
SYNOPSI S
menory [-h | --help] gc
PARAMVETERS
[-h | --help]
Provi des conmand usage
NAMVE
nenory total - show total nenory
SYNOPSI S
menory [-h | --help] total [-u | --unit] [-d | --decimal]
PARAMVETERS
[-h | --help]
Provi des conmand usage
[-u | --unit]
The unit of the menory space size {(B)yte, (Octet, (MegaCctet, (GigaCctet}
[-d | --decinal]
The nunmber of decimal (default 0)
NAME
menory free - show free nenory
SYNCPSI S
nenory [-h | --help] free [-u | --unit] [-d | --decinal]
PARAVETERS
[-h | --help]

Provi des command usage

[-u | --unit]
The unit of the menory space size {(B)yte, (Octet, (MegaCctet, (GigaCctet}

[-d | --decinal]
The nunber of decinmal (default 0)

1.4.7. j dbc command

NAME

jdbc close - close the current connection
SYNCPSI S

jdbc [-h | --help] close
PARAMETERS

[-h | --help]




Interacting with the shell

Provi des conmand usage

NAVE
jdbc query - execute SQ query
SYNCPSI S
jdbc [-h | --help] query ... sqgl Query
PARAMVETERS
[-h | --help]
Provi des conmand usage
sql Query
The query
NAMVE
j dbc open - open connection from datasource
SYNOPSI S
jdbc [-h | --hel p] open datasource
PARAMVETERS
[-h | --help]
Provi des conmand usage
dat asource
The dat asource
NAME
j dbc connect - connect to database with JDBC connection string
SYNOPS| S
jdbc [-h | --help] connect connectionString
PARAVETERS
[-h | --help]

Provi des conmand usage

connectionString
The connection string

1.5.JCR

1.5.1. JCR commands

1.5.1.1. ws command

NAME

ws login - login to a workspace
SYNCPSI S

ws [-h | --help] login [-u | --usernane]
DESCRI PTI ON

[-p | --password] [-c | --container] workspaceNane

This command |l ogin to a JCR workspace and establish a session with the repository.
When you are connected the shell nmaintain a JCR session and allows you to interact with the session in a
oriented fashion. The repository nanme nust be specified and optionally you can specify a user nanme and pe

have nore privil eges.

% ws login -c portal portal-system

10
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Connected to workspace portal -system

% ws login -c portal -u root -p gtn portal -system
Connected to workspace portal -system

PARAVETERS
[-h | --help]
Provi des command usage

[-u | --usernane]
The user nane

[-p | --password]
The user password

[-c | --container]
The portal container name (eXo JCR specific)

wor kspaceNane
The nanme of the workspace to connect to

NAME
ws | ogout - |ogout froma workspace
SYNCPSI S
ws [-h | --help] |ogout
DESCRI PTI ON
This command | ogout fromthe currently connected JCR wor kspace
PARAMETERS

[-h | --help]
Provi des command usage

1.5.1.2. ¢cd command

NAVE
cd - changes the current node

SYNOPSI S
cd [-h | --help] path

DESCRI PTI ON
The cd conmand changes the current node path. The command used with no argument changes to the root
node. A relative or absolute path argunent can be provided to specify a new current node path.

[/]%cd /gadgets

[/ gadget s] % cd / gadget s
[/ gadget s] % cd

[/1]1%

PARAMETERS
[-h | --help]
Provi des conmand usage

pat h
The new path that will change the current node navi gation

1.5.1.3. pwd command

NAVE
pwd - print the current node path

SYNOPSI S
pwd [-h | --help]

11
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DESCRI PTI ON
The pwd command prints the current node path, the current node is produced by this command.

[/ gadget s] % pwd
/ gadget s

PARAMETERS
[-h | --help]
Provi des conmand usage

1.5.1.4. 1s command

NAVE
Is - list the content of a node

SYNOPSI S
Is [-h | --help] [-d | --depth] path

DESCRI PTI ON
The |'s command di splays the content of a node. By default it lists the content of the current node, howev
accepts a path argunent that can be absolute or relative

[/1%]s

/

+- properties
| +-jcr:primaryType: nt:unstructured

| +-jcr:m xinTypes: [exo:owneabl e, exo: privil egeabl e]

| +-exo:owner: '__system

| +-exo:pernmissions: [any read,*:/platform adm nistrators read, *:/platforn adm ni strators add_node, *:/ pl ¢
+-children

| +-/workspace

| +-/contents

| +-/Users

| +-/gadgets

| +-/fol der

PARAMETERS
[-h | --help]
Provi des conmand usage

[-d | --depth]
The depth of the printed tree

path
The path of the node content to |ist

1.5.1.5. ¢p command

NAVE
cp - copy a node to another
SYNCPSI S
cp [-h | --help] source target
DESCRI PTI ON
The cp conmand copies a node to a target location in the JCR tree
[/registryl]%cp foo bar
PARAMETERS

[-h | --help]
Provi des conmmand usage

source
The path of the source node to copy

t ar get
The path of the target node to be copied

12
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1.5.1.6. v command

NAME
m/ - nobve a node

SYNOPSI S
m/ [-h | --help] source target

DESCRI PTI ON
The mv conmand can nove a node to a target location in the JCRtree. It can be used also to rename a node
command i s a <Node, Node> command consumi ng a stream of node to nobve them and produci ng nodes that were nt
[/registry]% mv Registry Registry2

PARAMETERS

[-h | --help]
Provi des command usage

source
The path of the source node to nove, absolute or relative

t ar get
The destination path absolute or relative

1.5.1.7. rmcommand

NAMVE
rm- renpve one or several node or a property
SYNCPSI S
rm[-h | --help] ... paths
DESCRI PTI ON
The rm conmand renoves a node or property specified by its path either absolute or relative. This operat
is executed against the JCR session, neaning that it will not be effective until it is commted to the JC
[/1%rmfoo
Node /foo renoved
It is possible to specify several nodes.
[/]%rmfoo bar
Node /foo /bar renoved
rmis a <Node, Voi d> command renoving all the consumed nodes.
PARAMETERS

[-h | --help]
Provi des conmand usage

pat hs
The paths of the node to renove

1.5.1.8. node command

NANVE

node add - creates one or several nodes
SYNOPSI S

node [-h | --help] add [-t | --type] ... paths
DESCRI PTI ON

The addnode command creates one or several nodes. The command takes at | east one node as argunent, but it
take nore. Each path can be either absolute or relative, relative path creates nodes relative to the curr
By default the node type is the default repository node type, but the option -t can be used to specify ar

[/registry] % addnode foo
Node /foo created

13
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[/registry] % addnode -t nt:file bar juu
Node /bar /juu created

The addnode command is a <Voi d, Node> command that produces all the nodes that were created.
PARAMETERS

[-h | --help]
Provi des conmand usage

[-t | --type]
The name of the primary node type to create.

pat hs
The paths of the new node to be created, the paths can either be absolute or relative.

NAVE
node set - set a property on the current node

SYNOPSI S
node [-h | --help] set [-t | --type] propertyNanme propertyVal ue

DESCRI PTI ON
The set command updates the property of a node.

Create or destroy property foo with the value bar on the root node:

[/]%set foo bar
Property created

Update the existing foo property:
[/1% set foo juu

When a property is created and does not have a property descriptor that constraint its type, you can spec
with the -t option

[/1%set -t LONG | ong_property 3

Renove a property

[/]%set foo

set is a <Node, Voi d> command updating the property of the consuned node stream
PARAMETERS

[-h | --help]
Provi des command usage

[-t | --type]
The property type to use when it cannot be inferred

pr opert yName
The name of the property to alter

propertyVal ue
The new val ue of the property

NAME
node inport - inmports a node froman nt file

SYNOPSI S
node [-h | --help] inport source target

DESCRI PTI ON
Imports a node froman nt:file node |ocated in the workspace:

[/]% i nportnode /gadgets.xm /
Node i nported

PARAMETERS

14
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[-h | --help]
Provi des command usage

source
The path of the inported nt:file node

t ar get
The path of the parent inported node

NAME
node export - export a node to an nt file
SYNOPS| S
node [-h | --help] export source target
DESCRI PTI ON
Exports a node as an nt file in the sane workspace:
[/]1% node export gadgets /gadgets. xni
The node has been exported
PARAVETERS

[-h | --help]
Provi des command usage

source
The path of the exported node

t ar get
The path of the exported nt:file node

1.5.1.9. nixin command

NANVE
m xin add - add a mixin to one or several nodes
SYNOPSI S
mxin [-h | --help] add mxin ... paths
DESCRI PTI ON
The add conmand addds a mixin to one or several nodes, this command is a <Node, Voi d> conmand, and can
add a mixin froman incom ng node stream for instance
[/1%select * fromnynode | m xin add m x: versi onabl e
PARANMETERS
[-h | --help]
Provi des conmand usage
m Xi n
the m xin nanme to add
pat hs
the paths of the node receiving the mxin
NANVE
m xi n renove - renoves a mxin fromone or several nodes
SYNOPSI S
mxin [-h | --help] renpbve ... paths
DESCRI PTI ON

The renpve command renoves a mxin fromone or several nodes, this command is a <Node, Voi d> conmand, and
renbve a mxin froman incom ng node stream for instance

[/1%select * fromnynode | m xin renbve m x: versi onabl e
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PARAMVETERS
[-h | --help]
Provi des conmmand usage

pat hs
the paths of the node receiving the mxin

1.5.1.10. sel ect command

NAME
sel ect - execute a JCR sqgl query

SYNOPSI S
select [-h | --help] [-0 | --offset] [-I | --limt] [-a | --all] ... query

DESCRI PTI ON
Queries in SQL format are possible via the ##sel ect## conmand. You can wite a query with the same synt ax
by the specification and add options to control the number of results returned. By default the nunber of
to 5 results:

[/]%select * fromnt: base
The query matched 1114 nodes
+-/

| +-properties

| | +jcr:primaryType: nt:unstructured

| | +-jcr:mxinTypes: [exo:owneabl e, exo: privil egeabl e]

| | +-exo:owner: ' __systeni

| | +-exo:permssions: [any read,*:/platform adm nistrators read, *:/platform adm nistrators add_node, *: /¢
+- / wor kspace

| +-properties

| | +-jcr:primaryType: nop:workspace

| | +-jcr:uuid: 'a69f226ec0a80002007ca83e5845cdac

Di spl ay 20 nodes fromthe offset 10

[/1% select * fromnt:base -0 10 -1 20

The query matched 1114 nodes

It is possible also to renpve the limt of displayed nodes with the -a option (you should use this optior
[/]%select * fromnt:base -a

The query matched 1114 nodes

select is a <Voi d, Node> command produci ng all the matched nodes.

PARAMETERS
[-h | --help]
Provi des conmand usage

[-0 ]| --offset]
The offset of the first node to display

[-1 ] --Timt]
The number of nodes displayed, by default this value is equals to 5

[-a | --all]
Display all the results by ignoring the limt argunent, this should be used with care for large resu

query
The query, as is

1.5.1.11. xpath command

NAME
xpath - execute a JCR xpath query

SYNCPSI S
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xpath [-h | --help] [-0 | --offset] [-]I | --limt] [-a | --all] query

DESCRI PTI ON
Executes a JCR query with the xpath dialect, by default results are limted to 5.All results matched by t

PARAVETERS
[-h | --help]
Provi des conmand usage

[-0 | --offset]
The offset of the first node to display

[-1 | --limt]
The nunmber of nodes displayed, by default this value is equals to 5

[-a ]| --all]
Display all the results by ignoring the limt argunent, this should be used with care for |arge resu

query
The query

1.5.1.12. commit command

NAVE
commt - saves changes
SYNCPSI S
commt [-h | --help] path
DESCRI PTI ON
Saves the changes done to the current session. A node can be provided to save the state of the
this nodes and its descendants only.
PARAVETERS

[-h | --help]
Provi des command usage

path
The path of the node to conmmit

1.5.1.13. rol |l back command

NAME
rol | back - rollback changes
SYNOPSI S
rol Il back [-h | --help] path
DESCRI PTI ON
Rol | backs the changes of the current session. A node can be provided to rollback the state of the
this nodes and its descendants only.
PARAMETERS

[-h | --help]
Provi des conmand usage

path
the path to roll back

1.5.1.14. versi on command

NANVE
version checkin - checkin a node

SYNCPSI S
version [-h | --help] checkin path
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DESCRI PTI ON
Perform a node checkin

PARAMETERS
[-h | --help]
Provi des conmmand usage

path
The node path to checkin

NAVE

versi on checkout - checkout a node
SYNOPSI S

version [-h | --help] checkout path
DESCRI PTI ON

Perform a node checkout
PARAMETERS

[-h | --help]
Provi des conmand usage

pat h
The node path to checkout

1.5.1.15. setpermcommand

NAME
setperm - nodify the security perm ssions of a JCR node
SYNOPSI S
setperm[-h | --help] [-i | --identity] [-a | --add] [-r | --renpbve] ... paths
DESCRI PTI ON
The set perm commands configures the security of a node based on (see eXo JCR access control at
http://w ki .exopl at f orm coni xwi ki / bi n/ vi ew JCR/ Access%?0Control ). When a node is protected by access cont
m xi n named exo: privil egeabl e that contains a exo: perm ssions property, for instance:
[/ production] %l s
/ production
+-properties
| +-jcr:primaryType: nt:unstructured
| +-jcr:mxinTypes: [exo:privilegeable]
| +-exo:permissions: [*:/platfornfadmnistrators read, *:/platfornm adm ni strators add_node, *:/pl at f or nf adr
+-children
| +-/production/app: gadgets
| +-/production/app:applications
| +-/production/ mop: wor kspace
You can alter the node permission list with the setperm comand:
[/ production] % setperm-i *:/platform nygroup -a read -a add_node /
Node / production updated to [read, add_node]
You can al so renpbve a permission by using the -r option.
[/ production] % setperm-i *:/platforn nygroup -r add_node /
Node /production updated to [read]
The setperm comand will add autonatically the exo:privilegeable mxin on the node when it is mssing. Tt
a <Node, Voi d> command altering the security of the consuned node stream
PARAMETERS

[-h | --help]
Provi des conmand usage

[-i | --identity]
the identity
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[-a | --add]
the perm ssions to use

[-r | --renpve]
the pernissions to renove

. paths
The node path list to secure

1.5.2. SCP usage

Secure copy can be used to import or export content. The username/password prompted by the SSH server will
be used for authentication against the repository when the import or the export is performed.

1.5.2.1. Export a JCR node

The following command will export the node /gadgets in the repository portal-system of the portal container
portal:

scp -P 2000 root @ocal host: portal : portal -system/production/app: gadget s gadgets. xmi

The node will be exported as app_gadgets.xml.

Note that the portal container nameis used for Gateln. If you do omit it, then the root container will be used.

1.5.2.2. Import a JCR node

The following command will reimport the node:

scp -P 2000 gadgets.xm root @ocal host: portal : portal -system/production/

The exported file format use the JCR system view. You can get more information about that in the JCR
specification.

A Caution

The SCP feature is experimental
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CRaSH can be configured by tweaking various files of the CRaSH web archive

o WEB-INF/web.xml
» WEB-INF/crash/commands/base/l ogin.groovy

* WEB-INF/crash/commands/jcr/login.groovy

Note

"9
Configuration happens via the CRaSH war file and can be overriden from the JVM system
properties by using the same property name.

2.1. Change the SSH server key

The key can be changed by replacing the file WEB-INF/sshd/hostkey.pem. Alternatively you can configure the
server to use an externa file by using the ssh.keypath parameter. Uncomment the XML section and change the
path to the key file.

<I--
<cont ext - par an>
<par am nanme>cr ash. ssh. keypat h</ par am nane>
<par am val ue>/ pat h/t o/ t he/ key/ fil e</ param val ue>
<description>The path to the key fil e</description>
</ cont ext - par an>
-->

2.2. Change the ports of the telnet or SSH server

The ports of the server are parameterized by the ssh.port and telnet.port parameters in the web.xml file

<cont ext - par an>
<par am nane>cr ash. ssh. port </ par am nane>
<par am val ue>2000</ par am val ue>
<descri pti on>The SSH port </ descri ption>
</ cont ext - par an®

<cont ext - par an>
<par am nane>cr ash. t el net. port </ par am nane>
<par am val ue>5000</ par am val ue>
<descri pti on>The tel net port</description>
</ cont ext - par an>

2.3. Remove the telnet or SSH access

To remove the telnet access, remove or comment the following XML from the web.xml file

<l i stener>
<listener-class>org.crsh.termspi.telnet. Tel netLifeCycle</l|istener-class>
</l|istener>
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To remove the SSH access, remove or comment the following XML from the web.xml file

<l i stener>
<listener-class>org.crsh.termspi.sshd. SSHLi f eCycl e</ | i st ener - cl ass>
</listener>

2.4. Configure the shell default message

The login.groovy file contains two closures that are eval uated each time a message is required

» Thepronpt closure returns the prompt message

¢ Thewel come closure returns the wel come message

Those closure can be customized to return different messages.
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Chapter 3. Extending the shell

3.1. Groovy command system

The shell command system is based on the Groovy language and can easily be extended.

3.1.1. Groovy file

Each command has a corresponding Groovy file that contains a command class that will be invoked by the
shell. Thefiles are located in the /WEB-INF/crash/commands directory and new files can be added here.

New commands can directly be placed in the commands dirctory however they can also be placed in a sub
directory of the command directory, which is useful to group commands of the same kind.

In addition of that there are two special files called login.groovy and logout.groovy that are executed upon login
and logout of auser. They are useful to setup and cleanup things related to the current user session.

3.1.2. Groovy execution

When the user types a command in the sell, the command line is parsed by the cmdline framework and injected
in the command class. Previously the argsdj framework was used but this framework does not support natively
code completion and could not be extended to support it. The support of command line completion is the main
motivation of the development of such a framework. To learn more, the best is to study the existing commands
asthe framework is quite easy to use, the following features are supported:

Annotation based framework

Provide accurate contextual code completion

Support sub commands (? la git like "git add") for grouping commands of the same kind inside the same
class as methods

Advanced support for usage and manual

A simple example, the sl eep 1 command pauses the shell for one second, let's briefly study its code:

cl ass sl eep extends CRaSHCommand {
@Jsage("sleep for sonme tine")
@ommand
Obj ect main(@sage("Sleep tine in seconds") @\vrgunent int time) throws ScriptException {
if (tinme < 0)
throw new Scri pt Excepti on("Cannot provi de negative tinme value $tine");
Thr ead. sl eep(tine * 1000);
return null;
}
}

The @sage annotation gives short information about the command itself, another annotation is available for
documenting more formally the command: @an but it is not used in this example.

The @onmand tags the mai n(...) method as a command method. Any number of method can be tagged as
such, providing a convenient way to pack commands of the same kind. By default the main is a special
convention indicating that executing the command should not require to explicitely use the main.
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The @v gunent annotation describes the command unique argument that is the time to sleep. The same @sage
annotation is used again to describe briefly the argument. Again it could be possible to use the @an annotation.

3.1.3. Shell context

A command is a Groovy object and it can access or use the contextual variables. A few variables are
maintained by the shell and should be considered with caution. The shell aso provides a few functions that can
be used, those functions defined in login.groovy
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4.1. settings.xml (maven)

Crash system properties :

<properties>
<cr sh. depl oy. di rect ory>/ pat h/ t o/ webapp/ di r ect ory</ cr sh. depl oy. di rect ory>
<crsh. appengi ne. sdk>/ pat h/ t o/ appengi ne/ sdk</ cr sh. appengi ne. sdk>

</ properties>

24



Chapter 5. Hey, | want to contribute!

Drop me an email (see my @ on www.julienviet.com), any kind of help is welcome.
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