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Chapter 1. Prerequisites

Y ou can refer to the following links to understand more about the eXo Collaboration Reference Guide:

Gateln Reference Guide

* OpenSocial gadget

* WebService
¢ Chatserver

* Vcard

iCalendar and its Internet standard



http://docs.jboss.com/gatein/portal/3.1.0-FINAL/reference-guide/en-US/html/index.html
http://wiki.opensocial.org/index.php?title=Main_Page
http://docs.jboss.org/exojcr/1.12.4-GA/developer/en-US/html/part-ws.html
http://www.igniterealtime.org/builds/openfire/docs/latest/documentation/javadoc/index.html
http://en.wikipedia.org/wiki/VCard
http://en.wikipedia.org/wiki/ICalendar
http://www.ietf.org/rfc/rfc2445.txt

Chapter 2. Applications

2.1. Portlets

2.1.1. Calendar portlet

The Calendar portlet is packaged in the calendar.war file.

2.1.1.1. Description

The Calendar portlet shows the Calendar application of eXo Collaboration with a lot of features provided to
users.

The Calendar application includes the following features:

» Create multiple personal calendars, manage calendars easily with calendar groups.
* Create events or tasks using the Quick Add dialog easily.
 Create events or tasks in details.

e Create all-day events.

« View other attender's availability schedules.

» Createrecurring events.

» Get reminders.

» View calendars by various views: day, week, month and year.

* View events day-by-day by navigating the mini-calendar quickly.
* Share calendars with others.

» Import/Export calendars.

 Publish your calendars with RSS, CaDAV.

* Search for events and/or tasksin calendars.

* Print your agenda.

2.1.1.2. Portlet.xml

To See the portlet in the project, follow this path:
/eXoApplication/cal endar /webapp/sr c/mai n/'webapp/WEB-I NF/portlet.xml.

2.1.2. Chatbar portlet

The Chatbar portlet is packaged in the Chatbar.war file.
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Note

The Chatbar portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the
future.

2.1.2.1. Description

The Chatbar portlet shows the Chatbar application of eXo Collaboration that can be positioned in the portal or
page layout as any other, but behaves as a floating box. The bar remains floating at its location even when the
browser window is scrolled or resized. Its height is fixed, but can be expanded horizontally to any size available
in its container. This allows the portlet to be placed in two layout cases:

« Large width area (typically header or footer).

* Narrow column.

The Chatbar application implements all functions of the Chat application, allowing you to send and receive
messages anywhere after you are logged in successfully. The Chatbar is atypical toolbar with buttons to open
menus. It gives access to main features of Chat:

Status change and presence indicator.

Contacts.

* Rooms.

* Minimized conversation window.

2.1.2.2. Portlet preferences

The Chatbar Portlet consists of some preferences as in the following sample code:

<portl et-preferences>

<pr ef er ence>
<nane>showMai | Li nk</ nane>
<val ue>true</val ue> <!--true/fal se -->
<r ead- onl y>f al se</read- onl y>

</ preference>

<pr ef er ence>
<nane>showCal endar Li nk</ nane>
<val ue>true</val ue> <!--true/false -->
<r ead- onl y>f al se</read-onl y>

</ preference>

<pr ef erence>
<nane>showCont act Li nk</ nane>
<val ue>true</val ue> <!--true/false -->
<r ead- onl y>f al se</r ead-onl y>

</ pr ef erence>

<pr ef er ence>
<nane>mai | Url </ nane>
<val ue>portal /private/intranet/ mail </val ue> <!--String page nane -->
<r ead- onl y>f al se</read- onl y>

</ preference>

<pr ef er ence>
<nane>cal endar Ur | </ nanme>
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<val ue>portal /private/intranet/cal endar</val ue> <! --String page nane -->
<r ead- onl y>f al se</read-onl y>

</ pr ef erence>

<pr ef erence>
<name>cont act Ur | </ nane>
<val ue>portal /private/intranet/contact</value> <!--String page nane -->
<r ead- onl y>f al se</r ead-onl y>

</ pr ef erence>

<pr ef er ence>
<namne>i nf o</ nane>
<val ue>i nfo</value> <!--this is only the key to get the resource bundle the full key : U ConfigForm /|l abel.ir
<r ead- onl y>t rue</read- onl y>

</ preference>

</ portl et-preferences>

In which:

Preference Name Possible Values Default Values Description

showMailLink true / false true The value as "true" or
"false" means that users
are dlowed to see the
application icon or not
respectively.

showCalendarLink true / false true The value as "true" or
"false" means that users
are alowed to see the
application icon or not
respectively.

showContactLink true / false true The value as "true" or
"false" means that users
are adlowed to see the
application icon or not
respectively.

mailUrl string Portal /private/intranet/Ha@l URL to the Mail
application page in the
portal without combining
with the %domain name.
The port% chatbar will
resolve it from server.

calendar Url string Portal / private/intranet /Idae &hR4r to the Calendar
application page in the
portal without combining
with the %domain name.
The port% chatbar will
resolve it from server.

contactUrl string Portal / private/intranet/Ide@atdRL to the Address
Book application page in
the portal without
combining  with  the
%domain name. The
port%  chatbar  will
resolveit from server.
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Preference Name Possible Values Default Values Description

info Info Info Thisis only the key to get
the resource bundle of the
full key:

Ul ConfigForm.label.info.

2.1.2.3. Portlet.xml

See the portlet in the project following this path:
/eXoApplication/chatbar/webapp/sr c/mai n/webapp/WEB-INF/portlet.xml .

2.1.3. Chat Portlet
The Chat portlet is packaged in the Chat.war file.
Note
"9
The Chat portlet and its services are deprecated. It remains fully supported for eXo customers,

however it will not receive any enhancement and will be removed from the product scope in the
future.

2.1.3.1. Description

The Chat Portlet shows the Chat application of eXo Collaboration that allows users to enter chat rooms and
communicate with online others at real time.

2.1.3.2. Portlet.xml

See the portlet in the project following this path:
/eXoApplication/chat/webapp/sr c/mai n/webapp/WEB-I NF/portl et.xml

2.1.4. Contact Portlet
Contact Portlet is packaged in the Contact.war file.

2.1.4.1. Description

Contact Portlet shows the Contact application of eXo Collaboration that allows users to personalize their
contact view from different view types, such as List view and VCards view.

2.1.4.2. Portlet.xml

See the portlet in the project following this path:
/eXoApplication/contact/webapp/sr ¢/main/webapp/WEB- 1 NF/portlet.xml.

2.1.5. Mail Portlet
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The Mail Portlet is packaged in the Mail.war file.

Note

"9
The Mail portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the
future.

2.1.5.1. Description

Mail Portlet shows the Mail application of eXo Collaboration that offers a lot of features to users such as
sending, receiving or viewing their mails through Internet without actually downloading them to their
computer. Users not only take advantages of eéXo Mail by keeping and receiving all important messages, files
and pictures forever but also by looking for and viewing their needed messages easily whenever they want.
Additionally, the Mail application is smoothly integrated with other Collaboration modules, such as Address
Book and Calendar.

2.1.5.2. Portlet.xml

See the portlet in the project following this path:
/eXoApplication/mail/webapp/sr c/mai nfwebapp/WEB-INF/portlet.xml .

2.1.6. RSSreader Portlet
The RSSreader Portlet is packaged in the Rssreader.war file.
=] Warning

The RSSreader portlet and its services are deprecated. It remains fully supported for eXo
customers, however it will not receive any enhancement and will be removed from the product
scopein the future.

2.1.6.1. Description

eXo Collaboration uses the RSS Reader Portlet that facilitates users to quickly get aview of their favorite feeds
around the web. They will get the latest news, the last updated posts from their favorite blogs, latest emails, and
more.

2.1.6.2. Portlet.xml

See the portlet in the project following this path:
/eXoApplication/content/webapp/sr ¢/main/webapp/WEB-INF/portlet.xml.

2.2. Gadgets

eXo Collaboration consists of three gadgets: eventslist, taskslist and messagedlist. They are packaged in the
csResources.war file.
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2.2.1. Eventslist

2.2.1.1. Description

Eventdlist lists the maximum number of upcoming events, that is configurable by users. For example, they can
set the preferencelist to 5 or 10 events.

See preferences of this gadget in the following sample code:

<User Pref datatype="string" display_name="__MSG baseurl " nane="url" required="true" val ue="/cal endar"/>
<User Pref datatype="string" display_nanme="__MSG subscribeurl__" nanme="subscribeurl" required="true" val ue="/port
<User Pref datatype="string" default_value="10" display_name="__M5G |limt__" name="limt"/>
<User Pref datatype="enunt' default_val ue="AM PM' di spl ay_nanme="__MSG format__" name="tineformat"/>
Details:
Preferences Description
url Link to the Calendar portlet.
Subscribeurl Link to the upcoming events.
limit The maximum number of upcoming events.
timeformat Thetime format for upcoming events.

For more details on the preferences of gadgets, see here.

2.2.1.2. Links to used REST services

It uses the upcomingEvent service in the following package:
org.exoplatform.webservice.cs.calendar.CalendarWebservice.java.

2.2.2. Taskslist

Taskdlist lists the maximum number of upcoming tasks that is configurable by users. For example, they can set
the preferencelist to 5 or 10 tasks.

2.2.2.1. Description

See the preferences of this gadget in the following sample code:

<User Pref datatype="hi dden" default_val ue="/cal endar:/portal/rest/private/cs/cal endar/upcom ng: 10: AM PM Def aul t"

Accordingly, setting collects all the configuration of upcoming tasks and add some more functions to help
devel opers change the configuration of the default skin.

2.2.2.2. Links to used REST services

It uses upcomingEvent service in the following package:
org.exoplatform.webservice.cs.calendar.Calendar Webservice.java.



http://code.google.com/apis/gadgets/docs/basic.html#Userprefs
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2.2.3. Messageslist

It lists the maximum number of unread messages, that is configurable by users.

2.2.3.1. Description

See the prefereces of this gadget in the following sample code:

<User Pref datatype="hi dden" display_name="__MsSG baseur| " nanme="url" required="true" value="/nuil"/>
<User Pref datatype="hi dden" display_name="__MsSG subscribeurl __" name="subscribeurl" required="true" val ue="/port
<User Pref datatype="hi dden" default_val ue="5" display_nanme="__MSG |limt__" name="limt"/>
<User Pref datatype="hi dden" default_val ue="" display_nane="__MSG account__" nanme="account"/>
<User Pref datatype="hi dden" default_val ue="" display_nanme="__MSG fol der__" nanme="fol der"/>
<User Pref datatype="hidden" default_value="" display_nanme="__MSG tag__" nane="tag"/>
Details:
Preferences Description
Url The URL of the Mail Application.
Subscribeurl| The link to upcoming messages.
Limit The number of displayed unread messages that is set
by users.
Account The mail account in the Mail application.
Folder The folder which consists of unread messages.
Tag Thetagsin all unread messages.

2.2.3.2. Links to used REST services

It uses the unreadMail service in the following package:
org.exoplatform.webservice.cs.mail.MailWebservice. java.




Chapter 3. Configurations

3.1. Components in eXo Collaboration Configuration
This table shows some main components that take init-param in the applications of eXo Collaboration:

Applications Components Description

Calendar Cal endar Ser vi cel npl It is a service that manages
cdendars in the Caendar
application of eXo Collaboration.

Chat
Hi st oryl npl It is a service that saves the chat

history of users.

It is a service that processes
messages of chat users, basing on
the XM PP Protocol.

XMPPMessenger

Def aul t PresenceSt at us It is a component that controls the
presence status of chat users.

Contact Cont act Ser vi cel npl It is a service that supplies
functions to manage contacts in the
Address Book application of eXo
Collaboration.

Webservice AddAct i onsPl ugi n It is used to register a listener for
the actions on the nodes.

3.1.1. CalendarService

The configuration of the Calendar application is applied mainly in
/eXoApplication/cal endar/service/sr c/main/resour ces/conf/portal/configuration.xml.

Use the CalendarService to configure the Calendar. The following information will explain details of its
configuration.  When  this  configuration  file is executed, the component  named
org.exoplatform.calendar.service.impl.Calendar Servicelmpl will process actions of the Calendar application.

<conponent >
<key>or g. exopl at f orm cal endar. servi ce. Cal endar Ser vi ce</ key>
<t ype>or g. exopl at f orm cal endar . servi ce. i npl . Cal endar Ser vi cel npl </t ype>
<i nit-parans>
<properties-paranr
<name>event Nunber . i nf o</ nane>
<property name="event Nunber" val ue="100"/>
</ properties-paranp
</init-parans>
</ conponent >
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Details:
Properties-Param  Property name Description Possible Value Default Value
eventNumber event Nunber The number of interger 100

eventsin acaendar.

3.1.2. Historylmpl

The configuration of historylmpl is found in the
/extensi on/webapp/sr c/mai n/webapp/WEB-1NF/cs-extensi on/cs/chat/chat-service-configuration.xml. When this
configuration file is executed, the component named

org.exoplatform.services.xmpp.history.impl.jcr.Historylmpl initializes all the configured parameters.

<conponent >
<t ype>org. exopl atform servi ces. xnpp. history.inpl.jcr.H storylnpl </type>
<init-parans>
<val ue- par an®
<nane>wor kspace</ nane>
<val ue>col | abor ati on</ val ue>
</ val ue- par an>
<val ue- par anp
<nane>r eposi t ory</ nane>
<val ue>repository</val ue>
</ val ue- par an>
<val ue- par anp
<name>pat h</ nane>
<val ue>exo: appl i cati ons/ eXoChat/ hi st ory</val ue>
</ val ue- par an>
</init-parans>
</ conponent >

Details:
Value-Param Description Possible Values Default Value
wor kspace The workspace name in | string col | aboration
JCR where history datais
stored.
repository The repository name in | string repository
JCR where history data is
stored.
path The JCR path to the string exo: appl i cati ons/ eXoChat/ hi story
location where history
datais stored.

3.1.3. XMPPMessenger

The configuration of the XM PPM essenger component is found in
/extensi on/webapp/sr c/main/webapp/WEB-INF/cs-extensi on/cs/chat/chat-service-configuration.xml. It  helps
eX o Collaboration connect the Openfire instance.

<conponent >

10
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<t ype>org. exopl at f orm servi ces. xnpp. connecti on. i npl . XMPPMessenger </ t ype>
<i ni t - parans>
<properties-paranr
<nane>openfi re-connecti on- conf </ name>
<property name="host" val ue="127.0.0.1"/>
<property name="port" val ue="5222"/>
</ properties-paranp
<properties-paranr
<nane>send-fil e</ nane>
<property name="tinmeout" val ue="7200000"/>
</ properties-paranp
</init-parans>
</ conponent >

Details:
Propertiessparam  Property hame Description Possible Values Default Value
openfire-connection-conf
host IP address or integer 127.0.0.1
hostname for the
openfire server.
por t P i nt eger 5222
Port to connect on
the Openfire server.
Should be the same
that is set in the
Openfire
configuration
"Client to Server".
send-file ti meout The timeout before i nteger 7200000
aborting attempt to
establish a file
transfer.
3.1.4. DefaultPresenceStatus
The configuration of the DefaultPresenceStatus component is found in

/extensi on/webapp/src/mai n/webapp/WEB-1NF/cs-extensi on/cs/chat/chat-ser vice-configuration.xm.

<conponent >
<t ype>or g. exopl at f orm servi ces. presence. Def aul t PresenceSt at us</ t ype>
<i nit-parans>
<properties-parane
<name>pr esence- st at us</ nane>
<property name="node" value="Free to chat"/>
</ properties-paranp
</init-parans>
</ conponent >

Details:
Properties-param  Property name Description Possible Values
presence-status node Show the present string

status of users.

Default Value

Free to chat

11
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3.1.5. ContactService

The configuration of the ContactService component is found in
eXoApplication/contact/service/sr ¢/main/resour ces/conf/portal /configuration.xml.

When the server starts, the configuration file which contains the declaration of ContactService component is
executed. A ContactService component is then created with params and plugins in the configuration file.

<conponent >
<key>or g. exopl at f orm cont act . servi ce. Cont act Ser vi ce</ key>
<t ype>or g. exopl at form cont act . servi ce. i npl . Cont act Servi cel npl </t ype>
<i ni t - parans>
<val ues- par an>
<nane>User CanSeeAl | G oupAddr essBooks</ nanme>
<description>User can see all G oupAddressBooks or only G oupAddressBooks that the user has at |east one r
<val ue>f al se</val ue>
</ val ues- par anr
<val ues- par an>
<nane>NonPubl i cG oups</ nane>
<description>Goups that should not be displayed in broadcast list. WIldcards may be used in groups nane</
</ val ues- par an®
</init-parans>
</ conponent >

Values-param Description Possible Values Default Value

UserCanSecAllGroupAddidsaBoolcan  see  al true/fal se fal se
GroupAddressBooks  or
only GroupAddressBooks
that the user has at least
one membership.

NonPublicGroups Groups that should not be | true/fal se N/A
displayed in the broadcast
list. Wildcards may be
used in groups name.

3.2. External Component Plugins

The following table describes the main functions of external component plugins:

Applications Components Description
Calendar NewUser Li st ener Create default personal calendars.
NewGr ouplLi st ener Create default group calendars.
NewMenber shi pLi st ener Share calendars to members of a
specific group.
Reri nder Peri odJob Execute sending reminder emails
to users.
PopupRemi nder Peri odJob Open a pop-up reminder on the

browser of users.

AddAct i onsPl ugin Enable the systems to

12
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Applications Components Description
automatically update the updated
date of events/tasks in a calendar
when contents of these
events/tasks are changed.

Chat Hi st oryPeri odJob Save the chat history of users.

Request Fi | t er Conponent Pl ugin  Delete the session of a user when
the browser is suddenly closed or
the session is changed.

Aut hent i cat i onLogi nLi st ener Start the session and log in the chat
server.

Aut henti cati onLogout Li stener  End the session and log out the
chat server.

Contact NewUser Li st ener Create personal contact data for
USers.

NewMenber shi pLi st ener Create address book for a specific
group.

Updat eUser Prof i | eLi st ener Update the personal profile of a
user when it is changed on the
portal.

Content RSSCont ent Pl ugi n The formatter used to analyze the
data from a RSS resource.

Descri ptionPl ugi n Represent the data from a RSS
resource.

Mail Aut henti cationLogout Li stener | Stop checking mails of a user

Social Intergration

Cal endarDatal nitialize

ContactDatalnitialize

Cont act SpaceAct i vi t yPubl i sher

Cal endar SpaceAct i vi t yPubl i sher

when he logs out.

Create a calendar for a group in a
specific space.

Create an address book for a group
in a specific space.

Customize the activity status of a
specific space when an event
happens on an address book.

Customize the activity status of a
specific space when an event
happens on a calendar.

Port| et Pref er enceRequi r edPl ugi nDeclare the application that will

3.2.1. Calendar Configuration

automatically create database.

13
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3.2.1.1. NewUserListener

Each user can have a default personal calendar created. Use the NewUserListener to configure that. To use the
plugin in the component configuration, you must use the target-component:

<t ar get - conponent >or g. exopl at f orm servi ces. organi zati on. Or gani zati onSer vi ce</ t ar get - conponent >

The configuration is applied mainly in
extensi on/webapp/sr¢/mai n/webapp/WEB-I NF/cs-extensi on/cs/cal endar/cal endar -ser vice-configuration.xml .

<conponent - pl ugi n>
<nane>cal endar. new. user. event . | i st ener </ nane>
<set - net hod>addLi st ener Pl ugi n</ set - net hod>
<type>or g. exopl at f orm cal endar. servi ce. i npl . NewUser Li st ener </ t ype>
<descri pti on>descri pti on</ descri pti on>
<i ni t - parans>
<val ue- par anp
<nane>def aul t Event Cat egori es</ nane>
<val ue>Meeting, Call s, dients, Hol i day, Anni ver sary</ val ue>
</ val ue- par an>
<val ue- par an»
<nane>def aul t Cal endar Cat egor y</ nane>
<val ue>My group</val ue><!-- Single value -->
</ val ue- par an®
<val ue- par an>
<nane>def aul t Cal endar </ nane>
<val ue>Def aul t </ val ue>
</ val ue- par an
<l--Paranms for default cal endar setting -->
<val ue- par anp
<nane>vi ewType</ nane>
<val ue>1</val ue>
</ val ue- par an>

<val ue- par an»
<nane>ti nel nt erval </ nane>
<val ue>15</val ue><!-- in mnutes -->
</ val ue- par an>

<val ue- par an>
<nanme>weekSt art On</ nane>
<val ue>2</ val ue>

</ val ue- par an

<val ue- par anp
<name>dat eFor mat </ nane>
<val ue>MM dd/ yyyy</ val ue>
</ val ue- par an>

<val ue- par an>

<nane>t i meFor mat </ nane>

<val ue>HH: mx/ val ue> <!-- HH: mi hh:mma -->
</ val ue- par an>

<val ue- par an»
<nane>| ocal el d</ nane>
<val ue>BEL</ val ue>

</ val ue- par an

<val ue- par anp
<nane>t i mezonel d</ nane>
<val ue>Eur ope/ Brussel s</ val ue>
</ val ue- par an>

<val ue- par an»
<nane>baseUr | For Rss</ nane>
<val ue/ >

</ val ue- par an>

<val ue- par an»
<nane>i sShowr ki ngTi ne</ nane>
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</

<val ue>f al se</ val ue><! - -
val ue- par an»

<val ue- par an»

</

<nanme>wor ki ngTi neBegi n</ nane>
<val ue>08: 00</ val ue><!-- - -

val ue- par anp

<val ue- par anp

<name>wor ki ngTi meEnd</ nane>
<val ue>18: 00</ val ue><!-- --

</ val ue- par an>

<val ues- par an>

Detalls:;

<nane>i gnor edUser s</ nane>

>

>

bool ean true/fal se --

>

<description>Definition users to ignore create default cal endar</description>
<!I'-- <val ue>deno</val ue> <val ue>marry</val ue> -->
</ val ues- par an>
</init-parans>
</ conponent - pl ugi n>

¢ Name: cal endar . new. user . event . | i stener - The unique key to avoid duplicate names. Users can change

It.

e Set-method: addLi st ener Pl ugi n - The function is executed at the target of the component to register
NewUserListener.

e Type: org. exopl atform cal endar. servi ce. i npl . NewUser Li stener - The class is set up to execute the
creation of database.

» Description: Itisaplugin used to create default personal calendars.

See the details about the init-params of the component in the following table:

Iist

Value-params Possible value
defaultEventCategories  String
separ at ed

cat egory nanes)

defaultCalendar Category Stri ng

viewType

timel nterval

week StartOn

0-6 (see bel ow)

integer in mnutes

1-7 (see bel ow)

( Conma

of

Default value

Description

Meeting, Cal | s, d i ents, HIDeta T Aevientr caiegories

Def aul t

15

for users.

Name of the caendar
group.

Default view after user
logs in and goes to the
Calendar portlet.

The time unit interva
when you drag and move
the event (in Day and
Week views only).

Day to use as the
beginning of the week. It
only affects the Week
view.

dateFor mat

valid
f or mat

Java

Dat e

WM dd/ yyyy

The display format for
dates.
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Value-params Possible value Default value Description
timeFormat valid Java Date HH nm The display format for
f or mat time.

localeld valid locale ID BEL Id of the geographic
locale.

timezonel ds valid TinmeZone id Eur ope User time zone.

baseUrIForRss none none The URL to publish the
RSS content.

isShowWorkingTime true/fal se fal se Indicate if the working
time should be
highlighted in the Day
view.

workingTimeBegin time in timeFormat 08: 00 The start time in working
time.

workingTimeEnd time in timeFormat 18: 00 The end time in working

ignoredUsers

user id, use multiple
by each line

deno/ marry

The viewType parameter is encoded by a number as follow:

0: Day view

1: Week view
2 : Month view
3: Year view

4: Listview

5: Schedule view

6 : Working days view

The week StartOn parameter is encoded as follow:

1: Sunday

2 : Monday

3: Tuesday

4 : Wednesday
5: Thursday

6 : Friday

time.

Definition users to ignore
creating the  default
calendar.
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7 . Saturday

3.2.1.2. NewGroupListener

To use the plugin in the component configuration, you must use the target-component:

<t ar get - conponent >or g. exopl at f orm servi ces. organi zati on. Or gani zati onSer vi ce</ t ar get - conponent >

The configuration is applied mainly in
extensi on/webapp/src/mai n/webapp/WEB-I NF/cs-extensi on/cs/cal endar/cal endar -ser vice-configuration.xml.

<conponent - pl ugi n>
<nane>cal endar . new. gr oup. event . | i st ener </ nane>
<set - net hod>addLi st ener Pl ugi n</ set - net hod>
<t ype>or g. exopl at f orm cal endar . servi ce. i npl . New& oupLi st ener </t ype>
<descri pti on>descri pti on</descri pti on>
<i ni t - parans>
<val ue- par anp
<nane>def aul t Edi t Per m ssi on</ nane>
<val ue>*. *</val ue><!-- Ml ti val ue nenbership, use coma (,) to split values -->
</ val ue- par an>
<val ue- par anpr
<name>def aul t Vi ewPer m ssi on</ nane>
<val ue>*. *</val ue>
</ val ue- par an>
<val ue- par an»
<nanme>def aul t Local e</ nane>
<val ue>BEL</ val ue>
</ val ue- par an>
<val ue- par an»
<nane>def aul t Ti mreZone</ nane>
<val ue>Eur ope/ Brussel s</ val ue>
</ val ue- par an
<val ues- par an>
<nane>i gnor edG oups</ nane>
<description>Definition group to ignore create default cal endar</description>
<!I'-- <val ue>/pl at f or nf guest s</ val ue> -->
<val ue>/ spaces/ *</val ue> <!-- single value, use nore <value> tags to add nore group -->
</ val ues- par an»
</init-parans>
</ conponent - pl ugi n>

Detalls;

e Name: cal endar . new. group. event . | i st ener - The unique key to avoid duplicate names. Users can change
it.

e Set-method: addLi st ener Pl ugi n - The function is executed at the target of the component to register
NewGroupListener.

e Type: org. exopl at f orm cal endar . servi ce. i mpl . NewGr ouplLi st ener - The classwhich is set up to execute
the creation of database.

e Description - It isthe plugin used to create default group calendars.

See the details about the init-params of the component in the following table:

Value-params Possible values Default values Description

defaultEditPermisson  uUser id (Multi vaue . neans that all The default permission
membership, use coma (,) menbers in that group assigned to membership
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Value-params Possible values Default values Description
to split values) can nodify and add, inaspecific group to edit
remove a cal endar, caendars and
events/tasks of the eventstasks  of the
cal endar calendar.
defaultViewPermission User id (Multi vaue . neans that all The default permission
membership, use coma (,) nembers in that group assigned to membership
to split values) can vi ew this in a specific group to
calendar and all the view a caendar and
events/tasks of this events /[tasks of the
cal endar . calendar.
defaultL ocale Valid | ocade id BEL (see nore locale The default locae of the
ids calendar.
http://userpage. chem e.fu-berlin.de/diverse/doc/| SO 316¢
)

defaultTimeZone Europe/ Brussels (see The default time zone of
ti meZone ids thecaendar.

http://ww. uni code. org/cl dr/data/docs/design/formatting/

Valid timezone id
nore for

ignoredGroups Goup id (use line to /platform guests Definition  group  to
define mul tiple ignore create the default
val ue) calendar.

3.2.1.3. NewMembershipListener

To use the plugin in the component configuration, you must use the target-component:

<t ar get - conponent >or g. exopl at f orm servi ces. organi zati on. Or gani zat i onServi ce</t ar get - conponent >

The configuration is applied mainly in
extensi on/webapp/sr c¢/mai n/webapp/WEB-I NF/cs-extensi on/cs/cal endar/cal endar -ser vice-configur ation.xml.

<conponent - pl ugi n>
<nane>cal endar . new. menber shi p. event . | i st ener </ nane>
<set - met hod>addLi st ener Pl ugi n</ set - net hod>
<t ype>or g. exopl at f orm cal endar. servi ce. i npl . Newenber shi pLi st ener </ t ype>
<descri ption>descri pti on</descri pti on>
</ conponent - pl ugi n>

Details:

* Name: cal endar . new. menber shi p. event . | i stener - The unique key to avoid duplicate names. Users can
changeit.

» Set-method: addLi st ener Pl ugi n - The function which is executed at the target of the component.

e Type: org. exopl at f orm cal endar. servi ce. i mpl . NewMenber shi pLi st ener - The class which is set up to
execute the creation of database.
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e Description: It isaplugin used to execute sending reminder emails to users.

3.2.1.4. ReminderPeriodJob

The Calendar application of eXo Collaboration can send event reminders by using the email reminder plugin
configuration. Y ou will probably need to adjust this configuration to meet your own needs. The feature is based
on aperiodic poll of the stored reminders.

Y ou must use the following target component to use the plugin in this configuration:

<t ar get - conponent >or g. exopl at f orm servi ces. schedul er. JobSchedul er Servi ce</ t ar get - conponent >

The configuration is applied in
extensi on/webapp/sr¢/main/webapp/WEB-INF/cs-extension/cs/cs-configuration.xml.

<conponent - pl ugi n>
<nane>Recor dsJob</ nane>
<set - et hod>addPer i odJob</ set - net hod>
<t ype>or g. exopl at f orm cal endar. servi ce. Rem nder Peri odJob</t ype>
<description>add e-mail rem nder job to the JobSchedul er Servi ce</ descri pti on>
<i nit - parans>
<properties-paranp
<nane>j ob. i nf o</ nane>
<description>save the nonitor data peri odically</description>
<property name="j obNane" val ue="Rem nderJob"/>
<property name="groupNane" val ue="Col | aborationSuite"/>
<property name="job" val ue="org. exopl atform cal endar. servi ce. Rem nder Job"/ >
<property name="repeat Count" val ue="0"/>
<property name="period" val ue="180000"/>
<property name="startTi ne" val ue="+0"/>
<property name="endTi ne" val ue=""/>
</ properties-paranr
</init-parans>
</ conponent - pl ugi n>

Details:

¢ Name: Recor dsJob - The name of a schedule job.
e Set-method: addPeri odJob - The plugin which registers the method.

» Type org. exopl at f or m cal endar . servi ce. Rermi nder Peri odJob - A class that executes to transfer data
into database of Job Scheduler.

e Description: Add email reminder job to the JobSchedulerService.

See details about the init-params of the component in the following table:

Properties-paramDescription Property Description Possible values | Default values
names
job.info Save the j obNane Thenameof job String Reni nder Job
monitor data
periodically.
gr oupNarre The name of String Col | aborationSuite
group job.
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Properties-paramDescription Property Description Possiblevalues | Default values
names
job The name of dass path org. exopl at f orm cal endar .

actual job class.

r epeat Count How many Long 0, ( use '0O
times to run this whi ch means
job. ‘run forever)

peri od The time| Long 180000
interval
(millisecond)
between job
executions.

startTime The time when | nteger +0
the job darts
running.

endTi me The time when | nteger none
the job ends
running.

3.2.1.5. PopupReminderPeriodJob

Y ou must use the following target component to use the plugin in this configuration:

<t ar get - conponent >or g. exopl at f orm servi ces. schedul er. JobSchedul er Ser vi ce</t ar get - conponent >

The configuration is applied in
extensi on/webapp/src/mai n/webapp/WEB-I NF/cs-extensi on/cs/cs-configuration.xml.

<conponent - pl ugi n>
<nane>PopupRecor dsJob</ nane>
<set - met hod>addPeri odJob</ set - net hod>
<t ype>or g. exopl at f orm cal endar . servi ce. PopupReni nder Peri odJob</t ype>
<descri pti on>add popup rem nder job to the JobSchedul er Servi ce</ descri pti on>
<i ni t - parans>
<properties- paranp
<nane>j ob. i nf o</ nane>
<description>save the nonitor data periodically</description>
<property name="j obNanme" val ue="PopupRem nder Job"/>
<property name="groupNane" val ue="Col | aborationSuite"/>
<property name="job" val ue="org. exopl atform cal endar. servi ce. PopupRenm nder Job"/ >
<property name="repeat Count" val ue="0"/>
<property name="period" val ue="6000"/>
<property name="startTi ne" val ue="+0"/>
<property name="endTi me" val ue=""/>
</ properties-paranp
<properties-paranr
<nane>popupr em nder . i nf o</ name>
<description>save the nonitor data periodically</description>
<property name="portal Nane" val ue="portal"/>
</ properties-parane
</init-parans>
</ conponent - pl ugi n>

Details:
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* Name: PopupRecor dsJob - The name of thejob.
» Set-method: addPeri odJob - The plugin registering method.

» Type org. exopl at f orm cal endar. servi ce. PopupReni nder Peri odJob - The class which executes to
transfer the datainto database of Job Scheduler.

» Description: Add popup reminder job to the JobSchedulerService.

See details about the init-params of the component in the following table:

¢ Properties-param: job.info. This param saves the monitor data periodically and includes the following
sub-params:

Properties-par &escription  Property Description  Possible Default
names values values
job.info Save the | j obName The name of String PopupReni nder Job
monitor data jab.
periodicaly.

gr oupNarme The name of String Col | aborati onSuite
group job.

job The name of dass path org. exopl atf orm cal endar . servi ce. Poy
actual job
class.

r epeat Count How many Long 0, ( use
times to run "o whi ch
thisjob. means 'run

forever)

peri od The time Long 6000
interval
(millisecond)
between job
executions.

startTime The time Long +0
when the job
starts
running.

endTi me The time I nteger None
when the job
ends running.

popupremindeSavio the| portal Name  The name of String portal #H
monitor data the portal.
periodically.

3.2.2. AddActionsPlugin
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The configuration of the AddActionsPlugin is found in
WEB-I NF/cs-extensi on/cs/webser vice/webser vice-configuration.xml.

It is used to register the listener named org. exopl at f or m webser vi ce. cs. Last Updat eAction and it is
executed, basing on eventTypes.

<conponent >
<t ype>org. exopl atform services.jcr.inpl.ext.action.Sessi onActi onCat al og</type>
<conponent - pl ugi ns>
<conponent - pl ugi n>
<nane>Last Update Action</nane>
<set - met hod>addPl ugi n</ set - net hod>
<type>org. exopl atform services.jcr.inpl.ext.action. AddActi onsPl ugi n</type>
<descri ption>add actions plugin</description>
<init-parans>
<obj ect - par an®>
<nane>act i ons</ nane>
<obj ect type="org. exoplatformservices.jcr.inpl.ext.action. AddActi onsPl ugi n$Acti onsConfig">
<field name="actions">
<col l ection type="java.util.ArrayList">
<val ue>
<obj ect type="org.exoplatformservices.jcr.inpl.ext.action.ActionConfiguration">
<field nane="event Types">
<string>addNode, changePr operty</string>
</field>
<field nane="nodeTypes" >
<string>exo: cal endar Event </ stri ng>
</field>
<field name="acti onCl assNane" >
<string>org. exopl atform webservi ce. cs. Last Updat eActi on</string>
</field>
</ obj ect >
</ val ue>
</ col | ecti on>
</field>
</ obj ect >
</ obj ect - par an>
</init-parans>
</ conponent - pl ugi n>
</ conponent - pl ugi ns>
</ conponent >

» object-param: Acti ons - The name of the object.

e object type: org. exopl atform services.jcr.inpl.ext.action. AddActi onsPl ugi n$ActionsConfig - A
class used to register the following field names in the table bel ow:

Field name String Description

eventTypes addNode, changePr operty The type of the event.

nodeTypes exo: cal endar Event The type of the node.
actionClassName or g. exopl at f orm webser vi ce. cs. Ldhetwgisthatioon class to execute

the actions that the plugin requires.

3.2.3. Chat Configuration

The Chat Configuration is applied in
/extensi on/webapp/src/mai n/webapp/WEB-1NF/cs-extensi on/cs/chat/chat-ser vice-configuration.xm.
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Warning

3.2.3.1. HistoryPeriodJob

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm servi ces. schedul er. JobSchedul er Ser vi ce</t ar get - conponent >
<conponent - pl ugi n>
<nane>Chat Recor dsJob</ nane>
<set - met hod>addPer i odJob</ set - net hod>

<t ype>org. exopl at f orm servi ces. xnpp. connection.inpl. H storyPeri odJob</type>

<descri ption>add chat nessages from Openfire Server to Hi story</description>

<i nit-parans>
<properties-paranr

<descri pt
<property
<property
<property
<property
<property

<nane>j ob. i nf o</ nane>
on>save the nonitor data periodically</description>
nanme="j obNane" val ue="nessageToHi stori cal MessageJob"/ >
name="gr oupNane" val ue="Col | aborati onSuite"/>
nanme="j ob" val ue="org. exopl atf orm servi ces. xnpp. connecti on.inpl. H storyJob"/>
name="r epeat Count" val ue="0"/>

name="peri od" val ue="3000"/>

<property name="startTi me" val ue="+0"/>

<property name="endTi me" val ue=""/>

</ properties-paranp
<properties-paranp

<nane>hi st ory. i nf o</ nane>
<description>save the nonitor data periodically</description>
<property name="| ogBat chSi ze" val ue="50"/>

</ properties-paranr
</init-parans>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Detalls:;

* Name: Chat Recor dsJob - The name of the job.

e Set-method: addPeri odJob - The plugin which registers the method.

The Chat portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the

e Type: org. exopl at f orm ser vi ces. xnpp. connect i on. i npl . Hi st oryPeri odJob - A class which executes to

transfer the data into the database of Job Scheduler.

» Description: It is used to save chat messages from Openfire Server to History.

See details about the init-params of the component in the following table:

Properties-paramDescription Property Description Possiblevalues Default values
names
job.info Save the | j obNane The name of String messageToHi st ori cal Messag
monitor data job.
periodically.
gr oupNarme The name of String Col | abor ationSuite
group name.
job The name of dass path org. exopl at f or m ser vi ces.

actual job class.
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Properties-paramDescription Property

names

r epeat Count

peri od

Description

How many
times to run this
jab.

The time
interval
(millisecond)
between

executions.

job

Possible values

i nt eger

Long

Default values

0 (use '0" which
means run
forever)

3000

startTi ne

endTi me

Save
monitor
periodically.

history.info the | ogBat chSi ze

data

3.2.3.2. RequestFilterComponentPlugin

<ext er nal - conponent - pl ugi ns>

The time the job
starts running.

The time the job
ends running.

The maximum
number of
messages in the
cache are saved
once the job
runs.

Long

Long

I nt eger

+0

none

50

<t ar get - conponent >or g. exopl atf orm servi ces. rest. i npl . Request Handl er | npl </ t ar get - conponent >

<conponent - pl ugi n>
<nane>ws.rs.request.filter</nane>
<set - met hod>addPI ugi n</ set - net hod>

<type>org. exopl atform servi ces. rest.inpl. Request Fi | t er Conponent Pl ugi n</ t ype>

<i nit - parans>
<val ue- par anpr
<nane>RESTXMPPSer vi ceFi | t er </ nane>

<val ue>or g. exopl at form servi ces. xnpp. rest. filter. RESTXMPPSer vi ceFi | t er </ val ue>

</ val ue- par an>
</init-parans>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Detalls:;

* Name: ws.rs.request.filter - The name of thefilter.

» Set-method: addPI ugi n - The plugin which registers the method.

e Type:
executes the requests of the plugin.

org. exopl atform services.rest.inpl.RequestFilterConponentPlugin -

The class which

e Description: It is used to delete the session of a user when he suddenly closes the browser or changes the

session.

See details about the init-params of the component in the following table:
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Value-param Description Possible value Default value

REST XM PPServiceFilter The name of thefilter. C ass path org. exopl at f orm servi ces. xnpp. re

3.2.3.3. AuthenticationLoginListener and AuthenticationLogoutListener

Two functions, including login and logout of XMPPRestService, are responsible for creating a new
XMPPSessionimpl and destroying an existing XMPPSessionimpl. They can be caled by listeners:
AuthenticationLoginListener, AuthenticationLogoutListener or from client(browser) through the REST
protocol (jabberLogin, jabberLogout in UIMainChatWindow.js). Y ou must use the same target component for
two external component plugins:

<t ar get - conponent >or g. exopl at f orm servi ces. | i st ener. Li st ener Servi ce</t ar get - conponent >

3.2.3.3.1. AuthenticationLoginListener

<conponent - pl ugi n>
<name>exo. core. security. ConversationRegi stry. regi st er</nane>
<set - net hod>addLi st ener </ set - net hod>
<t ype>or g. exopl at f orm servi ces. xnpp. connection.inpl. Aut henti cati onLogi nLi st ener</type>
<descri pti on>descri pti on</descri pti on>
</ conponent - pl ugi n>

Details:

* Name: exo. core. security. Conversati onRegi stry. regi ster - The name of plugin.
e Set-method: addLi st ener - The plugin which registers the method.

e Type: org. exopl atf orm servi ces. xnpp. connecti on. i npl . Aut hent i cati onLogi nLi st ener - The class to
execute the requests of the plugin.

e Description: It isused to start the session and log in the chat server.

3.2.3.3.2. AuthenticationLogoutListener

<conponent - pl ugi n>
<nane>exo. core. security. Conversati onRegi stry. unregi st er </ nane>
<set - met hod>addLi st ener </ set - met hod>
<t ype>or g. exopl at f orm servi ces. xnpp. connection. i npl. Aut henti cati onLogout Li st ener</type>
<descri pti on>descri pti on</descri pti on>
</ conponent - pl ugi n>

Detalls:;

* Name: exo. core. security. Conversati onRegi stry. regi ster - The name of plugin.
e Set-method: addLi st ener - The plugin which registers the method.

e Type: org. exopl atf orm servi ces. xnpp. connecti on. i npl . Aut hent i cati onLogout Li stener - A class to
execute the requests of the plugin.
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e Description: It isused to end the session and log in the chat server.

3.2.4. Contact Configuration

The Contact Application is configured by three external component plugins: NewUser Li stener,

NewMenber shi pLi st ener and Updat eUser Prof i | eLi st ener . They use the same target component:

<t ar get - conponent >or g. exopl at f orm servi ces. or gani zat i on. Or gani zat i onServi ce</t ar get - conmponent >

The Contact configuration is found

extensi on/webapp/sr¢/mai nfwebapp/WEB-I NF/cs-extensi on/cs/contact/contact-ser vice-configuration.xml.

3.2.4.1. NewUserListener

<conponent - pl ugi n>
<nane>cont act. new. user. event. | i st ener </ nane>
<set - net hod>addLi st ener Pl ugi n</ set - net hod>
<t ype>or g. exopl at form cont act . servi ce. i npl . NewUser Li st ener </ t ype>
<descri pti on>descri pti on</descri pti on>
</ conponent - pl ugi n>

Details:

* Name: cont act . new. user. event. | i st ener - The name of listener.

Set-method: addLi st ener Pl ugi n - The plugin which registers the method.

e Type: org. exopl at f orm cont act . servi ce. i npl . NewUser Li st ener - A class that executes all requirements

of the plugin.

« Description: It isused to initialize personal contact data for users.

3.2.4.2. NewMembershipListener

<conponent - pl ugi n>
<nane>cont act . new. nenber shi p. event . | i st ener </ nane>
<set - net hod>addLi st ener Pl ugi n</ set - net hod>
<t ype>or g. exopl at f orm cont act . servi ce. i npl . NewMenber shi pLi st ener </t ype>
<descri pti on>descri pti on</descripti on>
</ conponent - pl ugi n>

Details:;

* Name: cont act . new. menber shi p. event . | i st ener - The name of the listener.

e Set-method: addLi st ener Pl ugi n - The plugin which registers the method. Keep this value.

e Type: org. exopl at f orm cont act . servi ce. i npl . NewMenber shi pLi stener - The class which executes all

requirements of the plugin.

» Description: Itisused to initialize an address book for a specific group.
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3.2.4.3. UpdateUserProfileListener

<conponent - pl ugi n>
<nane>cont act. new. userprofile.event.|istener</nane>
<set - met hod>addLi st ener Pl ugi n</ set - net hod>
<t ype>or g. exopl at form cont act . servi ce. i npl . Updat eUser Profi | eLi st ener</type>
<descri pti on>descri pti on</descri pti on>
</ conponent - pl ugi n>

Details:

¢ Name: cont act . new. userprofile. event.|istener - The name of the listener.
e Set-method: addLi st ener Pl ugi n - The plugin which registers the method. Keep this value.

e Type: org. exopl at f orm cont act. servi ce. i npl . Updat eUser Profi | eLi st ener - The class which executes
all the requirements of the plugin.

e Description: It isused to update the personal profile of a user when he changesit on the portal.

3.2.5. Content Configuration

The Content application, such as RSS reader of eXo Collaboration, is configured by two external component
plugins: RSSContentPlugin and DescriptionPlugin. Both the external components plugins use the same target
component:

<t ar get - conponent >or g. exopl at f or m cont ent . servi ce. Cont ent DAO</ t ar get - conponent >

This content configuration is applied in
extensi on/webapp/sr ¢/mai n/webapp/WEB-I NF/cs-extensi on/cs/content/content-ser vice-configuration.xml.

3.2.5.1. RSSContentPluginDescriptionPlugin

<conponent - pl ugi n>
<nane>r ssreader. | i st ener </ nane>
<set - met hod>addPI ugi n</ set - net hod>
<t ype>or g. exopl at f orm cont ent . servi ce. RSSCont ent Pl ugi n</ t ype>
<descri ption>rss reader plugin</description>
</ conponent - pl ugi n>

Details;

¢ Name: rssreader. | i st ener - The hame of the listener.
» Set-method: addpPl ugi n - The plugin which registers the method. Keep this value.

e Type: org. exopl atf orm cont ent . ser vi ce. RSSCont ent Pl ugi n - A class which extends ContentPlugin and
implements the loadContentM eta method to get content items.

» Description: Itisaformater used to anayze the data from a RSS resource.

3.2.5.2. DescriptionPlugin
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<conponent - pl ugi n>
<nane>description.|istener</nane>
<set - met hod>addPI ugi n</ set - net hod>
<t ype>org. exopl atf orm cont ent . servi ce. Descri pti onPl ugi n</ type>
<descri pti on>Descri ption plugi n</descripti on>
</ conponent - pl ugi n>

Details:;

* Name: description. |istener - The name of the listener.
e Set-method: addPl ugi n - The plugin registering method. Keep this value.

e Type: org. exopl at form cont ent . servi ce. Descri ptionPl ugi n - A class which executes all requirements
of the plugin.

» Description: Itisaplugin to represent data from a RSS source.

3.2.6. Mail Configuration

=] Warning

The Mail portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the
future.

3.2.6.1. AuthenticationLogoutListener

In the Mail application of eXo Collaboration, when a user checks messages for one account, the remote
mailbox fetch is performed as a background job. Before eXo Collaboration 1.2, the job was continued until all
messages had been retrieved or when the user stopped the check through the Ul. Hence, even when a user was
not logged in, the background job was continued. This can be the resource intensive for the server if many users
have large mailboxes. Since eXo Collaboration 1.2, one capability is added to halt the background job when the
user session terminates (logout or timeout). It makes eXo Collaboration more friendly with server resources. If
you want to activate this feature, you need to add a bunch of the xml congifuration in
/extensi on/webapp/sr c/mai n/webapp/WEB-I NF/cs-extensi on/cs/mail /mail -ser vice-configuration.xm:

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm servi ces. | i st ener. Li st ener Servi ce</t ar get - conponent >
<conponent - pl ugi n>
<nane>exo. core. security. Conversati onRegi stry. unregi st er</ nane>
<set - met hod>addLi st ener </ set - net hod>
<t ype>or g. exopl at form nmi | . servi ce. Aut henti cati onLogout Li st ener </t ype>
<descri pti on>descri pti on</descripti on>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Detalls:;

¢ Name: exo. core. security. Conversati onRegi stry. unregi st er - The name of listener.

e Set-method: addLi st ener The plugin which registers the method. Keep this value.
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e Type org. exoplatformmail.service. Aut henti cationLogout Li stener - A class which executes all
regquirements of the plugin.

e Description: It isaplugin used to stop checking mails of a user when he logs out.

3.2.6.2. MailSettingConfigPlugin

Since eXo Collaboration 2.2.0, MailSettingConfigPlugin is used to define the behavior, for example,
showing/hiding fields and checking/unchecking checkboxes, of email account settings in the
mail-server-configuration.xml file. It alows administrators to preconfigure al settings and to specify if
end-users have the modification right on each specific setting or not.

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl atform mai | . servi ce. Mai | Servi ce</t ar get - conponent >
<conponent - pl ugi n>
<nanme>cs. nai |l . servi ce. settings</ nane>
<set - met hod>addPl ugi n</ set - net hod>
<t ype>or g. exopl atform nmi | . servi ce. Mai | Setti ngConfi gPl ugi n</ type>
<descri ption>descri pti on</descri pti on>
<i nit-parans>
<obj ect - par an>
<nane>| eaveOnSer ver </ nane>
<description>options to keep a copy of the message on the mail server after e
<obj ect type="org.exoplatformmail.service. Mail SettingConfig">
<field name="nanme"><string>l eaveOnServer</string></field>
<field name="user Al | oned" ><bool ean>t rue</ bool ean></fi el d>
<field name="def aul t Val ue"><string>true</string></field>
</ obj ect >
</ obj ect - par an®
<obj ect - par an®>
<nanme>i ncom ngSer ver </ nane>
<description>default incom ng server to check for new nuils. </description>
<obj ect type="org.exoplatformmail.service. Mil SettingConfig">
<field nanme="nane" ><string> ncom ngServer</string></field>
<field name="user Al | oned" ><bool ean>t rue</ bool ean></fi el d>
<field nane="defaul t Val ue" ><string>i map. gmai |l . conx/ string></field>
</ obj ect >
</ obj ect - par an®>
<obj ect - par an®
<nane>i ncom ngPor t </ nane>
<description>default port incom ng server to check for new mails. </descriptic
<obj ect type="org.exoplatformmail.service. Mail SettingConfig">
<field nanme="nane"><string> ncom ngPort</string></field>
<field name="user Al | oned" ><bool ean>t rue</ bool ean></fi el d>
<field nanme="def aul t Val ue" ><stri ng>993</string></fiel d>
</ obj ect >
</ obj ect - par an>
<obj ect - par an>
<nane>out goi ngSer ver </ nane>
<descri pti on>descri pti on</descri pti on>
<obj ect type="org.exoplatformnmail.service.Mil SettingConfig">
<fiel d name="nane"><string>out goi ngServer</string></field>
<field nane="user Al | owed" ><bool ean>t rue</ bool ean></fi el d>
<field name="def aul t Val ue"><string>sntp.gmail.conx/string></field>
</ obj ect >
</ obj ect - par an®
<obj ect - par an>
<nane>out goi ngPor t </ nanme>
<descri pti on>descri pti on</descri pti on>
<obj ect type="org.exoplatformmail.service.Mil SettingConfig">
<field name="nane"><string>out goi ngPort</string></field>
<field name="user Al | oned" ><bool ean>t rue</ bool ean></fi el d>
<field nane="def aul t Val ue" ><stri ng>465</string></fiel d>
</ obj ect >
</ obj ect - par an®
<obj ect - par an®>
<nane>accept | ncom ngSecur eAut henti cati on</ nane>
<descri pti on>descri pti on</descripti on>
<obj ect type="org.exoplatformmail.service. Mail SettingConfig">
<field name="nane"><string>accept| ncom ngSecur eAut henti cati on</string></fie
<field name="user Al | oned" ><bool ean>t r ue</ bool ean></fi el d>
<field name="def aul t Val ue"><string>true</string></field>
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</ obj ect >
</ obj ect - par an>
<obj ect - par an>
<nane>i ncom ngSecur eAut henti cati on</ nane>
<descri pti on>descri pti on</descri pti on>
<obj ect type="org.exoplatformmail.service.Mil SettingConfig">
<field name="nane"><string>i ncom ngSecur eAut henti cati on</string></field>
<field name="user Al | oned" ><bool ean>t rue</ bool ean></fi el d>
<field name="def aul t Val ue" ><string>starttls</string></field>
</ obj ect >
</ obj ect - par an®
<obj ect - par an®>
<nane>i ncom ngAut henti cat i onMechani snx/ nanme>
<descri pti on>descri pti on</descri pti on>
<obj ect type="org.exoplatformmail.service.Mil SettingConfig">
<field name="nane"><string> ncom ngAut henti cati onMechani snx/string></fiel d>
<field name="user Al | oned" ><bool ean>t rue</ bool ean></fi el d>
<field name="def aul t Val ue" ><string>pl ai n</string></field>
</ obj ect >
</ obj ect - par an®
<obj ect - par an®>
<nane>accept Qut goi ngSecur eAut henti cati on</ nane>
<descri ption>descri pti on</descri pti on>
<obj ect type="org.exoplatformmail.service. Mail SettingConfig">
<field name="nanme"><string>accept Qut goi ngSecur eAut henti cati on</string></fie
<field name="user Al | oned" ><bool ean>t r ue</ bool ean></fi el d>
<field name="def aul t Val ue"><string>true</string></field>
</ obj ect >
</ obj ect - par an®
<obj ect - par an®
<nanme>out goi ngSecur eAut henti cati on</ nane>
<descri pti on>descri pti on</descri pti on>
<obj ect type="org.exoplatformmail.service.Mil SettingConfig">
<field nanme="nane" ><stri ng>out goi ngSecur eAut henti cati on</string></field>
<field name="user Al | owed" ><bool ean>t rue</ bool ean></fi el d>
<field nane="defaul t Val ue"><string>starttl s</string></field>
</ obj ect >
</ obj ect - par an>
<obj ect - par an®
<nane>out goi ngAut hent i cati onMechani snx/ nane>
<descri pti on>descri pti on</ descri pti on>
<obj ect type="org.exoplatformmail.service. Mail SettingConfig">
<field nanme="nane" ><stri ng>out goi ngAut henti cati onMechani snx/string></fiel d>
<field name="user Al | oned" ><bool ean>t rue</ bool ean></fi el d>
<field nane="def aul t Val ue" ><string>pl ai n</ string></field>
</ obj ect >
</ obj ect - par an>
</init-parans>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Detalls:;

* Name: cs. mai | . servi ce. settings - The name of the mail settings.
e Set-method: addpPl ugi n - The plugin which registers the method.
e Type org. exopl atform mai | . servi ce. Mai | Set ti ngConfi gPl ugi n - The plugin's class name.

e object type: org. exopl atform mail.service. Mail SettingConfig - A class of object that contains a
specific setting.

« Description: Describes what the setting is or what the setting does.

Object-param Desciption

leaveOnServer Options to keep the message on the mail server after
it has been downloaded to the Mail application of
eXo Collaboration.
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Object-param Desciption

incomingServer The default incoming server used to check new mails.

incomingPort The default port of the incoming server used to check
new mails.

outgoingServer The default port of the outgoing server used to send
new mails.

outgoingPort The default outgoing port to send new mails.

acceptlncomingSecureA uthentication Accept the secure authentication of the incoming
server.

incomingSecureAuthentication The type of incoming secure authentication.

incomingA uthenti cationM echanism The type of incoming authentication mechanism.

acceptOutgoingSecureA uthentication Accepts the secure authentication of the outgoing
server.

outgoingSecureAuthentication The type of outgoing secure authentication.

outgoingA uthenticationM echanism The type of incoming authentication mechanism.

The object parameters have the same field names, but the values of the parameters are different.

Field names Description Possible values
name The field name in the account  String

settings form.
userAllowed Allow users to edit the field in the Boolean

account settings form or not.

defaultValue The default value of thefield in the String
account settings form.

3.2.7. Social Integration Configuration

The Socid Integration Configuration is applied in
/extensi on/webapp/src/mai n/webapp/WEB-1NF/cs-extensi on/cs/social -integrati on/soci al -integr ation-configuration.xml.

3.2.7.1. CalendarDatalnitialize

<ext er nal - conponent - pl ugi ns>
<t arget - conponent >or g. exopl at f orm soci al . cor e. space. spi . SpaceServi ce</t ar get - conponent >
<conponent - pl ugi n>
<name>Cal endar Dat al ni ti al i ze</ nane>
<set - net hod>addSpaceli st ener </ set - net hod>
<type>org. exoplatformcs. ext.inpl.Cal endarDatalnitialize</type>
<i ni t - par ans>
<val ue- par an»
<nane>port| et Nane</ name>
<val ue>Cal endar Por t | et </ val ue>
</ val ue- par an®
</init-parans>
</ conponent - pl ugi n>
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</ ext er nal - conponent - pl ugi ns>

Details:

* Name: cal endar Dat al ni ti al i ze - The name of plugin.
e Set-method: addSpacelLi st ener - The plugin which registers the method.

e Type: org. exopl atformcs. ext.inpl.Cal endarDatalnitialize - A classthat executes all requirements of
the plugin.

« Description: Itisused to initialize a calendar for agroup in a specific space.

See the detail s about the init-params of the component in the following table;

value-param Description Possible value Default value

portletName The name of the portlet | String Cal endar Port | et

3.2.7.2. ContactDatalnitialize

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl atf orm soci al . core. space. spi . SpaceSer vi ce</t ar get - conponent >
<conponent - pl ugi n>
<name>Cont act Dat al ni ti al i ze</ nane>
<set - met hod>addSpaceli st ener </ set - net hod>
<type>org. exoplatformcs.ext.inpl.ContactDatalnitialize</type>
<i ni t - parans>
<val ue- par an»
<nane>port| et Nane</ nanme>
<val ue>Cont act Port | et </ val ue>
</ val ue- par an>
</init-parans>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Details;

* Name: Cont act Dat al ni ti al i ze - The name of the plugin.
» Set-method: addSpaceLi st ener - The plugin which registers the method.

e Type: org. exopl atformcs. ext.inpl.ContactDatalnitialize - A class that executes all the requires of
the plugin.

« Description: It isaplugin used to initialize an address book for a group in a specific space.

See the details about the init-params of the component in the following table:

value-param Possible value Default value Description

portletName String Cont act Por t | et The name of the portlet.

3.2.7.3. ContactSpaceActivityPublisher
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<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm cont act . servi ce. Cont act Ser vi ce</tar get - conponent >
<conponent - pl ugi n>
<nane>Cont act Event Li st ener </ nane>
<set - net hod>addLi st ener Pl ugi n</ set - net hod>
<t ype>or g. exopl at form cs. ext . i npl . Cont act SpaceActi vi t yPubl i sher</type>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Details:;

* Name: Cont act Event Li st ener - The name of the plugin.
» Set-method: addLi st ener Pl ugi n - The plugin which registers the method.

e Type org.exoplatformcs. ext.inpl.Contact SpaceActivityPublisher - A class that executes all
requirements of the plugin.

« Description: It isaplugin used to customize the activity status of a specific space when an event happens on
an address book.

3.2.7.4. CalendarSpaceActivityPublisher

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm cal endar. servi ce. Cal endar Ser vi ce</t ar get - conponent >
<conponent - pl ugi n>
<nane>Cal endar Event Li st ener </ nane>
<set - met hod>addEvent Li st ener Pl ugi n</ set - net hod>
<type>org. exopl atform cs. ext. i npl. Cal endar SpaceActi vi t yPubl i sher</type>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Detalls:;

* Name: cal endar Event Li st ener - The name of the plugin.
e Set-method: addEvent Li st ener Pl ugi n - The plugin which registers the method.

e Type: org. exopl atform cs. ext.inpl . Cal endar SpaceActi vityPubl i sher - A class that executes all the
requires of the plugin.

« Description: It isaplugin used to customize the activity status of a specific space when an event happens on
acaendar.

3.2.7.5. PortletPreferenceRequiredPlugin

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm soci al . cor e. space. spi . SpaceServi ce</t ar get - conponent >
<conponent - pl ugi n>
<nane>portlets. prefs.required</ nane>
<set - met hod>set Port | et sPref sRequi r ed</ set - net hod>
<t ype>or g. exopl at f orm soci al . core. appl i cati on. Port| et Pref erenceRequi redPl ugi n</ t ype>
<i ni t - parans>
<val ues- par an>
<nane>port| et sPref sRequi r ed</ nane>
<val ue>Cal endar Port | et </ val ue>
<val ue>Cont act Port | et </ val ue>
</ val ues- par an»
</init-parans>
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</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Details:;

e Name: ortl ets. prefs. required - The name of the plugin.
e Set-method: set Port | et sPref sRequi red - The plugin which registers the method.

* Type: org. exopl atform soci al . core. application. Portl etPreferenceRequiredPlugin - A class that
executes all the requires of the plugin.

» Description: Itisaplugin used to declare the application that will automatically create database.

See the details about the init-params of the component in the following table:

value-param Possible value Default value Description
portletsPrefsRequired  String Cont act Port | et / The name of plugin
Cont act Port | et added to SpaceService.

3.3. Data Injectors

Data injectors are used to create data for performance test. This part will describe which data injectors are
implemented in eXo Collaboration and how to use them.

In eXo Collaboration, data injectors are implemented as plug-ins attached to the
org.exoplatform.services.bench.Datal njector Service service and handled via RESTful requests. This service is
normally registered to the portal container as a general component.

To use this service, add the following dependency to the Classpath of the server:

<dependency>
<gr oupl d>or g. exopl at f or m commons</ gr oupl d>
<artifact!|d>exo. pl atform commons. conponent</artifact|d>
</ dependency>

To activate the Datal njector Service component, you need to register it to a portal container by the following
configuration:

<conponent >
<t ype>or g. exopl at f orm servi ces. bench. Dat al nj ect or Servi ce</type>
</ conponent >

When you want to inject data for a specific product, you must implement a class which extends
"org.exoplatform.services.bench.Datalnjector” and register it to the DatalnjectorService component as a

plug-in.

In eXo Collaboration, there are three plug-ins attached to the Datal njector Service component:

¢ ContactDatal njector
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e CdendarDatal njector

» MailDatal njector

3.3.1. ContactDatalnjector

The ContactDatalnjector plug-in is used to manage datainjection of the Address Book application.
To usethis plug-in, do asfollows:

1. Add the following configuration to the configuration.xml file to register the plug-in to the
Datal njector Service component:

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm servi ces. bench. Dat al nj ect or Servi ce</t ar get - conponent >
<conponent - pl ugi n>
<nane>Cont act Dat al nj ect or </ nane>
<set - net hod>addl nj ect or </ set - net hod>
<type>org. exopl atf orm cont act . servi ce. bench. Cont act Dat al nj ect or </ t ype>
<description>inject data for Contact</description>
<i nit-parans>
<val ue- par an®»
<nanme>mA</ nane> <!-- maxi mum nunber of address books -->
<val ue>5</val ue>
</ val ue- par an>
<val ue- par an»
<nanme>nC</ nane> <! -- maxi mum nunber of contacts per a address books -->
<val ue>10</ val ue>
</ val ue- par an®
</init-parans>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

In which:;
e Name: Cont act Dat al nj ect or
* Set-method: addl nj ect or

* Type: org. exopl at f orm cont act . servi ce. bench. Cont act Dat al nj ect or

Parameters Possible Values Default Values Description

mA number 5 The maximum number of
address books of the
Address Book application
in each injection.

mC number 5 The maximum number of

contacts of an address
book in each injection.

2. Execute the injector by the RESTful request as follows:

http://{domai n}/{rest}/bench/inject/ Contact Dat al nj ect or 2mA=5&n1C=10
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In which:
¢ {domain}: The domain name of the server.

e {rest}: The name of eXo REST service.

3.3.2. CalendarDatalnjector

The CalendarDatalnjector plug-in is used to manage data injection in the Calendar application.
To use this plug-in, do as follows:

1. Add the following configuration to the configuration.xml file to register the plug-in to
Datal njector Service component:

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm servi ces. bench. Dat al nj ect or Servi ce</t ar get - conponent >
<conponent - pl ugi n>
<nane>Cal endar Dat al nj ect or </ nane>
<set - mnet hod>addl nj ect or </ set - net hod>
<t ype>or g. exopl at f orm cal endar . bench. Cal endar Dat al nj ect or </ t ype>
<description>inject data for Cal endar</description>
<i ni t - parans>
<val ue- par anp
<nanme>nmt </ nane> <!-- npaxi num nunber of categories -->
<val ue>5</val ue>
</ val ue- par an>
<val ue- par an®»
<nane>nEcat </ nane> <!-- npaxi mum nunber of event categories -->
<val ue>10</ val ue>
</ val ue- par an>
<val ue- par an»
<nane>ntal </ nane> <!-- maxi nrum nunber of cal endars -->
<val ue>10</ val ue>
</ val ue- par an
<val ue- par an»
<nane>nEv</ nane> <!-- npaxi nrum nunber of events -->
<val ue>5</val ue>
</ val ue- par an
<val ue- par an>
<nane>nira</ name> <!-- maxi mum nunber of tasks -->
<val ue>5</ val ue>
</ val ue- par an»
<val ue- par an»
<nane>t ypeXf | nj ect </ nane> <!-- type of inject -->
<val ue>al | </val ue> <!-- string all/public/private -->
</ val ue- par an>
</init-parans>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

In which:
¢ Name: Cal endar Dat al nj ect or
¢ Set-method: addl nj ect or

* Type: or g. exopl at f orm cal endar . bench. Cal endar Dat al nj ect or

the
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Parameters Possible Values Default Values Description

mCt number 5 The maximum number of
categories in each
injection.

mEcat number 10 The maximum number of
event categories in each
injection.

mCal number 10 The maximum number of
calendars in each
injection.

mEv number 5 The maximum number of

events in one calendar in
each injection.

mTa number 5 The maximum number of
tasks in one calendar in
each injection.

typeOfinject String all The type of injection,
including "public”,
"private" and "al". If the
type is set as "public",
only public calendars are
created. If the type is set
as "private", only
personal calendars are
create. If the typeis set as
"al", both the public and
private ones are created.

2. Execute the injector by the RESTful request as follows.

http://{domai n}/{rest}/bench/inject/ Cal endar Dat al nj ect or ?nCt =5&rEcat =10&nCal =10&nEv=20&nra=20&t ypef | nj ect =pri ve

3.3.3. MailDatalnjector

The MailDatalnjector is used to manage data injection in the Mail application.

Because of the quite complicated architecture of the Mail application in eXo Collaboration, the injector uses a
simple mail server (a mock server) to simulate the way a mail server works. This will create real mail data
without mocking effort from the injector and create a reliable testing environment.

To use the injector, do asfollows:

1. Add the Greenmail library to the classpath of the web server (in tomcat, copy it to the lib folder). The library
is Greenmail 1.3.1b but including some bug fixes which are not updated in the counterpart version of Icegreen.
(To have the library, contact eXo Support team).

2. Initialize this component as a service of Gateln, then it will be invoked by MailDatal njector.
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<conponent >
<t ype>or g. exopl atform nui | . servi ce. bench. Si npl eMai | Serverlnitializer</type>
</ conponent >

3. Register MailDatal njector to Datal njector Service by the following configuration:

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm servi ces. bench. Dat al nj ect or Servi ce</t ar get - conponent >
<conponent - pl ugi n>
<nane>Mai | Dat al nj ect or </ nane>
<set - met hod>addlI nj ect or </ set - net hod>
<type>org. exopl atform mai | . servi ce. bench. Mai | Dat al nj ect or </ t ype>
<description>inject data for Contact</description>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

In which:
e Name: Mai | Dat al nj ect or
* Set-method: addl nj ect or

e Type: or g. exopl at f orm mai | . servi ce. bench. Mai | Dat al nj ect or
3.3.4. Usage of MailDatalnjector

e Toinsert mail datainto the Mail application, the request link is as follows:

http://{domai n}/{rest}/bench/inject/ Mil Dat al nj ect or/ ?user s=nary, r oot &account s=2, account & nPr o=l MAP&check=t r ueé

Params Values Description

users String The list of users sepereated by
commas.

accounts String The number of accounts injected

by the data injector. This value
consists of two parts seperated by
commas. the first is the number of
accounts of an user, the second is
the prefix of the account Id.

inPro String The incoming protocol. The
possible values are. POP3 and
IMAP.

check Boolean Specify if checking mails after the

data are created on the mail server
or not. If the value is true, the
injector will execute checking new
message tasks sequentially. This
task can take some time if the data
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Params Values Description
arelarge.
msgs Number The number of messages will be

available in each account.

attSize Number The size of an attachment. If it
does not exist or is equal to O, ho
file is attached to the mail

message.

¢ To reject mail data from the Mail application, the request link is as follows:

http://{domain}/{rest}/bench/reject/Mil Datal nj ect or/ ?user s=r oot &ccount s=2, account

Thislink will request for removing 2 accounts of "root" of which Id starts with "account".

Note

e
By default, such settings have been declared in
"csdemo.war/WEB-INF/conf/csdemo/cs/bench-configuration.xml”. Therefore, to save time, you
should import the bench-configuration.xml file to " csdemo.war/WEB-1NF/conf/configuration.xml”,
and then modify it as your purpose rather than create a new one.

3.4. eXo Chatserver Configuration

3.4.1. Openfire Configuration

The Chat service of eXo Collaboration is a Jabber engine powered by Openfire. eXo Platform will delegate the
actual Jabber protocol communication to Openfire.

Y ou have the full latitude to configure Openfire. There are two possible waysto do it:

* The admin console: http://localhost:9090/.

» The openfire.xml file in $openfire_home/conf/.

3.4.1.1. Configuration in Openfire.xml

The Openfire server has a single configuration file called openfire.xml and located under the exo-openfire/conf
directory. Configuration is based on properties expressed in an XML syntax. For example, to set the property
prop.name.is.blah=value, you would write this xml snippet:

<pr op>
<nanme>
<i s>

<bl ah>val ue</ bl ah>
</is>
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</ nane>
</ pr op>

Openfire has an extensive list of configuration properties. You can read a list of all properties on this page:
http://www.igniterealtime.org/community/docs/ DOC-1061.

3.4.1.2. eXo specific configuration

The eXo Collaboration bundle comes with a pre-configured Openfire server. It is bundled with some eXo
plugins and configurations that allow connectivity with eXo Platform. The key properties for integration are:

 provider.auth.className: An implementation of the AuthProvider interface for authentication of users on the
Chat server.

e provider.users.className: An implementation of the UserProvider interface to which Openfire will delegate
users management.

 provider.groups.className: An implementation of the GroupProvider interface to which Openfire will
delegate groups management.

eXo Platform provides implementations for these 3 interfaces with ExoAuthProvider, ExoUserProvider,
ExoGroupProvider. These implementations are based on the eXo REST framework and let you configure the
endpoints within the openfirexml file with additional properties:

Property Default value Description

exo.env.server BaseURL http://1 ocal host: 8080/ ## The base URL of the server.

eXo.env.restContextName rest The context name of REST Web
application.

provider.authorizedUser.name  root The username to authenticate to
accessthe HTTP REST service.

provider.authorizedUser .passwordgt n The password matching with

provider.authorizeduser.name.
exoAuthProvider.authenticationURlor gani zat i on/ aut hent i cat e/ The URL to authenticate users.

exoAuthProvider.authenticationM etts The HTTP method used for the
authentication method.

exoUser Provider .findUsersSURL  /organi zati on/ xm /user/fi nd-al | The URL to find all users.

exoUser Provider .findUser sM ethodGet The HTTP method used to find all
usersin the system.

exoUser Provider.getUsersURL /organi zati on/ xm / user/ vi ew-r anddle URL to retrieve a range of
users.

exoUser Provider.getUsersMethod GeT The HTTP method used for
user/view-range.

exoUser Provider.user sCountURL | / or gani zati on/ xn / user/ count | The URL to count the number of
users.

exoUser Provider .user sCountM ethagET The HTTP method used to count
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Property Default value Description

the number of users.

exoUser Provider.userInfoURL | /organi zation/xm /user/info/ | The URL to get the information of
users.

exoUser Provider.userInfoMethod GET The HTTP method used to get the
information of users.

exoGroupProvider.grouplnfoURL / or gani zati on/ xm / group/info/  The URL to get the information of
agroup of users.

exoGroupProvider.groupl nfoM ethadr The HTTP method used to get the
information of a group of users.

exoGroupProvider.getGroupsAllURAr gani zat i on/ xm / gr oup/ vi ew al he URL to view a list of all user
groups.

exoGroupProvider.getGroupsAllMetdtod The HTTP method used to view a
list of all user groups.

exoGroupProvider.getGroupsRangelieani zat i on/ xm / group/ vi ew-frdrh@ olJRL to list groups in a
specific range.

exoGroupProvider.getGroupsRangahtethod The HTTP method used to list
groups in a specific range.

exoGroupProvider.getGroupskor Usser YHRLzat i on/ xm / gr oup/ gr oups- fldie WRL/ to list groups to which a
user belongs.

exoGroupProvider.getGroupskor UserM ethod The HTTP method used to list
groups to which a user belongs.

exoGroupProvider.groupsCountURbr gani zat i on/ xn / group/ count  The URL to count the number of
groups.

exoGroupProvider.groupsCountM ettod The HTTP method used to count
the number of groups.

As you can see, the default settings will only work if eéXo Platform is deployed on the same host as Openfire,
on the port 8080.

Note

"9
restContextName is used to specify the Openfire server that is dedicated for the porta. If the
eXo.env.restContextName system property exists, it will override this value.

The eXo.env.restContextName system property can be set by specifying the -D option to the Java
command when running Openfire.

For example:

 If the Openfire server is dedicated for the portal named "porta"”, the command will have the
following format: java -DeXo.env.restContextName=rest -jar ../lib/startup.jar .
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» If the Openfire server is dedicated for the portal named "csdemo"”, the command will have
following format: java -DeXo.env.restContextName=rest-csdemo -jar ../lib/startup.jar..

By default, the Openfire server is dedicated to the portal named "portal”.

3.4.2. System Configuration

Openfire makes use of several ports for communication.

Interface Port Type Description

All addresses 5222 dient to Server The standard port for
clientsis to connect to the
server. Connection may
or may not be encrypted.
You can update the
security settings for this
port.

All addresses 9090 & 9091 Adnin Consol e The ports used for the
unsecured and secured
Openfire Admin Console
accesses respectively.

All addresses 7777 File Transfer Proxy The port used for the
proxy service that allows
files to be transferred
between two entities on
the XM PP network.

All addresses 3478 & 3479 STUN Servi ce The port used for the
service that  ensures
connectivity between
entities behind aNAT.

Y ou can view the table above in http://hostname: 9090/index.jsp after you have logged into the Openfire's web
console and also customi ze those ports by yourself.

3.4.3. AS configuration

To enable the propagation of identity across the Chat webapp, you are required to enable the SSO valve on the
Tomcat-based Application server.

 For the Jboss server, edit jboss/server/default/depl oy/jboss-web.depl oyer/server .xml.

* For the Tomcat server, edit tomcat/conf/server.xml.

The valve should aready be there, you just heed to uncomment it if it is not already done.
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<Val ve cl assNanme="or g. apache. cat al i na. aut henti cat or. Si ngl eSi gnOn"/ >

In case of the cluster deployment, you may want to use d ust er edSi ngl eSi gnOn instead.

<Val ve cl assName="or g.] boss. web. t ontat . servi ce. sso. C ust er edSi ngl eSi gnOn"/ >
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Chapter 4. JCR Structure

eXo Collaboration is a JCR-based product, so data of eXo Collaboration are managed by the eXo-JCR service
with each specific structure. The chapter aims at outlining the JCR structure of each application in eXo
Collaboration through diagrams and then describing properties of main node types.

Each diagram shows nodes and their primary node types. Every node/child node must have only one primary
node type represented in the round bracket () under the node/childnode, but may also have many mixin node
types. Because mixin nodes cannot define the node structure like the primary nodes, they are not shown in the
diagrams and their properties hereafter are not described.

Note

9
To learn more about the eXo Collaboration JCR Structure, you should have the certain knowledge
of JCR.

4.1. Calendar JCR Structure

The Caendar data are saved in eX0-JCR under the CalendarApplication data directory. The Calendar JCR
Structure is divided into two main branches: one for public (exo:application) and the other for users (Users).

The whole JCR structure of Calendar can be visualized in the diagram below:

4.1.1. calendars

The Calendars node of the nt:unstructured type contains the child nodes of the exo:calendar type. When a
caendar is created by users or the default ones in the system, it is stored under the calendars node:
Calendar Application/calendars/%calendar_id%. Its node type is exo:calendar that has the following
properties:

Property name Required type Multiple Description

exo:id String false The Id of the calendar.

exo:name String false The name of the calendar.

exo:description String false The brief description of
the calendar.

exo:viewPermissions String true The list of users/groups
having the view
permissions.

exo:editPermissions String true The list of users/groups
having the edit
permissions.

exo:groups String true The list of user groups to
which  the caendar
belongs.
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Property name

exo:categoryld

exo:calendarColor

exo:calendarOwner

Required type
String

String

String

Multiple
false

false

false

Description

The Id of the category
containing the calendar.

The color name of the
calendar that is defined in

the org.exoplatform.web
ui.form.ext.UlFormColor Picker
class (such as Sy blue,
Powder blue).

The name of the user
creating the calendar.

exo:locale

exo:timeZone

String

String

fase

fase

Location where the
calendar is set in format
of the uppercase 1SO
3166 3-letter country
code.

The Id of the time zone
that is set by the user in
compliance with the Java
class: java.util. TimeZone.

exo:publicUrl

exo:privateUrl

String

String

false

fase

The public ICAL link of
the calendar.

The private ICAL link of
the calendar.

When a user shares his own calendar with other users, the Id of the calendar node is referred to the node under
the sharedCalendar node: Calendar Application/sharedCalendar5%user_id% following the JCR reference

mechanism.

In case of users private calendar, two mixin node types exo:remoteCalendar and exo:calendar Shared can be
added to the exo: calendar node type.

» The exo:remoteCalendar mixin node type has the following properties:

Property name

exo:remoteUrl

exo:remoteType

exo:username

Required type
String

String

String

Multiple
false

fase

fase

Description

The URL of the remote
calendar.

The type of the remote
calendar, including
ICdendar (ics) and
CaDav.

The username used to
access the remote
calendar.
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Property name

exo:password

Required type
String

Multiple
false

Description

The password used to
access the remote
calendar.

exo:syncPeriod

exo:lastUpdated

String

Date

fase

false

The period the remote
calendar is synchronized.
auto, 5 minutes, 10
minutes, 15 minutes, 1
hour, 1 day, 1 year

The last update of the
remote calendar.

exo:beforeDate

exo:afterDate

» The exo: calendar Shared mixin node type has the following properties:

Property name

exo:sharedld

String

String

Required type

Reference

fase

fase

Multiple

true

The period before the
current date in which the
cdendar is checked out,
including the values:
None (the unlimited
time), 1 week, 2 weeks,
Imonth, 2 months, 3
months, 6 months and 1
year.

The period after the
current date in which the
calendar is checked out,
including the values:
Forever (the unlimited
time), 1 week, 2 weeks,
Imonth, 2 months, 3
months, 6 months and 1
year.

Description

The user lds who are
shared the calendars.

An event can have many attachments which are stored under the attachment node of the

exo: eventAttachmenttype:

Calendar Application/calendar s/%calendar_id%/%event_id%/attachment/%attachment_id%. The
exo: eventAttachment node type has the following properties:

Property name

Required type

Multiple

Description

exo:fileName

String

fase

The name of the attached
file.
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4.1.2. eventCategories

The eventCategories node contains all event categories. When an event category is created, it is stored in a
node of the exo:eventCategory type, under the eventCategories node defined at the path:
CalendarA pplication/eventCategories/%eventcategory _id%.

This node type has the following properties:

Property name Required type Multiple Description

exoiid String false The Id of the category to
which an event belongs.

exo:name String false The name of the category
to which an event
belongs.

exo:description String false The brief description of
the category to which an
event belongs.

Each event category node contains the calendar event node of the exo:calendar Event) type. This node of the
exo: calendar Event type is stored at the path:
Calendar Application/eventCategories/%eventcategory _id%/%event_id%.

This node type has the following properties:

Property name Required type Multiple Description

exo:id String false The Id of the event.

exo:eventType String false Type of the event,
including Event and
Task.

exo:summary String false The summary of the
event.

exo:location String false The location where the
event will take place.

exo:taskDelegator String false The name of the user
being delegated the task.

exo:description String false The brief description of
the event.

exo:eventCategoryld String false The Id of the category

containing the event.

exo.eventCategoryName | String false The name of the category
containing the event.

exo:caendarld String false The Id of the calendar
containing the event.

exo:fromDateTime Date false The start time of the
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Property name

Required type

Multiple

Description

event.

exo:toDateTime

exo:priority

exo:isPrivate

exo:eventState

exo:invitation

exo:participant

exo:participantStatus

Date

String

Boolean

String

String

String

true

fase

fase

false

fase

true

true

String

The end time of the
event.

The preference order of
the event, including 4
values; none, low,
normal, high.

Define if the event is
private or not.

The state of the event
which depends on each
event type.

The list of email
addresses of users being
invited to the event. This
property is for the Event

type only.

The list of users being
invited to the event. This
property is for the Event

type only.

The dsatus of the
participant, including
name and status value.

exo:message

exo:repeat

exo:sendOption

String

String

String

fase

fase

fase

The content of the
invitation email.

Repetition type of the
event, including:
"norepeat”, "daily",
"weekly", "monthly",
"yearly", "weekend",
"workingdays".

The option to notify users
before  sending  the
invitation via email:
never (not sending all
time), aways (sending
without asking) and ask
(asking before sending).

4.1.3. categories

The categories node of the nt:unstructured type contains the child nodes of the exo:calendarCategory type.
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These child nodes containing the Id of the calendars in the categories are stored under the categories node:
Calendar Application/categories/%cal endar categories_id%.

The exo: calendar Category node type has the following properties:

Property name Required type Multiple Description

exo:id String false The Id of the category to
which a calendar belongs.

exo:name String false The name of the category
to which a calendar
belongs.

exo:description String false The brief description of

the category to which a
calendar belongs.

exo:calendarlds String true A list of calendar Ids
belonging to the category.

4.1.4. eXoCalendarFeed

The eXoCalendarFeed of the nt:unstructured type contains iCalendars, webDavCalendars as child nodes
and others of the exo:rssData type.

The exo:rssData node type has the following properties:

Property name Required type Multiple Description

exo:baseUrl String false The original link to the
RSS source.

exotitle String false Thetitle of the feed.

exo:content Binary false The content of the feed.

TheiCalendar s node of the nt: unstructured type contains the child nodes of exo:iCalData type.

The exo:iCalData node type has the following properties:

Property name Required type Multiple Description

exo:data Binary false The exported content of
the caendar in the
ics.format.

The webDavCalendars node of the ntiunstructured type contains the child nodes of the
exo: caldavCalendar Event type.

The exo: cal davCal endar Event node type has the following properties:
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Property name Required type Multiple Description

exo:caldavHref String false The URL of the remote
calendar event.

exo:caldavEtag String false The tag of the remote
calendar event.

4.1.5. Yooyyyy%

The Y%yyyy% of the nt:unstructured type has the name beginning with the Y character followed by the year
name having 4 numbers. It contains all the child nodes of M% mm%.

The M% mm% of the nt:unstructured type has the name beginning with the M character followed by the
month name having 2 numbers. It contains all the child nodes of D% dd% .

The D% dd% of the nt:unstructured type has the name beginning with the D character followed by the date
having 2 numbers. This node has two child nodes: reminder and events.

The reminder node of the nt:unstructured type contains the child nodes named basing on the Id of the event.
This child node also has the nt:unstructured type. Each node is used to classify reminders of the same event.
Each reminder is stored under a node of the exo:reminder type:
Calendar Appli cation/ Y%yyyy%e/ M %mm%/D%dd%/r eminder §%event_id%/%reminder_id%.

The exo:reminder node type has the following properties:

Property name Required type Multiple Description

exoiid String false The Id of the reminder.

exo:eventld String false The event Id of the
reminder.

exo:creator String fase Define who creates the
reminder.

exo:aarmBefore Long false The amount of time that

the reminder message is
sent before the event

starts.
exo.email String false The list of emails to
which  the  reminder
message is sent.
exo:timelnterval Long false Interval for resending the
reminder message in
minutes.
exo:reminderType String false The types of reminders,
including email and
pop-up.
exo:fromDateTime Date fase The start time to send the
reminder.
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Property name Required type Multiple Description

exo:remindDateTime Date false The time to send the
reminder.

exo:isRepeat Boolean false Check if the reminder is
repeated or not.

exo:isOver Boolean fase Check if the reminder is
expired or not.

exo:summary String false The summary of the
reminder.

exo:description String false The brief description of

the reminder.

The events node of the nt:unstructured type contains the child node of the exo:calendarPublicEvent type
defined at the path: Calendar Application/Y%yyyy%/M%mm%/D%dd%/events/%event_id%.

Property name Required type Multiple Description

exo:id String false The 1d of the public
event.

exo.eventType String false Event type, including
Task and Event.

exo:caendarld String false The calendar 1d of the
public event.

exo:rootEventld String false The Id of each
corresponding node:
exo:calendarEvent.

exo:fromDateTime Date fase The start time of the
public event.

exo:toDateTime Date fase The snd time of the
public event.

exo:participant String true The list of users being
invited to the public
event.

exo:eventState String false The state of the public

event, including: busy,
available, outside.

The events node can add the exo:r epeatCalendar Event mixin node that has the following properties:

Property name

exo:repeatCount

Required type
Long

Multiple
false

Description

The number of times that
the event is repeated.
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Property name Required type Multiple Description

exo:repeatUntil Date false The given time until
when the event is
repeated.

exo:repeatinterval Long false The interval when the

event is repeated. It can
be day, week, month or
year corresponding to the
repetition type chosen of
day, week, month or year.

exo:repeatByDay String true The given days in a week
on which the event is
repeated.

exo:repeatByMonthDay  Long true The given day/date in a
month on which the event
is repeated.

exo:recurrenceld String false The Id of each event in
the event series.

exo:excludeld String true The Id of the events that
are removed from the
event series.

exo:isException Boolean false Show whether the event
is the exception in the
event series or not. This
case occurs when the
event is removed from
the repeated event series.

exo:originalReference Reference false The UUID of the event
that is repeated first.

exo:repeatFinishDate Date false The end date on which
the event is repeated.

4.1.6. calendarSetting

The calendar Setting node of the exo:calendar Setting type is stored in Calendar Application/cal endar setting.
The exo: calendar Setting node type has the following properties:

Property name Required type Multiple Description

exo:viewType String false View type of the
cdendar. For  more
details, refer to the
org.exoplatform.calendar.service.
Calendar Setting class.

exo:timelnterval Long false The interval for each
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Property name Required type Multiple Description

action displayed each Ul,
for example, dragging
and dropping one event in
the Calendar application.

exo:weekStartOn String false Define the start date of
one week, complying
with the

org.exoplatform.cal
endar.service.Calendar Setting

class.

exo:dateFormat String false Define the date format,
including dd/MM/yyyy,
dd-MM-yyyy,
MM/ddlyyyy, and
MM-dd-yyyy.

exo:timeFormat String false Define the time format,
including "hh:mm a" and
"HH:mm".

exo:location String false Location where the

caendar is set in format
of the uppercase 1SO
3166 3-letter country
code.

exo:timeZone String false The Id of the time zone,
which is set by the user in
compliance with the Java
class: java.util.TimeZone.

exo:showWorkingTime  false Boolean Check if the working
period is displayed or not.

exo:workingTimeBegin | String false Time to start working.
This property only takes
effect when
exo:showWorkingTime is
Set to true.

exo:workingTimeEnd String false Time to end working.
This property only takes
effect when
exo:showWorkingTime is
set to true.

exo:defaultPrivateCalendarsString true The list of the hidden
private calendars.

exo:defaultPublicCalendars String true The list of the hidden
public calendars.

exo:defaultSharedCal endarsString true The list of the hidden
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Property name Required type Multiple Description
shared calendars.
exo:sharedCalendarsColors String true Define the color of the
shared calendar, which is
in the format of calendar
id:color name.
exo:sendOption String false The option to notify users

4.2. Chat JCR Structure

=] Warning

before sending an
invitation via email:
never (not sending all
time), aways (sending
message without asking)
and ask (asking before
sending).

The Chat portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the

future.

The node type Ir: conver sation has the following properties:

Property name Required type Description
Ir:conversationstartDate Date Start date of the conversation.
Ir:conversationlastActiveDate Date Last date when the conversation is

The node type Ir : historicalmessage has the following properties:

updated.

Description

Jabber 1d of the user (or chat room)
sending (or containing) the

message respectively.

Property name Required type
Ir:messagefrom String
Ir:messageto String
[r:messagetype String

Jabber 1d of the user (or chat room)
to whom (to which) the message is
sent.

List of message types. For more
details, refer to the
org.jivesoftware.

smack.packet.Message. Type class.
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Property name Required type Description

[r:messagebody String Main content of the message.
Ir:messagedateSend Date Date when the message was sent.
Ir:messagereceive Boolean Check if the message has been

The node type Ir: par ticipantchat has the following properties:

Property name Required type
Ir:participantchatjid String
Ir:participantchatusername String

received or not.

Description
Jabber 1d of the user.

Username of the portal.

The node type Ir:interlocutor contains information regarding to the conversation between two users or of the

chat room. It has the following properties:

Property name Required type Description

Ir:conversationld String Id of the conversation which is the
JCR node name of Ir:conversation.

Ir:interlocutorjid String Jabber 1d of the chat room or user.

Ir:interlocutorname String Username or name of the chat
room.

Ir:interlocutorisRoom Boolean Define if the conversation is

performed between two users or is
of chat room.

The node type Ir :defaultpr esencestatus has the following properties:

Property name Required type

Ir:conversationlastActiveDate Date

Description

Date when the conversation is last
updated.

The node type Ir:presencestatus contains information regarding to the current status of user. It has the

following properties:

Property name Required type
Ir:userid String
Ir:status String

Description
Id of the user.

Current status of the user included
in the org.jivesoftware.smack.pack
et.Presence.Type class.
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4.3. Address Book JCR Structure

=] Warning

The Address Book portlet and its services are deprecated. It remains fully supported for eXo
customers, however it will not receive any enhancement and will be removed from the product
scopein the future.

The Address Book portlet is a JCR-based application. The Address Book data are stored in the eXo-JCR under
the ContactApplication data directory. The whole JCR structure of Address Book can be visualized in the
diagram below:

4.3.1. Contacts

The Contacts node of the nt:unstructured type has the child nodes of the exo:contact. When a contact is
created and added to an address book, it is stored in a node defined a the path:
ContactAppi cation/Contacts/%contact_id%. When a contact is tagged, it is saved in the tags node with the
exo:tags property. In case, a contact is shared to other users, it is referred to the SharedContact node of the
exo:sharedld type. The exo:contact node type has the following properties:

Property name Required type Multiple Description

exo:id String false Node name of the
exo:contact property.

exo:fullName String false The full name of the
contact.

exo:firstName String false The first name of the
contact.

exo:lastName String false The last name of the
contact.

exo:nickName String false The nickname of the
contact.

exo:gender String false The gender of the contact.

exo:birthday Date false The birthday of the
contact.

exo:jobTitle String false The job title of the
contact.

exo:emailAddress String true The email address of the
contact.

exo:exold String false The Id of the user in the
Chat application of eXo
Collaboration.

exo:googleld String false The Google Id of the
user.
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Property name Required type Multiple Description

exo:msnid String false The MSN Id of the user.

exo:aolld String false The AOL Id of the user.

exo:yahoold String false The Yahoo Id of the user.

exoicrld String false TheICR Id of the user.

exo:skypeld String fase The Skype Id of the user.

exo:icgld String false The ICQ Id of the user.

exo:homeAddress String false The home address of the
contact.

exo:homeCity String false The home city of the
contact.

exo:homeState province | String fase The home state/province
of the contact.

exo:homePostal Code String fase The home postal code of
the contact.

exo:homeCountry String false The home country of the
contact.

exo:homePhonel String false The primary home phone
number of the contact.

exo:homePhone2 String fase The secondary home
phone number of the
contact.

exo:homeFax String fase The home fax of the
contact.

exo:personal Site String fase The persona site of the
contact.

exo:workAddress String fase The address where the
contact works.

exo:workCity String fase The city where the
contact works.

exo:workState province | String fase The state/province where
the contact works.

exo:workPostal Code String false The postal code of the
location where the
contact works.

exo:workCountry String false The country where the
contact works.

exo:workPhonel String false The primary  phone

number at the contact's

working location.
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Property name Required type Multiple Description
exo:workPhone2 String false The secondary phone
number at the contact's
working location.
exo:workFax String false The fax number at the
contact's working
location.
exo:mobilePhone String false The mobile phone
number of the contact.
exo:webPage String false The website of the
contact.
exo:note String false The note about the
contact.
exo:categories String true The list of categories
created by the user.
exo:editPermissionUsers  String true The list of users obtaining
the edit permission.
exo:viewPermissionUsers  String true The list of users obtaining
the view permission.
exo:editPermissionGroups String true The list of groups
obtaining the edit
permission.
exo:viewPermissionGroups String true The list of groups
obtaining the  view
permission.
exo:tags String true The list of tag Ids which
the contact has marked.
exo:lastUpdated Date false The time when the
contact is last updated.
exo:isOwner Boolean false Show if this contact is the
contact of the user in the
system or not.
exo:.ownerld String false If the contact is a user in

the system, the owner Id
will be the username of
this user.

This node type may add the exo: contactShared mixin that has the following properties:

Property name

exo:sharedUserld

Required type

String

Multiple

false

Description

The name of the user
sharing the contact.

58



JCR Structure

Property name Required type Multiple Description

exo:sharedld Reference true The list of the references
to shared users/groups.s

4.3.2. ContactGroup

The ContactGroup node of the nt:unstructured type contains all the child nodes of the exo:contactGroup type.
These child nodes store address books and are stored in ContactApplication/ContactGroup/%addressbook id.
This node is also referred to the exo: contact node type with the exo: categories property. When an address book
is shared, it isreferred to the Shared AddressBook node with the exo: sharedld property.

The information of each address book is contained in a node of the exo:contactGroup type that has the
following properties:

Property name Required type Multiple Description

exo:id String false The Id of the address
book.

exo:name String false The name of the address
book.

exo:description String false The brief description of
the address book.

exo:editPermissionUsers | String true The list of users having
the permission to edit the
address book.

exo.viewPermissionUsers | String true The list of users having
the permission to view
the address book.

exo:editPermissionGroups  String true The list of groups having
the permission to edit the
address book.

exo:viewPermissionGroups String true The list of groups having
the permission to view
the address book.

4.3.3. tags

Tags are used to categorize the contacts in groups, so users can easily find the contacts. The tags node of the
nt: unstructured type contains the child nodes of the exo:contactTag type. When anew tag is created, it is stored
in a node defined at the path: ApplicationData/ContactApplications/tags/%tags id%. The information of each
tag is contained in a node of the exo: contactTag type that has the following properties:

Property name Required type Multiple Description
exo:id String false The Id of the tag.
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Property name Required type Multiple Description
exo:name String false The name of the tag.
exo:description String fase The brief description of
the tag.
exo:color String false The color of the tag.
4.3.4. Shared

When a contact or a address book is shared to other users, it is referred to the SharedContact or
SharedAddressBook node. Both of these child nodes have the nt: unstructured type.

4.4. Mail JCR Structure

=] Warning

The Mail portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the
future.

The node type exo:account has the following properties:

Property name Required type Description

exo:id String Id of the account.

exo:label String Name of the account.
exo:userDisplayName String Screen name of the user.

exo:email Address String Email address of the account.
exo:emailReplyAddress String Email address of the account

receiving replies.

exo:signature String Signature of the account.
exo:description String Brief description of the account.
exo:checkMailAuto Boolean Define if the mail is automatically

checked after agiven period or not.

exo:emptyTrash Boolean Define if the trash needs to be
cleaned up when exiting from the
Mail application or not.

exo:serverProperties String Information of the POP/IMAP
server configuration.

exo:smtpServerProperties String Information of the SMTP server
configuration.
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Property name

exo:lastCheckedTime

exo:checkAll

Required type
Date

Boolean

Description

Time when the account was last
checked.

Define if all folders of the mail are
checked or not.

exo:checkFromDate

exo:isSavePassword

exo:secureAuthsincoming

exo:secureA uthsOutgoing

exo:authMechslncoming

exo:authMechsOutgoing

exo:permissions

Date

Boolean

String

String

String

String

String

Get mails as from the given date
only if the  value  of
exo:serverProperties is set  for
configuring the IMAP server.

Define if the password is saved or
not.

Type of the incoming connection
for security. Its values include
starttls, ssl/tls.

Type of the outgoing connection
for security. Its values include
starttls, sd/tls.

Authentication mechanism of the
incoming connections. Its values
consist of ntlm, plain, login,
digest-md5, kerberos/gssapi,
cram-md>.

Authentication mechanism of the
outgoing connections. Its values
consist of ntlm, plain, login,
digest-md5, kerberos/gssapi,
cram-mdb.

Permissions of delegators.

The node type exo:folder has the following properties:

Property name Required type Description

exo:id String Id of the folder.

exo:name String Name of the folder.

exo:label String Absolute path referring to the
folder on the Mail server.

exo:unreadM essages Long Number of unread messages in the
folder.

exo:total M essages Long Total number of messages in the
folder.

exo:personal Boolean Define if the folder is created by

one user or the Mail system.
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Property name Required type Description

exo:folderType Long Type of folder, which is defined in
the javax.mail.Folder class.

exo:lastStartCheckingTime Date Start time of the last check in the
folder.

exo:lastCheckedTime Date End time of the last check in the

The node type exo: message has the following properties:

folder.

Property name Required type Description

exoiid String Id of the message.

exo:uid String Id of the message on the IMAP
server.

exo:inReply ToHeader String Id of the first message in the
matching thread.

exo:path String Absolute path of the exo:message
type.

exo:account String Id of the account.

exo:from String Value given in the From field in
the email message, containing
information of the sender, such as
full name and email.

exo:to String Value given in the To field in the
email message, containing
information of the receiver, such as
full name and email.

exo:cc String Value given in the CC field in the
email message, containing
information of the receivers, such
as full name and email.

exo:replyto String Value given in the Reply-To field
in the emall message, such as
emails.

exo:isUnread Boolean Define if the email has been read
or not.

exo:subject String Subject of the email message that
can be read from the Subject field.

exo:body String Main content of the email
message.

exo:sendDate Date Date when the email message was

sent.
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Property name Required type Description

exo:receivedDate Date Date when the email message was
received.

exo:size Long Capacity of the email message in
bytes.

exo:contentType String Content type of the email message,
for example: text/plan and
text/html.

exo:folders String List of folder Ids containing the
email message.

exo:tags String List of tag Ids marked in the email
message.

exo:star Boolean Define if the email message is
starred or not.

exo:hasAttach Boolean Define if any files are attached
with the email message or not.

exo:priority Long Preference order of the message
with 3 default values: 1 = High, 3
= Normal, 5= Low.

exo:lastUpdateTime Date Time when the message was last

updated.

The node type exo: mail Attachment has the following property:

Property name

exo:fileName

Required type
String

The node type exo: mailtag has the following properties:

Description

Name of the file attached in the
mail.

Property name
exo:id
exo:name
exo:description

exo:color

Required type
String
String
String
String

Description

Tag id of the mail.

Name of the tag.

Brief description of the mail tag.

Color of thetag which isdefined in
the

org.exoplatform.webui.form.ext. Ul FormColor P

class.

The node type exo:filter has the following properties:
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Property name Required type Description
exo:id String Filter id which is a unique and
randomized value.
exo:name String Name of the filter which is defined
by the user.
String
Filter email messages by each field
respectively:
exo:from * Erom
exo:to * To
exo:subject * Subject
exo:body * Body
Long

exo:fromCondition

exo:toCondition

exo:subjectCondition

exo:bodyCondition

Filter emails by the condition types
set in each property respectively:

* exo:from

* exo:to

* exo:subject

* exo:body

All these properties have two
values:

* 0 = returned messages contains
the value set in the corresponding

property.

* 1 = do not contain the value set
in the corresponding property.

exo:applyTag String
exo:applyFolder String
exo:keepl nbox Boolean

Apply the tag for the filtered email
messages.

Apply the folder for the filtered
email messages.

Define if the email message is still
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Property name Required type Description
kept in the Inbox folder or not.
exo:applyForAll Boolean If the value is set to "true" into the

The node type exo: mail Setting has the following properties:

exo:applyForAll property, the filter
will be executed for al email

Messages.

Property name Required type Description

exo:numberM sgPerPage Long Number of messages displayed in
one page.

exo:formatAsOrigina Boolean Define if the emaill message got
from the mail server is kept in the
original format or not.

exo:replyWithAttach Boolean Make the original message as the
attachment before replying or not.

exo:forwardWithAttach Boolean Make the original message as the
attachment before forwarding or
not.

exo:prefixMsgWith String Prefix for the message.

exo:periodCheckAuto Long Time interval to check the email
messages automatically.

exo:defaultAccount String Id of the user account that is
displayed by default when the user
logged in the Mail application.

exo:useWysiwyg String Define the Wysiwyg editor is used
or not.

exo:saveM sglnSent Boolean Define the sent email message is
saved to the Sent folder or not.

exo:layout Long Type of layout which is displayed
to the user.

exo:returnReceipt Long Action type of the user when

receiving the "return receipt" to
confirm the arrival of one email
message, including: 0 = ask, 1 =
never, 3 = aways.

4.5. RSS JCR Structure
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The node type exo:content has the following properties:

Property name Required type Description

id String Id of the content.

ownerType String Type of the owner. Its default
valueisuser.

ownerld String User Id of owner.

dataType String Type of data.

data String XML string of the content
navigation.

createdDate Date Created date of the content.

modifiedDate Date Modified date of the content.
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5.1. Extension points

There are some overridable components in eXo Collaboration so that you can control how these components
work by implementing or extending default implementations and then reconfigure these new componentsin the
configuration.xml file.

5.1.1. ContentDAO

ContentDAO is an overridable component used in the Content application (or called RSS reader) of exXo
Collaboration.

Y ou can find the configuration file at WEB-INF/cs-extensi on/cs/content/content-ser vice-configuration.xml with
the declaration as below:

<conponent >

<key>or g. exopl at f orm cont ent . servi ce. Cont ent DAO</ key>

<t ype>org. exopl atform content. servi ce. i npl . Cont ent DAO npl </ t ype>
</ conponent >

The example below is an example of plugin configuration:

<ext er nal - conponent - pl ugi ns>
<t arget - conponent >or g. exopl at f orm cont ent . servi ce. Cont ent DAO</ t ar get - conponent >
<conponent - pl ugi n>
<namne>r ssreader. | i st ener </ nane>
<set - net hod>addPI ugi n</ set - net hod>
<t ype>or g. exopl at f orm cont ent . servi ce. RSSCont ent Pl ugi n</ t ype>
<descri pti on>rss reader plugin</description>
</ conponent - pl ugi n>

<conponent - pl ugi n>
<nane>descri ption.|istener </ nane>
<set - met hod>addPI ugi n</ set - net hod>
<t ype>or g. exopl at f orm cont ent . servi ce. Descri pti onPl ugi n</t ype>
<descri pti on>Descri ption plugi n</descripti on>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

5.1.2. ContactLifeCycle

ContactLifeCycle is an interface to extend the capabilities of eXo Platform. The ContactLifeCycle lets you be
notified during the lifecycle of an address book's contact when a contact is added or modified.

An example of ContactLifeCycle has been implemented to integrate the Address Book application in the eXo
Socid's Spaces. See the following configuration at:
ext/social-integration/src/main/resour ces/conf/portal/configuration.xml.

See the following example:

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm cont act . servi ce. Cont act Servi ce</ t ar get - conponent >
<conponent - pl ugi n>
<nane>Cont act Event Li st ener </ nane>
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<set - net hod>addLi st ener Pl ugi n</ set - net hod>
<t ype>or g. exopl at form cs. ext . i npl . Cont act SpaceActi vi t yPubl i sher</type>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Details: Cont act SpaceActi vit yPubl i sher implements Contact Li feCycl e. This implementation publishes
activities in the space activity stream to notify of new and updated contacts in the space address book.

5.1.3. Transport

Transport is an overridable component used in the Chat application of eXo Collaboration.

This overridable component is used to help users add the protocol to the Chat application, such as. ICQ,
YAHOO, MSN, XMPP, AIM, GTALKk.

The Chat application of eXo Collaboration only uses the XMPP protocol that is implemented in the
XMPPTransport object.

5.1.4. EventLifeCycle

EventLifeCycle is an extension point used in the Calendar application of eXo Collaboration. You can find the
configuration file of this component at:
ext/social-integration/src/main/resour ces/conf/portal/configuration.xml.

See the following example:

<ext er nal - conponent - pl ugi ns>
<t ar get - conponent >or g. exopl at f orm cal endar . servi ce. Cal endar Ser vi ce</ t ar get - conponent >
<conponent - pl ugi n>
<nane>Cal endar Event Li st ener </ nane>
<set - met hod>addEvent Li st ener Pl ugi n</ set - net hod>
<t ype>org. exopl atform cs. ext. i npl . Cal endar SpaceActi vi t yPubl i sher</type>
</ conponent - pl ugi n>
</ ext er nal - conponent - pl ugi ns>

Details: Cal endar SpaceActi vi t yPubl i sher implements Event Li f eCycl e. It writes activities in the space
activity stream when events or tasks are added/modified.

5.2. Public REST APIs

eXo Collaboration implements and provides many public REST APIS to help built-in applications, such as
Calendar, Chat and Mail to communicate and transfer data with the server. By using these public REST APIs,
extended or 3rd party applications can make use of this to develop cool web applications faster without much
implementation.

5.2.1. Calendar application

The Calendar application of eXo Collaboration uses CalendarWebservice to provide all APIs for working with
calendars, such as creating personal/group calendars, sharing calendars, managing events/tasks.

The REST API of Calendar portlet is exposed by org.exoplatform.services.cs.calendar.CalendarWebservice
class.
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Service name

Calendar Webservice

Details:

Service URL L ocation

Description

$port al name/ $r est cont ext nane/ pri vat e/ cs/ cal endaCall extended services of

- Maven

org.exoplatform.cs

Artifactld:

exo.cs.web.webservice

$portalname: The name of the portal

groupld: ' the Calendar application.

$restcontextname: The context name of rest webapplication which is deployed to the "$portalname" portal .

Private: is optional and used for the protected access only. Such calls will require authentication.

APIsusage:

Use the following APIsto build all functions of the Calendar application:

Name Service URL | Parameters Expected Values Description
endpoint
checkpermission /private/cs/cal endar/check Permission/{ username} /{ calendarld} /typ€heck the
username user id permission of a user
to a cadendar,
calendarid calendar id aiming at defining if
the user has the edit
permission to the
type INVALI D_TY PE = calendar or not.
-1 /
PRIVATE TYPE =
0 /

SHARED_TYPE
1/ PUBLIC_TYPE
=2

event Iprivate/cs/calendar/event/{ username} /{ eventFeedName}
username user id
eventFeedName string

feed /private/cs/calendar/feed/{ username} /{ feedname} /{ filename}
username username
feedname string
filename string

publicProcess

username

/cs/calendar/subscribe/{ username} /{ calendarl d} /{ type}

user id

Return a feed RSS
that lists links to
access a specific
event.

Show the content of
a feed that is a list
of events in the
"filename" file.

Process the public

69




Developer reference

Name Service URL Parameters
endpoint
caendarld
type

Expected Values

caendar id

INVALID_TYPE
-1
PRIVATE_TYPE
0
SHARED_TYPE
1/ PUBLIC_TYPE
=2

I < I < 1

Description

calendar when
having a remote
access request.

privateProcess
username

cdendarID

type

Iprivate/cs/calendar/private/{ username} /{ calendarld} /{ type}

user id

caendar id

INVALID_TYPE
-1
PRIVATE_TYPE
0
SHARED_TYPE
1/ PUBLIC_TYPE
=2

I < I 1

Process the public
calendar when
having a remote
access request. User
must enter
username and
password to access.

upcomingEvent
currentdatatime

type

[imit

updateStatus Iprivate/cs/calendar/up@atestatus/{ taskid}

getCalendars /private/cs/cal endar/getical emdais

5.2.2. Mail application

Iprivate/cs/calendar/geti ssues/{ currentdatetime} /{ type} /{ limit}

valid time format

INVALID_TYPE
-1
PRIVATE_TYPE
0
SHARED_TYPE
1/ PUBLIC_TYPE
=2

I I

integer
task id

The list of
upcoming events in
a specific calendar.

Update the status of
atask.

Get a list of
caendars.

The Mail application of eXo Collaboration uses MailWebservice to provide all APIs for working with mail,

such as sending/checking/storing mail to JCR.
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REST API of the Mail portlet is exposed by org.exoplatform.services.cs.mail.MailWebservice class.
=] Warning

The Mail portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the

future.

Service name Service URL L ocation Description

M ailWebservice $por t al nanme/ $rest cont ext nane/ private/cs/mai|l  This service is used to
- Maven  groupld: cq| extended services of
org.exoplatform.cs the Mail application.
- artifactld:
exo.cs.web.webservice

¢ APIsUsage:

Use the following APIs to build all functions of the Mail application:

Name Service URL | Parameters Expected Values Description
endpoint

checkMail Icheckmail/{ username} /{ accountld} /{ folderld/}/ Check mails when
username user id having a request.
account!D account id
folderld folder id

synchFolders /synchfolders/{ username} /{ accountl d} / _ Synchronize the
username user id mail folders in the

clients and those in
the mail server.

account!D account id

stopCheckMail /stopcheckmail/{ username} /{ accountid}/ Stop checking the
username user id mail.
accountld account id

getCheckM ailJobl nfécheckmailjobinfo/{ username} /{ accounti d}/ _ The method to get
username user id information of the

mail-checking job.

accountld account id

sear chemail /searchemail /{ keywordiglywords string Search information

from emails.
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5.2.3. Chat application

The Chat application uses some APIs to help users create a room, join a room, invite other users to room, or
send files, and more.

The Chat application of eéXo Collaboration uses two services: RESTXMPPService and FileExchangeService to
do these tasks.

=] Warning

The Chat portlet and its services are deprecated. It remains fully supported for eXo customers,
however it will not receive any enhancement and will be removed from the product scope in the
future.

5.2.3.1. RESTXMPPService

REST AP RESTXMPPService of the Chat portlet is exposed by
org.exoplatform.services.xmpp.rest. RESTXMPPService class.

Service name Service URL L ocation Description

REST XM PPService $port al name/ $r est cont ext nanme/ xnpp Implement al actions

*  Maven  groupid: gent to the Chat server:
org.exoplatform.cs

*

exo.cs.eX oApplication.chat.service

¢ APIsUsage:

Use the following APIs to build all functions of the Chat application:

Name Service URL | Parameters Expected Values Description
endpoint
loadJsResour ceBundimadJsResourceBundl ebthbeal €} / localeid Read the language
files in the Chat
server.
createRoom /muc/createroom/{ username} / _ Create a chat room
username user id or agroup chat.
room room name
nickname display name
configRoom /muc/configroom/{ username} / _ Establish the
username user id configuration of a
chat room.
room room name
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Name Service URL | Parameters Expected Values Description
endpoint
getRoomConfigFor mymuc/getroomconfig/{ username} / _ Get the
username user id configuration of a
chat room created.
room room name
getRoomlnfo /muc/getroominfo/{ username} / _ Get the inforamtion
username user id of a chat room
created.
room string
getJoinedRooms  /muc/joinedrooms/{ usesseanaghe user id List chat rooms that
a user has been
joined.
getRooms /muc/rooms/{ usernamelérname user id Get a list of group
chat or chat rooms
created.
declineToRoom /muc/decline/{ username} /{ inviter}/ . Refuse the
username user id invitation to join the
chat room.
inviter user id
room room name
reason string
destroyRoom /muc/destroy/{ username} Delete a chat room
username user id created.
room room name
reason string
altroom room id
inviteT oRoom /muc/invite/{ username} /{ invitee} / _ Invite other users to
username user id join a chat room.
invitee user id
room room name
reason string
joinRoom /muc/join/{ username}/ Join a chat room.
username user id
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Name Service URL Parameters Expected Values Description
endpoint
room room name
nickname display name
password room password
leftRoom /muc/leaveroom/{ username} / Leave achat room.
username user id
room room name
changeNickname  /muc/changenickname/{ username} /{ nickname}/ Change the
username user id nickname of users.
nickname display name
changeAvailability St atustftRammyestatus/{ username} /{ mode} / _ Change the status of
username user id a user in the chat
room.
mood presence type
room room name
status presence type
changeSubject muc/changesubject/{ username} / _ Change the subject
username user id of achat room.
room room name
subject string
manageRoleRoom | /muc/managerole/{ username}/ _ Change the role of
username user id each user in a chat
room.
room room name
nickname display name
role Parti cipant
moderator
command
grant/revoke
manageAffilationRodmuc/manageaffiliation/{ username} / Change the
username user id

ownership of a chat
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Name Service URL Parameters
endpoint
room
nickname
affiliation
command

kickUser FromRoom /muc/kick/{ username} /
username

nickname

room

reason

banUser FromRoom /muc/ban/{ username}/
username

room

name

reason

addBoddyToRoster /roster/add/{ username}/{ adduser}
username

adduser

nickname

group

updateBoddy
username

upduser

nickname

group

/roster/update/{ username} /{ upduser} /

Expected Values

room name

display name

String affiliation

grant / revoke

user id

display name

room name

string

user id

room name

user id

string

user id

useid

display name

group id

user id

user id

display name

group id

Description

room.

Remove a user from
the chat room.

Ban a user in the
chat room.

Add a user into the
contact list.

Update new users
into the contact list.
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Name

createGroup

askFor Subscription /askforsubscription/{ username} /{ askuser}/

cleanBuddylist

getAllHistory

getHistor yBetweenDahéstory/getmessages/{ usernameto} /{ |sGroupChat} H{ from}/{to}/

Service
endpoint

URL Parameters

[roster/group/{ username} /{ group}/

username

group

username

askuser

nickname

/rosterclean/{ usernamejsername

Expected Values

user id

group id

user id

user id

display name

user id

/history/getmessages/{ usernameto} /{ isGroupChat} /

usernameto

isGroupChat

usernamefrom

usernameto

isgroupchat

from

to

usernamefrom

user id

true/ false

user id

user id

true/ fase

valid date format

valid date format

user id

Description

Create a chat room.

Change the
presence type of a
user into
Subscription.

Remove a user from
the contact list.

Get al the chat
history of two users.

Get the chat history
of two users in a
specific period.

getHistor yFromDatefroilony/getmessages/{ usernameto} /{ isGroupChat} /{ from}/

getAllHistoryFile

username

isGroupChat

from

usernamefrom

user id

true/ false

valid date format

valid date format

user id

Get the chat history
of two users from a
specific date to the
current time.

/history/file/getmessages/{ usernameto} /{ isGroupChat} / clientTim&onaigst}dl  the

uernameto

user id

chat history file of

=
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Name Service URL | Parameters Expected Values Description
endpoint

isGroupChat true/ false two users.

clientTimezoneOffset Long

usernamefrom user id

getHistoryFromDatefrotlowHile/getmessages/{ usernameto} /{ isGroupChat} /{ from} /{ cl iatVinozxbrieef et} /

usernameto user id history file of two
users from a

isGroupChat true/ false specific .date to the
current time

from valid date format

clientTimezoneOffset Long

usernamefrom user id

getHistoryBetweenDabestdey/fil e/getmessages/{ usernameto} /{ isGroupChat} /{ from} /{ top elieoet nibeocedf fset} /

usernameto user id history file of two
users in the specific

isGroupChat true/ false date.

from valid date format

to valid date format

clientTimezoneOffset Long

usernamefrom user id

getUserInfo /getuserinfo/{ username} /{ needinfo}/ Get the information
username user id of auser.
needinfo string

login2 /login2/{forcache}/ | forcache Allow a user to log

in the chat server.

logout /logout/{ username} /{ presencestatus} / _ Allow a user to log
username user id out the chat server.
presencestatus presencestatus

messageReceive /history/messagereceive/{ username} /{ messageid} / Receive a message
username user id from other users.
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Name Service URL | Parameters Expected Values Description
endpoint
messageid message id
removeBuddy [roster/del /{ username} /{ removeboddy} / _ Delete a contact
username user id from the contact
list.
removeboddy user id
removeTransport | /removetransport/{ username} /{ transport}/ _ Reset the presence
username user id type at the service
that is being used.
transport transport  servive
(eq: Y ahoo,
XMPP)
searchUsers /searchuser/{ username}/ Search users in the
username user id chat server.
search string
byUsername true/ false
byName true /false
byEmail true/ false
searchService string
sendM essage /sendmessage/{ username} / Send an message to
username usesr id other users.
messageBean object
sendMUCMessage  /muc/sendmessage/{ username} / _ Send a message to
username user id multile users or a
group.
messageBean object
setUser Status /sendstatus/{ username} /{ status}/ Change the status of
username user id aAUSer.
status available/
unavailabe / do not
disturb / away /
extend away
subscribeUser /subscribeuser/{ username} /{ subsuser} / Change  presence
username user id

type into Subcribed
type.
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Name Service URL | Parameters Expected Values Description
endpoint
subsuser user id
unsubscribeUser /unsubscribeuser/{ username} /{ unsubsuser} / _ Change  presence
Unsubscribed type.
unsubsuser user id
acceptFile [fileexchange/accept/{ username} /{ uuid} / _ Accept getting afile
username user id sent from another
user.
uuid string
rejectFile [fileexchange/reject/{ username} /{ uuid} / _ Refuse getting afile
username user id sent from another
user.
uuid string
getPreviousStatus  /getprevstatus/{ usernamsgrhame user id Get the tatus of a

5.2.3.2. FileExchangeService

user in the last
log-in.

REST AP FileExchangeService for uploading defined in
org.exoplatform.services.xmpp.rest.FileExchangeService class.
Service name Service URL L ocation Description

FileExchangeService

$port al name/ $r est cont ext nare/ f i | eexchange ~ Upload afile to the server
- Maven  groupid: gng jnform the user that
org.exoplatform.cs the file can be

downloaded to the local

- Interfactld; COMPUter.
exo0.cs.eX oA pplication.chat.service

* APIsusage: Usethe following APIsto upload and send filesto other users:

Name Service URL Parameters Expected Values Description
endpoint
upload $portal name/$restcontextname/fileexchange Upload a file to the

description string server.
username user id
requestor user id
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Name

Service
endpoint

URL Parameters

isroom

Expected Values

true/ false

Description
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